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The DAVIC forum was conceived in January '94, at the initiative of Dr. Leonardo
Chiariglione(CSELT), the convenor of MPEG2. All participants in DAVIC share a vision
of a digital audio-visual world. DAVIC will produce and issue the planned specifications
by 1st December 1995.

The following are reports from panelists who attended in DAVIC held in Waseda Univ.,
on 4th - 7th December.



GCL's Proposal for DAVIC
Structured Video

Graphics Communication Laboratories

Intellectual property rights statement
To be provided.

Proposal Summary

This proposal responds to 3.2, 3.3, 3.4, 3.6, and 3.7 of the DAVIC's CFP. It concems
with an architecture of VOD systems. In this proposal, there are two major topics; the
first, interchange data structures, and the second, system reference models.

We propose a structured audio visual data format as a basis of VOD services. This choice
bring us a number of merits, such as ease of repackaging, reduction of redundant data
storage, realisation of content indexing, and so on. Audio visual data structuring is

achieved by separation of content data and scenario data.

Content data is ‘a fragment of audio or video data, while scenario data ‘describes
presentation order of contents. Thus, an audio or video sequence is composed of number
of contents and a scenario data. This structure is especially suitable for repackaging,
because the operation is easily accomplished by editing scenarioc data. Content
indexing/searching and book marking are also easy with this structure. Since different
scenario data may refer to the same content, data storage space can be reduced through

the reusability of contents.
For navigation, structured multimedia/hypermedia data enables downloadable menu,
which gives attractive and flexible selection assistance to users without heavy traffic

between a server and a user terminal. Thereby, user interaction time during navigation can
be reduced. This approach also have superiority over executable software downloading,

in terms of interoperability.

Interchange formats for presentation data (audio and video) and navigation data can be in
the same structured multimedia/hypermedia format, such as MHEG.




A functional system reference model is introduced for protocol definition. The modgl is
based on functional elements necessary for a VOD system. Since, there may be a variety
of system implementations depending on social environment, network configuration, and
so on, we cannot define a system participant's function as a concrete one. On the other
hand, protocols defined as an interface between corresponding functionalh clement§ Fio m?t
change as long as each element’s function remains the same, even if a participant's

function differs.

The other model, an operational model, serves as a aid for our understanding the
relationship between the functional model and real world systems.

This proposal defines seven functional elements and eight protocols. Requirements for
each protocol are described.

Last, some implementation examples based on the aforementioned architecture are
illustrated.
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Proposal of Multimedia Scripting Language

Source: Y. Nishimura, Y. Kusumi, I. Minakata
Matsushita Electric Industrial Co., Ltd./J apan

Intellectual Property Rights Statement

The authors acknowledge that in case part or all of this proposal are included in DAVIC
specifications and the included part conrain patented items which are necessary for the
implementation of DAVIC specifications, Matsushita Electric Industrial Co., Lid. will accept the
[EC/ISONTU practice for partented items in international standards,

Summary

This proposal is a response to DAVIC's First Call For Proposals (DAVIC/100) issued
on 14 QOctober *94.

This proposal is targeted to 3.4 *Set Top Unit’. It especially addresses the Potential
. API Interface described in Figure 3.5 “Layered Software Architecture view (Model
2) by proposing a Multimedia Scripting Language. The specification of the
Multimedia Scripting Language (MSL) is fully described in 3.4.3.5 *Software
Model’, since it realizes *Support for application poratbility’.

The platform independence capability which MSL provides, is an important service
capability as listed in 3.3.1 *Video-on-Demand Service Attributes’.
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Proposal of DAVIC Layered Model

Source:
Tokumichi Murakami, Yoshiaki Kato and Hiroyuki Nakayama

Mitsubishi Electric Corporation/JAPAN

Summary

The purpose of this proposal is to provide a common basis for coordination of DAVIC standard
development for the purpose of system interconnection, while allowing existing standards to be placed
into perspective within the overall reference madel. By using the common reference model, the reference
points which provide the adequate extensibility and interoperability also may be clear.

In this document, the seven-layered model of the Server, the Client and Access Node of Delivery
System depending on the connecting network ( i.e. B-ISDN, CATV cable network, IP Intemnetwork ),

is proposed.

R 4

Title: One page summary of “Basic command set for interactive broadcasting

Source: NHK

This proposal addresses the DAVIC Core Services introduced in Section 3.1 of the “DAVIC's First Call for
Proposal”. We propose “Interactive broadcasting” be included in the DAVIC Core Service.

Interactive broadcasting is a type of broadcasting systems through which the viewer can enjoy interacting
with TV programs from a broadcasting station using a bi-directional transmission channel. The target of the

system is to provide programs where many people can participate at the same time and which have the following

characteristics:
- Viewers can participate in the program.
- The program can change its presentation or the story sequence according to the viewer's
command or response.
- Viewers can change viewing angles and image contents.
It can be thought of as a type of VOD systems through which a program can be viewed by many people at
the same time. In addition to the functionality of program selection, 2 managing mechanism for more diversified

response from viewers is needed Further aside ﬁ'om video and audio information itself, ancillary data is useful

to controi the presentation and progression of the video and audio swnals




To realize such services, some additional interface protocols between the Servers and the STU’s are neded.
For this purpose, we propose a basic command set for interactive broadcasting. This addresses the delivery
system Interface (Section 3.4.3.1) and the Server interfaces(Section 3.6.3.2) of the CFP. In addition, we propose
useful ancillary data for interaptive programs. This addresses the Audio/Visual Intérface (Section 3.4.3.2) and

Server capabilities for Contents/Applications(Section 3.6.4) of the CFP.

It is expected that if a VOD system is constructed which includes such an interactive broadcasting system it
will enlarge its range of applications and win more users. To achieve this objective the proposed set of basic

commands for interactive broadcasting and other information will be useful,

H|RES
A Proposal of Download Model
Source: Hidenori Okuda, Tetsuo Tajiri, Tomohiko Arikawa, Hisashi Kasahara (NTT)

Software downloading is a key technique to make an STU versatile. First, it is proposed
that application downloading should be standardized among three types of )
downloading; boot-up downloading, application downloading, and downloading in an
application. Next, requirements of application downloading are discussed. Finally, a
download control script, which makes applications interoperable with minimal
standardization efforts, is proposed.

A Proposal for Equipment Extension Interface

Source: Hidenori Okuda, Tetsuo Tajiri, Tomohiko Arikawa, Hisashi Kasahara (NTT)

Hardware expandability is another key technique to make an STU versatile. First,
requirements of equipment extension interface are discussed. Then, the applicants are
surveyed. Finally, it ts proposed that DAVIC should recommend PCMCIA as
equipment extension interface.
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Proposal of Basic Delivery Systems for initial VOD services
Source: NTT (Masahisa Kawashima, Naotaka Morita, Shin-ichi Kuribayashi and Akira

Miura)

Abstract

This contribution proposes to define and utilize basic delivery systems for initial VOD
services. As items for discussion, this contribution also raises possible option functions of
delivery systems for the ehnancement of VOD services.

We consider VOD services (including NVOD) can be realized even if delivery systems
provide only single point-to-point connection control and data transport in the in-band
channel (U-plane) without any functions particularly for VOD services. Therefore we
propose only single point-to-point connection control and data transport in the in-band
channel be defined as basic functions of delivery systems. We present how VOD services
are realized using the basic functions of delivery systems, and state that only the interfaces
between Service Provider and STU need to be specified for initial VOD services using
only the basic functions. Therefore we propose that the interfaces between Service Provider
and STU be specified firstly in the course of the work for specification.

As possible option functions, we raise call / connection control signalling capabilities
such as point-to-multipoint connection establishment and destination party switching
control, data transport capabilities such as user-user data transport with signalling message
and connectionless data transport, and IN secvices such as premium rate and screening.

W& 7
A Proposal for Network-to-STU/Server Interfaces
associated with SCM-PON based access system

Source: Nori Shibata, Yo-ichi Maeda(NTT)

(Summary)
Considering that

- the outcome of DAVIC is expected to specify the interface d
system interoperability, and d pectty ¥ #nd protocols that enable

- it is too early to limit the set of access systems in standardizati
: on because access
have a lot of options, systems

it is proposed to standardize interfaces of access systems with STU and a server, prior to the

access system itself,




However, those access systems may be classified into a few groups each of which has a
common interface within the group with Customer Premises Equipment (CPE). Therefore, a
small set of interface options could be standardized before access system standardization.

This document proposes options for the Al and A9/A4 interfaces which are suitable for
employment with an SCM-PON based fiber access systems for the DS access network.

SCM-PON based fiber access system can provide multiple services such as VOD, CATV video
distribution, and telephony services. The prototype system configuration is introduced and the
interfaces matched to the system are described. An example of carrier frequency allocation for

the proposed access system is also shown.

Another NTT proposal, "A Proposal for Network-STU/Server Interfaces associated with ATM-
PON based fiber access system", is on different options for Al and A9 interfaces, and it fits to

ATM-based digital VOD systems.

H 8 ‘ :
iﬁm A Summary of Security Protocol on VOD
Source: Youichi Takashima, Shinji Ishii, Masayuki Kanda and Kiyoshi Yamanaka(NTT)

In order to eliminate the anxiety for content providers and service providers about
copyright, the following security requirements should be satisfied.
1) Protection against the disguise of end-users and service providers.
2) Protection against the denial of receipt and the refusal of payment.
3) Protection against the illegal digital copying and recording of content.
4) Protection against the unauthorized disclosure of content.

In order to satisfy the security requirements mentioned above, the VOD security

communication sequences progress as follows. .
1) Requests desired content to a server and authenticates user/server mutually using

RSA public-key cryptosystem. :
2) Securely delivers a decryption key to a security card and conceals the key which are
isolated from the main body of content. Even the purchaser does not know the
decryption key. It then certifies delivery and returns a digital signature of payment to
the server.
3) Delivers encrypted content from a server to an authenticated end-user's STU.
4) Views and listens to content by decrypting, decoding and converting digital-to-
analog within the STU tamper resistant unit .

In order to realize these functions, a security card is very effective. A security card
(a PCMCIA or an IC card) stores secret personal parameters, that is private key of RSA
public-key cryptosystem, a password, user identification code. Furthermore, it stores the
decryption keys for each contents securely.
_ User authentication and digital signature is performed by RSA public-key
cryptosystem. We propose a fast data encryption algorithm (FEAL) as an encryption and
decryption method of content. FEAL which is categorized as a secret-key cryptosystem
was developed by NTT in 1987 and the technology is already available.

No STU has any personal information regarding the end-user. So, any end-user with

a security card can use any STU. In other words, if an end-user has a security card, any
VOD services can be accessed anywhere and at anytime.
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Format for Real-Time Delivery of Video Contents between
Servers and STUs over Constant Bit Rate Circuitsf

Source: Hideki Sakamoto (NTT)

As stated in the article “Interactive Play Control” of DAVIC CFP, so-called “VCR function-
ality” and the ability to jump to arbitra.ry' positions are essential functions of VOD servi;:es. To
' provide such functions, it is necessary to deliver MPEG-encoded video contents in a randomly
accessible form in real time.
This document proposes a delivery format for the transfer of video contents between video
servers and STUs. In the proposed delivery format, when the forward channels are fully CBR.
sonstant bit ra.té) circuits, such as ISDN (integrated services Jigi tal network) and ADSL
(asymmetric digital subscriber lines), it is possible to transmit video contents in real time with
random-access capability even when the video contents have been encoded by a method that is
not completely CBR, such as MPEG. By adopting this proposal in the DAVIC staﬁa’ard, the
delivery format of video contents over CBR circuits will become unified, enabling compatibility

between the “Server-Delivery System-STU Interfaces” of each company.

& 10 . .
On Demand Service Assxsta}nt
on Video-on-Demand Service Attributes

Source: Kenichi Hosaka(NTT)

. Introduction o ) )
L in ‘x”-[‘here is a "Service Related Control (SRC)" in Delivery System architecture

' del (Fig 3.6 of CFP). According to CFP, Service Pr_ovider Selection is Lh'::
Eierfsirt?t?rfgd?r? o% S(Ré I have been considcrin;é "On_Demand Service Assistant {ODSA)",

Service Provider Selection is one of ODSA functions. So, I propose VOD system with

ODSA.



& 11 SOHY’S
Respdnse to

DAVIC’s CFP

INTELLECTUAL PROPERTY RIGHTS STATEMENT

Sony agrees with the Intellectual Property Rights Statement mentioned in the
DAYVIC's First Call For Proposals.

EXECUTIVE SUMMARY

Sony is a content creator, a server manufacturer, a terminal device manufacturer,
and a software vendor. Sony's answer to DAVIC's First Call For Proposals is
therefore targeted at the promotion of interfaces and protocols facilitating an
open environment and a competitive marketplace.

As is often the case with documents that are pulled together from various
different sources the structure and layout of this document can sometimes be
confusing. As an aid to the reader we present below a synopsis of our
document detailing what each section discusses and how the sections inter-

relate.
Sections 1. and 2. are introduction.
Section 3. discusses the architectural framework of our proposal.

Sections 3.1. and 3.2. introduce our goal for complete system flexibility and a
high degree of inter-operability. Specifically, only a solution to application-

independent inter-operability, as the one proposed here, can guarantee a future-
proof system.

Section 3.3. is designed to discuss the services that the architecture must
support. We use section 3.3.2. to introduce our generic architecture that
supports the goals outlined in section 3.2. We have added an extra section
3.3.2.1 that gives some background on the Object Management Group's (OMG)
generic architecture that we have adopted to describe our software
architecture. Section 3.3.2.2. discusses the Sony use of the OMG architecture
and provides an overall description of the software framework we are
proposing for the system in general, and the STU in particular.



Section 3.4. begins to discuss this STU and we outline in 3.4.1. our minimal
requirements for the STU architecture. This section begins by discussing the
minimum software architecture needed and the base level interfaces that must
exist to support this minimum architecture. This section (3.4.1.) then goes on to
describe the minimum capabilities of the resident objects including a fairly
detailed description of the nécessary telecommunication protocols, in terms of
both formatting and signalling architecture. Completed by the specification of a
minimal set of external interfaces, this section concludes by outlining of a
minimum STU. Section 3.4.2. is used to describe in some detail the minimal set of
system objects that will support a functional STU. This section should not be
confused with 3.4.1. that simply discusses the minimal set of mechanisms and
interfaces that will allow us to build a minimal STU. Section 3.4.2. continues by
describing some of the details of the minimal system and driver objects needed
for a working STU. Section 3.4.3. contains a lot of redundancy and is a legacy
of the CFP. Where possible we have referred back to previous sections.
However, this section can be viewed as a summary of the required functionality

and has been kept as such.

Section 3.5. gives an overview of the delivery system, i.e. the network
architecture and interfaces.

In section 3.6. we simply state our belief that the software architecture of the
STL_I and the Server are similar, and that the generic proposal we have made in
section 3.3.2. can be effectively used for both. '

Section 3.7. finishes by giving some indication of what we feel are the critical
interfaces.

In summary, section 3.3.2. can be viewed as the bulk of the proposal for inter-
operability purposes: it is where we introduce a generic software architecture,
how we use that architecture and how we apply that architecture to the system
in general and the STU in particular. Section 3.4. is used to detail the important
aspects of the minimal functionality of the STU, at inter-operability level,
functional level, and interface level, with a particular emphasis on ATM .
protocols as the lower levels of the network architecture. '
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An HDTV Still Picture Disc Svstem for Video on Demand

Hiroshi Aoike, Hi-Vision Promotion Center
Nobuaki Takahashi, Victor Compan:( of Japan, Ltd.
Hideo Kusaka, Dai Nippon Printing Co.,Ltd.

Intellectual Property Rights Statement )
Similar condition to the IEC patent policy.

Possible improvements of this document
NA

ecutive summary . . ’
B The base-band high definition still picture presentation system has been

marketed as HDTV-museum in Japan. The numbe.r of HDTV-museum fys;emlc?u:xfssa::ci)gs
than 100, many people have watched the HD ddl‘splal}:)'s:é)sctif:gft enose wesfeel ton

ity"™. Though the system is carried in c C ; .
g;‘fsft.::livti}il expangd widely using network."l‘he tec.hm.ca.l guldelltn'es é?:;t:?e
HDTV still picture disc system are specified by _Hl‘-V).smn PromghlogD-still;
We would like to recommend to keep ir{tgroperablllty b.etween e b
picture system and the VOD system specified by DAVIC.

Proposal of ATM Mini-Bar System and
Its Information Access Model — Information Seal

N.Ito, K.Yawata, Y.IKosuge and H.Tominaga
Waseda University

Abstract

Many study issues are needed to be solved to realize an ATM Mini-Bar System, which
is proposed as an infrastructure for future multimedia information providing system. In this
paper, we would like to propose a new information access model for multimedia information
providing service. In a traditional information access, both identity verification and access
control techniques are used for security. To apply these techniques to accessing a packaged
information, which DAVIC mainly treats, is not enough because getting information is not
necessarily equal to using it in this type of application . Therefore, we think it is important
to standardize an information security model which care for above type of information use.
Proposed reference model utilize a concept of seal, which usually can be found on a letter or
documents as a mark of authenticity.
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e 14 A Protocol Architecture for MOD Services

Source: Michi lwasaki, Shin-ichiro Hayano, Kentaro Misawa, Shiroh Sakata
(NEC Corporation)

1 Introduction

This paper describes a protocol architecture and a framework of Application Programming
Interface (API) --- Hyper DSM-CC. Figure 1 shows the application model supposed in this

paper.

User Terminal Sefvice Session Server
View Context
T~ movie stream 1 current position
‘ etc.
movie stream 2 Movie ,
/ ! video track 1
: il _ ! command stream audio track 1
Controller ] - : audio track 2

{ B}

Figure 1. Application Model (Hyper DSM-CC Model)

When applications work, they allocate and utilize various system resources through the
"Service Interface” and the "Delivery System Interface" in the Three-Layer-Model of the Call for
Proposal. Some services can be provided by a node itself through Service Interface, namely API.
However, to provide some other services, it is necessary for a node to communicate with other
nodes. Therefor, both an API set and protocols should be standardized to obtain the interoperability
between servers and terminals. An API framework and a protocol architecture we propose are

described in the following sections.

e 15 . . :
Regulation of VOD Service Quality

Sourse: Tatsuo Mori, Kenich Hosaka, Kazunori Shimamura (NTT)

1. Introducton
To guarantee the quality of VOD services provided to users, it is necessary to investigate

the regulation of conditions that systems should support at two levels: the minimum level that
all systems must attain, and conditions that they should meet at a higher level.

This document proposes concrete parameters, minimum specifications and high-level
specifications for thesecurity of user profile management, the registration of connection
times and charge details, the protection of intellectual property rights, delivery quality
levels, and the quality of contents. And this document clarifies the conditions that STUs
should satisfy when there is a fault in the VOD system.




#E% 16  Proposal on Copyright Processing

applicable to, 94.11.30
3. Architectural Framework Masatsugu Kitamura
3.3.1 Video-on-Demand Service Attributes TEL/FAX +81-45-893-9217
3.4 Set Top Unit 1-17-24 Noshichiri Sakaeku
Yokohama 247 JAPAN

What should be discussed on copyright is not only protection of it.

1 Copyright side, that is owner, server or distributor has to show the followings to user.
Conditions for agreement of use of copyrighted work. Cost, payment, rejection or yes of
copy are mandatory, conditions for copy, editing are recommended. "

2 System should be thought reliable from IP’s, then the followings must be introduced.
As system structure, contract of use of copyrighted work exclusively between 1 entity to 1.
As data structure, encapsulation of information of copyright conditions with AV contents.
As entity structure, copyright conditions are inherited by every entity from IP to user.
As STU structure, promise filter necessary build in for use under the agreed condition.

3 Interactive sequence of copyright processing as follows,
show condition from [P to user (I-U) , select or agree with the condition, agreement from

user to IP(U-), agree to user with mask for promise filter (I-U), command from user
under promise filter (U-I), deliver content to user (I-U).
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A VOD system based on structured video

Kei TAKIKAWA, Yoshizumi WATATANI, Yasuhiro YAMADA
Graphics Communication Laboratories

Abstract

This report is the excerpt from Graphics Communication Laboratories’ proposal to DAVIC.
The main proposal issues include 1)Introduction of a standardised multimedia data
format as the interchange data format for VOD systems, and 2)A system reference model
based on 1). The former is characterised with the audio visual sequence structuring
technique which employs audio visual data fragments clipped regarding to context.
The latter claims the system reference model based on functional elements.
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1. Introduction

Generally, multimedia titles, which will be delivered via network or package media, consist of not only
video/audio data (MPEG streams), but computer programs which mainly control the playback of the title(user-
interface). Considering that there might be various platforms of settop terminal and package media player, the
user-interface of a multimedia title needs to be described in a platform-independent language. In addition, from
the author’s point of view, the language needs to have enough capability to express rich user-interface using
various colors, text font, visual/sound effect, and so on. Of course, the language needs to be simple enough to
describe the user-interface effectively.

This document describes the specification of Multimedia Scripting Language or MSL, in short. The MSL
enables title developers to develop multimedia title for both package media and network use with rich multimedia
object such as text, raster image, vector graphics, audio and video, while giving great efficiency comparing to the
traditional general purpose language, such as C or C++.

The important features of MSL are as follows:

Base Platform Independence: The most important feature of MSL is its independence from the player

* architecture. The MSL doesn’t depend on any specific CPU nor operating system. A multimedia title
written in the MSL runs on MSL runtimes which are prepared for the players. Furthermore, the architecture
of MSL is object-oriented and it encapsulates the device dependent procedures.

Object-Oriented Language: MSL is an object-oriented language, which is based on event-driven concept. In
other words, MSL script is the collection of handlers for messages, just like HyperTalk or OpenScript. In
addition, the MSL provides the message passing mechanism through the pre-defined object hierarchy. Thesec
object-oriented features enables the title developers to describe desired user interface in an simple and plain
manner.

Exact and High-functional Timeline: Multimedia Script Language runtimes provides timeline facilities for
synchronous playback of various media. Timeline is the collection of schedules for audio/video playback,
keyframe animation, and so on. An MSL runtimes’ timeline architecture ensures as exact synchronisity as the
resolution of system clock. Furthermore, one can specify the invocation of the script handler from a schedule



in the timeline. This means that internal state of script (i.e. value of variable) can be changed from

timeline.

Wide Applicability: MSL covers wide range of multimedia titles, from Video-on-Demand, Video Home
Shopping and Information Kiosk to Multimedia Presentation and CD-ROM interactive title.

Compactness: MSL is designed to fit into small terminal devices, such as settop terminals with limited
computing and memory resources.

2 . Multimedia Title Definition

2.1 . Structure of Muitimedia Titles

A multimedia title of MSL consists of collection of objects. Each object is an instance of MSL’s predefined
objects, where the relationship among the objects are structured by the object hierarchy shown in the figure
below.

FH*AF
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Any object may have a script and properties. A script is a program written in MSL to describe the behavior
of the object, and is a collection of handlers and user functions. Properties are used for characterizing
individual instance of object.

The collection of objects in a simple application is known as an application object. A title could be
composed as a single application if that is short and simple. However, if the title is long and complex, it could
be subdivided into series of applications, for example an application could correspond to a chapter of the title, or
a collection of scenes. Application objects may be stored in a folder object, with which each of the application
object can be retrieved using application name or ID. An application may have audio and video objects which
contain MPEG stream data.

A scene of the title is expressed as page object. A page is contained in an application, and displays the
graphic objects such as text and raster image contained in it. A page may also have timelines, each of which
describes the transition of the graphics in the page, audio/video playback, and script invocation invocation as

time goes.

2.2. Object Types

MSL provides predefined objects, which are necessary for multimedia titles. This clause describes the brief

overview of these objects.



A folder is a container of application objects, which provides the capability to
retrieve an application by its name or its ID. Folders can be nested, i.e. a folder

The folder object is optional. Some implementation in network environment may
resolve application objects at server side, in this case list of available application

Folder

may have another folder in it.

objecs may retrieved using external process functions or SQL functions.
Application An application object is a collection of pages, video and audio.
Page

A page object is a unit to be displayed on a screen. Any graphic objects (i.e. text,
image, box, and video canvas) needs to be placed on a page, in order to display them
on the screen. These graphic objects will be rendered according to Z-order in the
page. Pages in an application are ordered by their page numbers, so that the author
may identify the page by number, as well as in "next" or ""previous" manner.

Textbox, EntryWidget A textbox object provides container functions to the text. MSL provides some sort

Image
Box
Video Canvas

Viewer

Video

.Audio

of typesetting functionality for text.
An entry widget is a variant of textbox, which allows single-line text for its content.

An image object consists of color raster image data, on which such operation as
rotation, scaling, and translation can be made.

A box object is a rectangle region in the page, which can have several graphic
objects as its children. The child graphics of the box is clipped by the box
rectangle.

A video canvas object is a rectangle region where a video object is played back.
A viewer is optional graphic object, which allows the display of other pages.

A video can be controlled by both timeline and script. MSL's video can be
interleaved with audio data.

An application may have audio objects as its child. An audio can be controlled
by both timeline and script.

Some implementation in the network environment may allow retrieving MPEG stream for video and audio
object, using name or ID of the stream in the server’s storage system.

2.3. Syntax Overview

2.3.1 . Message Handler

on  <messagename> ... end <messagename>
Handler definition.

exit <messsagename>
Exits from the handler.

send <messagename> to <object>
Handler invocation.

2.3.2 . Property Management

set <propname> of <object> to <value>



Sets the value of the property propname of the object.

get <propname> of <objecr>
Obtains the value of the property of the object.

2.3.3 . Conditional Statements

if <condition> then <statementes> else <statementes> end if

2.3.4 . lterative Statements

repeat for n times <statementes> end repeat

2.4. Primitives QOverview

24.1 . System Messages
openApplication

openPage
keyDown <btnname>
mousebown <btnname>

2.42 . System Properties

name the name of the objects

size size of page/graphic objects

position position of the graphic objects

visible visibility of graphic objects

timeline the timeline description of the page object.

'2.43 . System Functions

goto(page, effectname, effecttime)

gotoNextPage (effectname , effecttime), gotoPrevPage( effectname,effecttime)
changes the page displayed on the screen with visual effect.

lockInCore (page), unlockInCore (page)
locks/unlocks page object on main memory.

startTimeline(page, timelinelD), stopTimeline()
starts/stops the timeline.

lockScreen (page), unlockScreen(page)
disables/enables the screen update.

setVisualEffect (page, gfx, ¢ffectname, effecitime)
registers the visual effect which will be executed when the screen update is enabled next time.

moveTo(gfx,x,y)
moves the graphics to the specified position.

openVideo( ), playvideo(), jumpvideo(), scanVideo(),closevideo()
provides VCR functions.




2.5. MSL Timeline
Timelines are collections of the schedules. They are defined in a property timeline of a page, which may
have the following types of schedules:
e making keyframe animation
¢ sending message
¢ playing audio
e playing video
These schedules are described with the time to be performed in the timeline.

3. &
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[1] Y.Nishimura, Y.Kusumi and .Minakata, “Proposal of Multimedia Scripting Language”, DAVIC/CFP033,
25 November 1994.
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Summary

This proposal is responding to
“Section 3.3.2 Layered service model” in the Services section,
nSection 3.4.2 STU Logical Architecture” in the Set Top Unit section,
"Section 3.5.3 Interfaces” in the Delivery systems section, and
"Section 3.6.3.2 Server Interfaces” in the Servers section.

The purpose of this proposal is to provide a common basis for coordination of DAVIC standard
development for the purpose of system interconnection, while allowing existing standards to be placed
into perspective within the overall reference model. By using the common reference model, the reference
points which provide the adequate extensibility and interoperability also may be clear.

In this document, the seven-layered model of the Server, the Client and Access Node of Delivery
System depending on the connecting network (i.e. B-ISDN, CATV cable network, IP Internetwork ),
is proposed. ‘




1. Introduction
The purpose of this proposal is to provide a common basis for coordination of DAVIC standard
development for the purpose of system interconnection, while allowing existing standards to be
placed into perspective within the overall reference model. By using the common reference model,
the reference points which provide the adequate extensibility and interoperability also may be clear.
In this document, we propose the layered model of the Server, the Client and Access Node of
Delivery System depending on the connecting network ( i.e. B-ISDN, CATV cable network, IP
Internetwork ).

2. Delivery System Reference Model

Figure 2.1 shows the delivery system reference model which provide interactive digital audio-
visual services.

Service Network
Related Related
Control Control

Service Z DS Core

Provider i Network

A8/B4 —

To other Delivery
Network Management | systems / Services

DS = Delivery System : Control / User data ( Bi-directional ; forward and back )
NT = Network Termination e : A/V and associated data channel { Uni-directional ; forward )

Figure 2.1 Delivery System architecture reference model

This model consists of Server, Delivery System, Client and Control & Management. The function
of each element is as follows.
Server:
The function of the server is to store and deliver multimedia content. The server is owned and
operated by a Value Added Service Provider (VASP), and is called simply Service Provider.
It contains a mechanism which handles interaction with a client(s) to deliver a service.

Delivery System (Core Network and Access Network) : )
The function of the delivery system is to transport information between a client and server.
The delivery system consists of the core network and the access network, and has the
adaptation functions between core network and access network.



Client:
The client makes the request to the server and receive the information service.

Control & Management:
The functions of the control are a call set-up of the data channel and bandwidth control, error

control etc. The functions of the management are network management (fault, configuration,
accounting, performance etc.) and subscriber management (accounting and billing).

To communicate between each element, there are three logical channels.
Signaling :
Set-up Network session
Control/User data Channel :
Bi-directional message channel with low-bandwidth
Audio/Video and associated data Channel :
Uni-directional ( from Server to Client ) multimedia data channel with high-bandwidth

3. Definition of each layer function )

The data delivery functions are vertically partitioned into seven layers. Each layer performs a
related subset of the functions required for delivery of services and communication with other
systems. The functions of each layer are defined as follows.

Application : Provides user-oriented application to the Sever and Clients

Presentation : Conversion and presentation of information

Session : Selection of or access to information
Transport : Identification of group of data
Network : Identification of logical channel
Data link : Linkage with logical transmission
Physical : Physical transmission

4. Interface signal between layers
In case of Audio/Video and associated data channel, it assumed the following signal formats. In

this document, multimedia multiplexed stream is assumed the Transport Stream and Program
Stream as defined in ISO/IEC 13818-1 (MPEG 2 Systems).
Application - Presentation : Application specified analog / digital signals

Presentation - Session : Elementary Stream

Session - Transport : PES packet

Transport- Network : Transport Stream / Program Stream
Network - Data link -+ Network specified signal

Data link - Physical : Network specified channel signal




5. Communication Layer model through the B-ISDN and CATYV cable networks

5.1 Communication layer model of Server
Figure 5.1 shows Communication layer model of the Server which is connected with B-ISDN i.e.

ATM.
: : Control/ .
Signaling User data A’V and associated data Channel
Access Authoring Tools,
control Navigation Program etc
! ! .
tﬁ y y
y y I I
1 | Control data MPEG Audio ||| MPEG Video m
/ User data Encoder Encoder  |ff E0°0%F |
Server- 3
Network . l 11 L
Signal == .
Audio_PES |l| Video_PES |ff data_PES [f
packet || packet packet
Al Al Al
Transport Stream I‘
MPEG 2 Systems
UNI .
Signaling Network Specific
(Q-2931)
v v
AAL I/AALS
SAAL AALS
(1.363) (1.363)
ATM Layer (1.150, 1.361)
Physical Layer (1.413, 1.432)

Figure 5.1 Communication Layer model of the Server (B-ISDN connected)

1) Application Layer

Signaling :
- Establishment / Disconnect of the connection between the Server and the STU over back and

torward logical channels '
- Allocation / Reallocation of the connection bandwidth
Control / User data channel:
- Handle the control and user data for application of registration and uscr-authentication

A/V and associated data channel :
- Provision of Server-side of application programs, c.g. authoring tools, navigation program etc.



2) Presentation Layer :
A/V and associated data channel :
- Conversion and compression of the audio, video, auxiliary data
- Audio signal will be encoded into the MPEG 1/ MPEG 2 audio stream.
- Video signal will be encoded into the MPEG 1/ MPEG 2 video stream.
- Still image data will be encoded by using the JPEG standard.

3) Session Layer
Control / User data (Forward):
- DSM-CC (ISO/IEC 13818-6) stream(Acknowledgment) or MHEG stream will be organized as
PES packets.
Control / User data (Back):
- DSM-CC or MHEG stream from clients will be received.
A/V and associated data channel :
- Audio/video/auxiliary data streams will be organized as PES packets.

4) Transport Layer
A/V and associated data channel :
- PES packet will be organized as Transport Stream packet and multiplexed into the TS as defined
in MPEG 2 Systems. TS packets are 188 bytes in length.

5) Network Layer -
Signaling :
- UNI signaling as defined in ITU-T Rec. Q.2931
A/V and associated data channel :
- Network specific function e.g. forward error correction

6) Data Link Layer
Signaling :
- SAAL as defined in ITU-T Rec. Q.2110
Control / User data :
- AAL type 5 as defined in ITU-T Rec. 1.363
A/V and associated data channel :
- AAL type 1 or AAL type 5 as defined in ITU-T Rec L. 363
In case of AAL 1, the forward error correction(FEC) which is descnbed in 2.5.2.4.1/1.363 can
be used for correction of bit errors and lost cells. In case of AAL 5, the FEC may be necessary
to achieve a high quality communication.

7) Physical Layer
Signaling, Control / User data , A/V and associated data channel :
- ATM layer is described in ITU-T Rec. L 150 and L361
- Physical layer is described in [TU-T Rec. 1.413 and 1.432




Examples of mapping methods of TS packet into the ATM cells are shown in Figure 5.2. (In these cases,
FEC is not including.)

e 188 bytes

Y

- 188bvtes g  18Bbvtes

TS packet TS packet

TS packet

. 376 bytes
47bytes -

AAL l N
SAR-PDU \

- — -
Header (1byte) 48bytes 48bytes \\ \ \ CPCS-PDU

Trailer(8bytes)
ATM 11—

Layer % I o % I% vl

\

B e
ATM Cell Header 33bytes ATM Cell Header 30Ytes
(5 bytes ) (5 bytes)
(a) AAL type 1 mapping

(b) AAL type 5 mapping

TS packet is mapped into 4 ATM cells 2 TS packets is mapped into 8 ATM cells

Figure 5.2 Mapping method of Transport Stream packet into ATM cells

5.2 Communication layer model of Delivery links
Figure 5.3 shows the layer model for Access Node point. The function of the Access Node are
-Adaptation between core network (B-ISDN) and access network
-Remultipexing(marging) of TS from other delivery systems

From other DS ‘ DS
Delivery systems ~ Core Network Access Network
| .
TS TS Remultiplexed
packets packets or
! ' Switched
[Transport Stream I A Transport Strearﬂ lTransport Stream
Network 3¢ Network
Sf)e»c‘:,i?irc 7 Sgevcvioﬁrc Network Specific
AAL I/ AALS ] | AAL1/AALS Network Specific
ATM Layer 1 ATM Layer Network Specific
(ATM, QPSK,
Physical Layer Physical Layer QAM, VSB eic)

Figure 5.3 Communication layer model of DS Access Node



5.3 Communication Layer model of Client
Figure 5.4 shows the Communication layer model of the Client which is connected with B-ISDN,
Coax cable, ADSL, etc.

sonali Control/ :
Signaling User data A/V and associated data Channel
Access — —
Control l Application
) ) ) A )
J i
Control data MPEG MPEG2 JPEG
. / User data Audio Decoder | | Video Decoder| | Decoder
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\ T L AL e s (Lm0 L e e L e
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LAPD etc) | | X.25 etc) (AAL 1, AAL 5, etc.)
Network Specific
(ATM, QPSK, QAM, VSB etc.)

Figure 5.4 Communication layer model of client

1) Application Layer
Signaling :
- Establishment / Disconnect of the connection between the STU and the Server over back and
forward logical channels -
Control / User data : o
- Handle the control and user data for application of booting, authenticatidn,~,ctc.
A/V and associated data channel : o ‘ v
- Provision of Client-side of application program, e. g Video On Demand, Movies-on-demand,
Home Shopping, Videophony, etc. . ‘




2) Presentation Layer
A/V and associated data channel :
- Re-conversion and de-compress the audio, video and auxiliary data
- MPEG 1/ MPEG 2 Audio stream will be decoded in audio signal
- MPEG 1/ MPEG 2 Video stream will be decoded in video signal

3) Session Layer
Control / User data (Forward):

- DSM-CC stream(Acknowledgment) or MHEG stream from server will be organized into PES
packet.

Control / User data (Back): v
- DSM-CC stream or MHEG stream will be sent to the server.
A/V and associated data channel :

- Each PES packet data (Audio, Video and auxiliary data ) will be assembled into the elementary
streams

4) Transport Layer
A/V and associated data channel :
- TS will be demultiplexed and assembled into PES packet (Program is selected by using PSI)

-System clock will be recovered by using Program Clock Reference ( or Program Clock
Reference)

5) Network Layer
Signaling : :
- Network specified UNI signaling ( In case of B-ISDN, it is based on ITU-T Rec., Q.2931.)
Control / User data :

* - Network specified function ; e.g. Error control etc.
A/V and associated data channel :
Network specified function ; e.g. Jitter removal etc.

6) Data Link Layer
Signaling :
- Network specific ; e.g. SAAL, LAPD, etc.
Control / User data :

- Network specific ; e.g. AAL type 5, X.25, etc.
A/V and associated data channel :

Network specific ; AAL type 1/5 for B-ISDN, B8ZS code etc.
In case of AAL type 1, the FEC is optional used for correction of bit errors and lost cells.

7) Physical Layer
Signaling , Control / User data » A/V and associated data channel :
- Network specified signal ; ATM, SHD, PDH, QPSK, QAM, VSB etc.

—T1-



6. Communication Layer model through the IP Internetwork
6.1 Communication layer model of Server

Figure 6.1 shows the Communication layer model of the Server which is connected with Internet
Protocol Internetwork. In this model, multiplexed stream ( Transport Stream and Program Stream ) is

stored in DSM system and then transmitted by using TCP/UDP. To achieve a real time delivery, Real
Time Pump may be considered.

Signaling l(]:s%l:t(;:ltla A/V and associated data Channel
Access Authoring Tools,
control Navigation Program etc
A 3 vee cen .
_ . v Y y _ r /
1 Control data MPEG MPEG JPEG
/ User data Audio Encoder ||| Video Encoder{]| Ei0%der
Server- el 1
Network .ee
Signal
psM-CC |[ Audio_PES||| Video_PES |} data_PES
PES packet packet packet [§ packet |
l LX) s LX) 7
y ‘ i Al Al Al
™ [Real Time [ Transport Stream / Program Stream
Pump
s
TCP/UDP MPEG 2 Systems
UNI
Signaling 1P
(Q.2931)
SAAL AALS
(1.363) DSM System
ATM Layer (1.150, 1.361)
Physical Layer (1.413, 1.432)

Figure 6.1 Communication layer model of the Server (IP network connected)



6.2 Communication layer model of Client
'Figure 6.2 shows the Communication layer model of the Client which is connected with IP
Internetwork. In this model, received multiplexed data stream is stored their DSM or is directly
decoded.

Control/ A/V and associated data Channel
User data
1
Application
A A A A
r
Control MPEG MPEG2 JPEG
data Audio Decoder | | Video Decoder De""d"‘w
/ User \ L R
data
BRI i P R L T %
DSM_CC || Audio_PES | | Video_PES | |data_PES]
acket|| packet packet packet |7

A A A

f Real-Time Transport Stream / Program Stream
Pump POK \ g

TCP/UDP MPEG 2 Systems

P

Network
Specific
(AALS,
X.25 etc.)
Network DSM S)’Stem
Specific
(ATM, QPSK,
QAM, VSB etc.)

Figure 6.2 Communication layer model of the Client (IP Internetwork connected)
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Summary
Interactive broadcasting is a type of broadcasting systems through which the viewer can enjoy interacting with

TV programs from a broadcasting station using a bi-directional transmission channel, The target of the system is
to provide programs where many people can participate at the same time and which have the following
characteristics:

- Viewers can participate in the program.

- The program can change its presentation or the story sequence according to the viewer's

command or response,

- Viewers can change viewing angles and image contents.

It can be thought of as a type of VOD systems through which a program can be viewed by many people at
the same time. In addition to the functionality of program selection, a managing mechanism for more diversified
response from viewers is needed. Further, aside from video and audio information itself, ancillary data is useful to
control the presentation and progression of the video and audio signals. In this paper we propose a basic

command set for interactive broadcasting and useful ancillary data for interactive programs.
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Abstract

Software downloading is a key technique to make an STU versatile. First, it
is proposed that application downloading should be standardized among
three types of downloading; boot-up downloading, application downloading,
and downloading in an application. Next, requirements of application
downloading are discussed. Finally, a download control script, which makes
applications interoperable with minimal standardization efforts, is proposed.

1. Introduction

Customer premise equipment is expected to serve for various digital audio/visual (DAYV)

~ applications. Downloading is a promising way to make an STU versatile. This paper
describes a download model to achieve interoperability in the application layer. This
model also makes an application interoperable on any STU platform with the minimal
standardization efforts. Although any file transfer protocol is not specified here, it should
also be defined in the DAVIC standard.

2. STU-Server Dialogue Model
An STU-server dialogue consists of three stages; boot-up, application downloading and
application dialogue. The dialogue model is depicted in Figure 1.

need not to be the same server

l ;Scrvcr APP l
interactions

including APP-specific

Power on

—>

(Resigen sw]

boot-up
downloading

STU Side

—>

APP
downloading

smart STU omits this stage

Figure 1. Dialogue Model

\ 4

vnloading

| Clicnt APP l

A boot-up stage begins with turning on an STU. A light STU, whose resident software is
really minimum, downloads system and service software in this stage. It is called boot-up
downloading. A smart STU, already having that software in its storage device, may omit



this downloading. The download protocol may be specific to each STU platform,
although further discussion is necessary.

The next is the application downloading stage to obtain a client application program from
a server. The download protocol in this stage should be strictly defined to make an
application usable on any STU platform. It should not depend on a specific platform or an
application. A navigation program to reach an application is also classified into an
application. '

The last is the application dialogue stage, where a client application on the STU interacts
with a server-side application. While in this stage, the STU might download programs
and/or data from a server. Since the required download performance greatly depends on
each application, the protocol should be defined in each application individually. For
example, downloading in a network game application will be much faster but consist of
smaller chunks than in a news-on-demand application.

The above three types of downloading are summarized in Table 1.

Boot-up downloading Application Downloading in an
downloading application
Platform dependent? Yes No No
Application dependent? § N/A No Y:s
Needs a standard? tfs Yes No

Table 1. Three Types of Downloadin

. Requirements of Application Downloadin
The following features are essential for an application downloading architecture;

+ independent of the physical file structure of an application
The file structure of an application depends on implementation. For example, an
application might be implemented in several binary executables, each of which
corresponds to an STU platform. If so, the proper executable must be chosen for
" the target STU. On the other hand, if an application is implemented in a common
API, the file selection is unnecessary. The application downloading mechanism
must be able to cope with any file structure of an application.

- subsuming distributed applications
An application might be distributed over multiple servers. For example, a news-on-
demand application might need a terminal emulator from a server and a JPEG-
viewer from another. Thus, all pointers to the relating files are necessary to be
delivered to an STU. The security keys are also delivered so-that the STU can
access to the secured servers.

* avoid unnecessary downloading
Some applications may be available only on particular platforms. In that case,
availability should be checked before actual downloading processes. Otherwise, an
STU will consume unnecessary downloading time. Also, the version of an
application should be checked to avoid redundant downloading of the same version.

+ fewer interactions .
The interactions between an STU and a server should be as fewer as possible to
avoid overheads. Particularly, negotiation steps are to be excluded if possible,



because they takes long time typically.

4. Proposed Architecture for Application Downloading
In this section, we propose an application download architecture satisfying the
requirements in Section 3.

4.1 Download Control Script

Every application is provided with a download control script, which prescribes
information necessary for downloading the application. When an STU does not have
enough information to download an application, e.g., does not know the exact file name
of the application, the corresponding download control script is retrieved from the server.
If the STU believes that it has sufficient information, the application files can be
downloaded without getting a download control script. A download control script should
be interpretable on any STU platform. The format is to be as simple as possible to make
the interpreters simple.

A download control script describes the following information in ASCII texts;
* minimum free memory size required to launch the application

+ file names, file sizes, file versions

» the server IDs that hold the above files

« the accounts and the security keys to access to the files on the servers

+ the convention to launch the downloaded application.

These items are listed for each STU platform ID. If an STU cannot find its platform ID in
the given script, the application is not available on that platform. An STU platform ID is a
structure composed of an operating system ID and an extension field. An extension field
is used, for example, to specify hardware attachments.

An example of a download control script for a news-on-demand application is shown in
Figure 2. The syntax is just an example and may need further discussion.

osl:x:: /* OS ID:extension:: */
5 /* minimum free memory size */
0468592829:your_account:your_pwd:newskernell.exe:356:1.0
/* server ID:account:security key:filename:filesize:version */
0468593123:anonymous::jpegview].exe:512:1.1
0468592829:shared_account: lud73nj:news.dat: 1224:2.0
newskernell news.dat /* convention to launch an application */
os3:y:
5
0468592829:your_account:your_pwd:newskernel3:256:1.0
0468593 123:anonymous::jpegview3:456:1.2
0468592829:shared_account: lud73nj:news.dat:1224:2.0
newskernel3 news.dat

Figure 2. An Example of a Download Control Script

4.2 Function of Resident Download Process on STU

The resident download process should have the following function;
* Interpret a download control script

* Establish connection and download a file from a server

+ Launch an application using the downloaded files




3. Conclusion

A download model in the application layer was proposed to achieve interoperability. First,
it was proposed that application downloading should be standardized among three types
of downloading. Next, requirements of an application downloading architecture were
discussed. Finally, a download control script, which is to be interpretable on any STU
platform, was proposed to be provided with every DAV application to manage application
downloading. This downloading architecture makes applications interoperable on any
STU platform with minimal standardization efforts, comparing the standardization of
APL
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Abstract
In order to eliminate the anxiety for content providers and service providers

about copyright, some security requirements should be satisfied. We present a security
protocol on VOD to satisfy the security requirements. The protocol progress as

follows.

1. Requests desired content to a server and authenticates user/server mutually
using RSA public-key cryptosystem.

2. Securely delivers a decryption key to a security card and conceals the key which
are isolated from the main body of content. Even the purchaser does not know
the decryption key. It then certifies delivery and returns a digital signature of
payment to the server.

3. Delivers encrypted content from a server to an authenticated end-user's STU.

4. Views and listens to content by decrypting, decoding and converting digital-to-
analog within the STU tamper resistant unit .

A security card (a PCMCIA oran IC card) is effective to realize these functions.
It stores secret personal parameters, that is private key of RSA public-key cryptosys-
tem, a password, user identification code. Furthermore, it stores the decryption keys
for each contents securely.

No STU has any personal information regarding the end-user. So, any end-
user with a security card can use any STU. In other words, if an end-user has a security
card, any VOD services can be accessed anywhere and at anytime.

1 Introduction

Security functions (including "Encryption”) are key issue for the field-of VOD services. They are
especially effective for ensuring the content-provider copyrights as well as billing schemes. We present
a new protocol incorporating many security functions that will ensure VOD security.

2 Security Requirements

In order to eliminate the anxiety regarding copyrights for content providers and service providers and
to facilitate access for end-users, the following security requirements should be satisfied.

1. Protection against the disguise of end-users and service providers.

2. Protection against the denial of receipt and the refusal of payment.



3. Protection against the illegal digital copying and recording of content.

4. Protection against the unauthorized disclosure of content.

“The first requirement mentioned above is effective for charging the rightful end-users who received
content. The second requirement is important for ensuring reliable delivery and accurate billing. The
third and the last requirements listed above play a major role in copyright protection.

3 Security Functio

ns

We show the following security functions to satisfy the security requirements mentioned earlier.

1. Mutual authentication between end-users and service providers.

2. Certification of c;)ntent integrity and delivery.

3. Digital signature to ensure end-user payment .

4, Content encryption.

5. Concealing the decryption keys for each content which are isolated from the main body of
content. Even the purchaser does not know the decryption key.

4 Achieving Those Functions

Some VOD system components used for the security functions are shown in Fig. 1.
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Figure 1 System Configuration Model for VOD Security




4.1 System Configuration Model

The main features of each component are described below.

1. Security Card

e Securely stores the decryption keys for each content.

¢ Encrypts and decrypts based on RSA public-key cryptosystem [1],[2] for authentication and
digital signature.

e Securely transfers the content decryption key to STU.

e Stores secret personal parameters, such as a private key in RSA public-key cryptosystem,
a password, and a user identification code.

A security card is a portable computing unit that gives the owner access rights to a server. For
example, a PCMCIA card or an IC card.

2. Set Top Unit (STU)

o Secures communication between servers and security cards.
e Ensures receipt of the content decryption key from the security card securely.

¢ Decrypts, decodes and converts digital-to-analog of each content within the STU tamper
resistant unit .

e Stores encrypted content.
3. Server

e Contains content database.

e Encrypts each content.

Authenticates end-users.

Stores the digital signature of each end-user as evidence of payment.

e Bills end-users.
4. Certification Authority (CA)
o Issues "Certificate [3]” based on the RSA public-key cryptosystem.

4.2 Security Protocol

After acquiring a certificate form CA (Fig. 1, No. 0), VOD security communication sequences progress
as follows. Security requirements for each step are also described.

1. Requests desired content to a server and authenticates user/server mutually using RSA public-
key cryptosystem (Fig. 1, No.1). .
~ Protects against the disguise of end-users and service providers.

2. Securely delivers a decryption key to a security card. It then certifies delivery andreturns a
digital signature of payment to the server (Fig. 1, No. 2). :
- Protects against the denial of receipt and refusal of payment.

3. Delivers encrypted content from a server to an authenticated end-user’s STU (Fig. 1, No. 3).
— Protects against the unauthorized disclosure of content.
— Protects against altering content.



4. Views and listens to content by decrypting, decoding and converting digital-to-analog within the
STU tamper resistant unit (Fig. 1, No. 4).
- Protects against the illegal digital copying and recording of content.

We propose a fast data encryption algorithm (FEAL)[4] as a method of content encryption and
decryption. FEAL which is categorized as a secret-key cryptosystem was developed by NTT in 1987.
The FEAL technology is already available. It has been applied to many kinds of application software
and customer equipment (ex. facsimiles, ISDN terminal adapters and digital telephones). Further-
more, NTT has developed a single-chip FEAL processor which can encrypt /decrypt 10 Mbytes of text
per second [5]. As shown in Fig. 1, this security protocol can be applied to two types of delivery
services. One service type is for a server that does not permit an end-user to store delivered content in
the STU. Another service type is for a server that permits storing delivered content in a STU storage
memory ( ex. hard disk).

In addition, this security protocol can be applied to any kind of access network.

4.3 Ease of Use

As stated above, no STU has any personal information regarding the end-user. So, any end-user with
a security card can use any STU. In other words, if an end-user has a security card, any VOD services
can be accessed anywhere and at anytime. This feature is a great advantage for the end-users.

5 Conclusion

We present security functions and communication protocols for many kinds of VOD services. Accord-
ing to our proposals, we believe that the content-provider copyrights and the correct billing for service
providers are ensured. Furthermore, this system model allows the end-user easy and convenient access.
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1 Introduction

As stated in the article “Interactive Play Control” of DAVIC CFP, so-called “VCR func-
tionality” and the ability to jump to arbitrary positions are essential functions of VOD services.
To provide such functions, it is necessary to deliver MPEG-encoded video contents in a ran-
domly accessible form in real time. However, this approach encounters technical difficulties
when the forward channel links between the video servers and STUs are fully CBR (Constant
Bit Rate) circuits, such as ISDN (integrated services digital network) and ADSL (asymmetric
digital subscriber lines), because the encoded video rate generally varies depending on the
picture content, even when based on a CBR-MPEG mode. For this purpose, we propose a

video contents delivery format for CBR circuits between servers and STUs.



2 The Problems of Delivering Video Contents over CBR Circuits

The MPEG (MPEG1, MPEG2-PS, MPEG2-TS) encoding method uses a configuration
where frames of video data are handled in groups called GOPs (groups of pictures), and in
principle any portion of the video stream date can be accessed by these blocks. For example,
this feature can be used in content searching by “Skip Search Replay’, where it is possible
to skip during Replay from one fixed-length GOP (i.e., one containing a fixed number of
frames) to another. In practical VOD services, this feature is also useful for making links
at GOP boundaries between scenes extracted from multiple video contents and for inserting
commercials inside a single sequence of video contents.

However, in MPEG (CBR mode) encoding, it is difficult to convert GOPs to rigidly fixed
amounts of data, no matter how much the bit rate is controlled. This is because MPEG
encoding uses prescribed VLCs (variable length codes) in the quantization of each component.
Furthermore, practical coding methods in which each GOP is constrained to a fixed length
suffer from impaired image quality; most encoders slightly adjust the GOP length according
to each scene. Figure 1 (1) shows the configuration of an MPEG bit stream encoded in this
way.

Video contents encoded as shown in Fig. 1 (1) are assumed to be stored in a server
and read back sequentially from the beginning by an STU. If the average MPEG bit rate
corresponds exactly with the bit rate of the CBR circuit, these changes in bit rate can be
taken into account by incorporating a fixed-size buffer (e.g., VBV buffer size) at the STU
side for use during encoding and performing a fixed-period delay (e.g., VBV delay) during
decoding: However, when performing random access at arbitrary GOP boundaries, continuity
will inevitably be lost during video contents replay in situations, as shown in Fig. 1 (2), where
large-size GOPs are occasionally read consecutively.

In this case, as shown in Fig. 1 (3), the bit rate of the largest possible GOP is made to
correspond to the bit rate of the circuit by reducing the average bit rate of the video contents
when encoding. This approach allows continuity to be maintained during random access replay
of video contents, but it reduces image quality. Also, since the average bit rate of the video
contents differs from the bit rate of the CBR circuit, it is necessary to compensate for this

difference in bit rates by using techniques such as flow control.

3 Proposed Delivery Format
3.1 Delivery Format

Figure 2 (1) shows the proposed video contents delivery format. First, we define the VAU

(video access unit) as the smallest unit of randomly accessible video contents, which consists




of a fixed number of GOPs in sequential order, and we define a video transport segment (V'T'S)
as the amount of data carried over the CBR circuit in the decode time of one VAU. The basic
delivery format is that a VAU is encapsulated by each VTS, and the remaining space in the
VTS is taken up with padding or stuffing. In this delivery scheme, depending on the coding
parameters (e.g., frame rale) and the circuit bit rate, the VTS may not correspond to byte or
bit boundaries.

In this delivery format, the bit rate of the video contents in each V'S corresponds exactly
with the bit rate of the circuit. As a result, bit rate discrepancies do not arise, not only when
playing back sequentially from the start, but also when accessing randomly at VTS boundaries.
Therefore, continuity is always guaranteed when replaying video contents.

This delivery method basically works by adjusting the bit rate of the video contents to
that of the CBR by meaus of padding, and therefore the average encoded bit rate of the video
contents is always reduced. However, this format does not directly limit the size of each GOP to
below a fixed size, but incorporates VAUs comprising multiple GOPs into fixed-length VTSs.
Variations of VAU length depend strongly on the implementation of bit rate control in the
encoder. However, as the number of GOPs included in each VAU is increased, the ratio (Max.
VAU length / Average VAU length) can generally be made to approach unity. Consequently,
in this format, by setting a suitable value for the number of GOPs in each VAU, it is possible
to adjust the felationship between the freedomn of random access and the margin by which the

average bit rate is reduced during video contents encoding.

3.2 VTS Management by VTS Headers (optional)

The proposed format realizes the transmission of video contents over a circuit from a video
server, and at the STU side it is not necessary to be aware of the VTS contents. The proposed
transmission format is based entirely upon MPEG syntax and can be decoded by an STU
(decoder system) that is unaware of the VTS construction. However, if the STU is aware of
the VTS construction, more effective access control can be achieved. Figure 2 (2) shows a
delivery format in which a VTS Header (VTSH) is inserted at the head of each VTS in order
to make the STU aware of the VTS configuration. The VTSI is incorporated as an MPEG
private packet.

(1) Since VTSs are the boundaries of random access, it is possible to clearly specify VAU
IDs instead of ordinary pointers like time codes as random access pointers from the STU to
the server by, for example, incorporating “Direct access VAU 1D statements in the VI'SIIs.

(2) Since VI'Ss are the houndaries of editing, when scenes extracted from multiple video
contents are inserted in the video contents being provided, the edited contents are described

to the STU by a statement in the VISIL As a result, by relaying information such as “a
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commercial has been inserted after this point”, it is also possible to prohibit users to skip
commercials while the STU is replaying them.
(3) If the VTSHs include statements of the VTS size and the size of the VAUs inside it,

they become useful when eliminating padding from inside the VTS.

4 Conclusion

This document has proposed a delivery format for the transfer of video contents between
video servers and STUs. In the proposed delivery format, when the forward channels are
fully CBR circuits, such as ISDN and ADSL, it is possible to transmit video contents in real
time with random-access capability, even when the video contents have been encoded by a
method that is not completely CBR, such as MPEG. By adopting this proposal in the DAVIC
standard, the delivery format of video contents over CBR circuits will become unified, enabling

compatibility between the “Server-Delivery System-STU Interfaces” of each company.



The amount of data carried over the CBR circuit
/ in the decode time of one GOP

(1) eoml Gopz loops | cors | aops | aops

(2) | cor2 | Gops | Gops | Gop2 | Gops | Gops

(3) [aorz | | cors || cops || cor2 || cops | leops

Fig. 1 Conventional delivery format of video contents.

The amount of data carried over the CBR circuit

i in the decode time of one GOP
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(Video Transport Segment Header)

Fig.2 Proposed delivery format of video contents,
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On Demand Service Assistant
on Video-on-Demand Service Attributes

Kenichi Hosaka
NTT Human Interface Laboratories

This proposal responds to the following items in CFP.
Video-on-Demand Service Attributes (Section 3.3.1 - Page 13 to Page 17)
Delivery System architecture reference model (Fig 3.6 - Page 26)
Service Related Selection and Control (Section 3.5.2.4 - Page 27)

1. Introduction

There is a "Service Related Control (SRC)" in Delivery System architecture
reference model (Fig 3.6 of CFP). According to CFP, Service Provider Selection is the
first function of SRC. I have been considering "On Demand Service Assistant (ODSA)",
Service Provider Selection is one of ODSA functions. So, I propose VOD system with
ODSA.

2. YOD system with ODSA

Fig.1-1 shows an example of VOD system with ODSA. Delivery System includes
DS Core Network, Access Node, DS Access Network, Network Termination, Network
Management, and Network Related Control (See Fig.1-2). ODSA is a kind of Value
Added Service Provider, so it exists outside the Delivery System. But it differs from
VOD Service Provider. It assists End users and VOD Service Providers.

Service
Related
Control

Provider
Profile

Service

Provider C ‘/‘\pphcauon \A9 /A6

Service — .

Provider B /{ é\pphcatmn FE\ _@
Al

Service
JProvider A

Fig.1-1 Anexample of VOD system with ODSA

Service N k
ODSA } Related Rel‘“"’(;
Control elate

Control
DS
9 \A6 A5/ Access
Node NT
| DS Core DS Access Customer
Network [a4 Network — Premises
A2 Equipment
l A8/B4 A3 T—/————— |
LNetwork Management ] Delivery System
DS = Delivery System NT = Network Termination

Fig.1-2 Delivery System architecture reference model with ODSA



3. ODSA functions
Fig.2-1 through Fig.2-3 show an example of VOD service sequence with ODSA.
ODSA is responsible for the following functions in this example.

User Authentication (Fig.2-1)

Service Providers List Customization (Fig.2-1)

Service Provider Selection (Fig.2-1)

Public Service Warning (Fig.2-1)

Billing Information Collection (from Service Providers)(Fig.2-3)
Service Provider Authentication (Fig.2-3)

Billing Notification (to End users) (Fig.2-3)

User Authentication is mandatory. It is important for Navigation, Billing, etc.
After this, ODSA customizes Service Providers List for End user. It should be required,
because there will be a considerable number of Service Providers in the future.

ODSA is responsible to End user for Service Provider Selection. It is a little
different from Service Selection and Program(Video) Selection. Because, VOD Service
Providers are responsible to End user for their own service and program (video) selection
after they are selected. But they don't have other VOD Service Providers information for
Service Provider Selection, and they are not responsible to end user for Service Provider
Selection.

STU Service Related Control Service Provider(s)
(End User) (ODSA) ( Application Server(s))
Menu Request
(with user profile)

[ User Authentication |
Service and Program( Video) Inquiry
-1

Service and Program(Video) List
-t
el - I

fService Providers List CustomizationJ

&s(omized Service Providers List
(with providers profile)

[ Service Provider Selection| :
(

Selection Result .
Wember Check (Option) |
| Service List
l Service Selection I
lection Result
Selection Resu

Program(Video) List

B (with Charging Information)

[Program(\/ideo) SelectionJ

Selection Result

Interactive Play Control

Public Service Warning
(if required)-

-t
-

Fig.2-1 An example of VOD service sequence(l)




STU Service Related Control H Service Provider(s)
(End User) (ODSA) = (Application Server(s))
: Video Stream

Close Request
.

Billing Information

gt
Charge Acceptance
-1
[Billing Information Collection
|t Service List

(Program(Video) Close)

IService Selectionl

Close Request -
| - Service Close
Menu Request -

(with user profile)
gstomized Service Providers List
(with providers profile)

I Service Provider Selectionl

Close Request

System Close

i

Fig.2-2 An example of VOD service sequence(2)

ODSA has VOD Service Providers List with their profile, but ODSA doesn't have
their detail information (ex. Service List, Program(Video) List, etc.). So, ODSA has to
get such information from VOD Service Providers for customization. Furthermore, if
End user has a particular program(video) in mind, but he doesn't know the Service
Provider of that program(video), ODSA manages to find the Service Provider in
sophisticated navigation. In this case, ODSA should also get such information from
“Service Providers on demand.. ODSA shouldn't have VOD Service Providers detail
information, even if in sophisticated navigation.

VOD Service Providers may change their own services and programs(videos) at
any time. If ODSA has such information, ODSA have to follow their changes and
maintain such information. There may be problems in their inconsistency. But, if ODSA
doesn't have such information and ODSA gets such information from them on demand,
ODSA can always get the latest and the right information, and doesn't have to maintain
such information.

Member Check is option. Service Provider is responsible for it. After a certain
Service Provider is selected, it is required if the Service Provider wants to restrict the
service provision.

ODSA should be responsible for "Public Service Warning”. It is independent of
the services that are provided by VOD Service Providers.

ODSA should collects Billing Information from Service Providers to notify such
information to End users. It prevents End users from receiving a lot of Bill from different
Service providers. Furthermore, ODSA may collect charges from End users on behalf of
Service Providers, if it is allowed.

Service Providers Authentication is important as well as User Authentication. End
users should know Service Providers are authentic, before they pay the charge.



STU Service Related Control Service Provider(s)
(End User) (ODSA) (Application Server(s))
Billing Information Inquiry -

L Billing Information|

-l
[Service Provider Authentication ]

I Billing Information Collection (From SPs) I
Billing Notification
(Monthly?)

diesiamamma

Fig.2-3 An example of VOD service sequence(3)

4. Conclusion

ODSA is a kind of Value Added Service Provider. It exists outside the Delivery
System. So it is easier to customize ODSA functions for End users and Service
Providers. This is one of the advantages of ODSA, because required ODSA functions
may change depend on End users and Service Providers. ODSA is independent of End
users and Service Providers. It is good for User Authentication and Service Provider
Authentication. This is the other advantage of ODSA.

ODSA will be useful for VOD system in which a considerable number of Service
Providers exist.
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What is Sony’'s Proposal?

vV Sony is proposing an open system architecture, which must be sufficiently
flexible to support application independent interoperability.

v Our goals

+ any vender equipment can be interconnected with other vender
equipment.

» any vendor can implement application software that can be downloaded
and run in any other vendor equipment.

vV This is achieved by...

* object-oriented software architecture (OMG based).

* evolution mechanisms to handle requirement changes.

* communication and signalling protocols based on ATM (OSI
conformance).

v NOTE! our proposal does not detail the interfaces of all of the required
system modules, rather, it concentrates on describing the architecture that
those software modules must fit into, and explains how those modules can be
written and extended.

3 Copyright © 1984 Sony Corporation
Copyright © 1994 Sany Computer Science Laboralory Inc.

What Are the User's Requirements?

V' Attractive services at an attractive price

« one STU supports the largest number of existing services and future
services.

¢ an STU should continue to evolve without having to shut down (or
temporarily stop) the system.

* more than one service should be accessible at the same time in a
transparent manner to users.

* when an STU evolves, enabling it to interact with new services requiring
new kinds of capabilities, users should not notice.

* acheap STU which can be purchased from different venders without fear
of being limited to a reduced a set of services.

* an STU has an ability to connect to existing and future home equipment.

Copynight © 1994 Sany Corporation
Copyright © 1984 Sony Computer Science Laboratary inc.
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Object-Oriented Framework

¥ OMG/CORBA

» our proposal uses the OMG/CORBA model as a means to describe our
software architecture.

» CORBA consists simply of a set of software modules (called objects) that
interact through a generic communication subtrate (the ORB).

» the ORB is responsible for ensuring that an object that conforms to the
CORBA model can access and make a request on any other objects that
conforms to the architecture.

¥ Sony's object model

* each object implements some functions and makes these available via well
defined interface.

» each object interact with others via a simple generic communication
mechanism.

= each object relies on a set of other objects known as its environment.

‘Copyright © 1934 Sony Corporation
Copyright © 1994 Sony Computer Science Labaratary Inc

Soqy’s Rasponse 1o DAVIC CEP
Evolution Mechanisms

V' Assumption
« any attempt to fix software boundaries without a means to evolve them as
hardware and requirements change is doomed to failure, thus our system
architecture stresses how system interfaces can be defined and evolved in
a clean and controlled manner.
V Three mechanisms
* implementation evolution
- change how an interface is implemented
- uses dynamic loading and dynamic dispatch
« interface evolution
- change object's typed interface
- uses dynamic interface association and dynamic binding
e environment evolution
- change behavior of the support environment
- uses object migration between environments
v What we have to standardize is these evolution mechanisms.

Copyngiht © 1994 Sony Corporation
Copynght © 1994 Sony Computer Science Laboratory inc.
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STU, Minimum Requirements

vV Software modules are downloadable from the the service providers to the STU.
v Message communication format bétween objects

* M(longword selector, void* message)

* R(ID object, longword selector, void* message)

« Bind(longword vector, ID object, HardMessage* message, Boolean)

* Unbind(longword vector) .

v Download object API

= Migrate(ID object, ID environment)

Two-phase download process, object migration protocol ,

* Phase 1: a negotiation phase between two environments where an object
moves, to ensure that the receiving environment supports the operations
this object needs.

* Phase 2: a transfer phase which moves a representation of the object from
one environment to the target environment, and installs it in that
environment.

V' Access control and user profile

* We use access control lists (ACL's) managed by a protected environment;

all cross environment invocation must use an ACL.

Copyright © 1994 Sony Corporation
Copyright © 1994 Sony Compuler Science Laboratory Inc.

Communication Protocols (1/2)

V Use international standards (official or de facto) wherever possible
‘N ATM-based, down to the STU: why re-invent protocols for the access network
‘when ATM is basically physical medium independent?
v Useofa single AAL (AALS): for signalling (mandatory in ATM) and for
MPEG transport; implies cheaper implementation (no use of 2 AALs)
v MPEG Transport Stream: 2 MPEG Transport Packets in 1 AAL5 SDU, which
advantages:
* quality is preserved even if an AALS5 SDU is lost (i.e. more MPEG 2
Transport Packets in one AALS SDU risks hampering quality if one AALS
SDU is lost),
* simplicity (good functional separation of layers),
* AALS is available from many vendors,
¢ solution to MPEG-2 source clock recovery (due to Cell Delay Variation) is
possible using mechanisms in the MPEG-2 Transport Layer: it is a STU
implementation-dependent issue (not a protocol-issue). »

Copyright © 1994 Sony Corporation
Copynght © 1994 Sony Compuler Science Laboralory Inc.

—102—




BRATA TR LODFA =TV T NI 27T —FF 0 F %

Communication Protocols (2/2)

v Can accommodate both MPEG-2 Constant Bit Rate and MPEG-2 Variable Bit
Rate, in a simple and compatible way.
V' Choice of the physical layer (SDH/Sonet [STM1/OC-3]) at the STU Reference
Point guarantees smooth evolution to fully-symmetric broadband services.
V For Software Files transfer, the choice of the transport part of XTP over AALS
guarantees:
¢ full “useful” bandwidth available,
¢ possible silicon implementation,
¢ versatile addressing capabilities.
V STU “capabilities identification message” enables to optimize:
* the use of the full capabilities of STUs by Servers,
* the re-use of software previously downioaded to the STU by other
Servers, if needed,
* the “future-proofness” of STUs.

Copyright © 1994 Sany Corporation
Copyright © 1994 Sony Compuler Scienca Laboratory inc.

Sony’s Hasponse lo DAYIC CFP

Summary

V We propose an open software architecture which is flexible and will evolve to
meet future requirements.

v We outline the minimal set of system functionality but do not define the
interfaces to that functionality.
Our intention is to work with other vendors to define these interfaces within
the framework of our software architecture.

v Any STU based on the Sony open architecture will be able to evolve and to
work with many vendors applications

V We have defined a truly open, vendor neutral architecture which fully
supports the DAVIC first CFP.

Copynght © 1994 Sony Corporation
Copyright © 1994 Sony Compuier Science Laboralory Inc.
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Executive summary

The base-band high definition still picture presentation system has been marketed as
HDTV-museum in Japan. The number of HDTV-museum system counts more than 100,
many people have watched the HD display, most people feel "sensation of reality”. Though
the system is carried in closed circuit now, we feel the system will expand widely using
network. The technical guidelines for the HDTV still picture disc system are specified by
Hi-Vision Promotion Center. We would like to recommend to keep ml:eroperablhty between
the HD-still-picture system and the VOD system specified by DAVIC.

1.Introduction

The high definition base-band still picture signal are stored in the optical disc, played
according to the display control command recorded in the disc. The signal format of the still
images, recording media are specified as technical guidelines by Hi-Vision Promotion
Center (HVC). The guidelines specify the player control command, display sequence and
effect control command, respectively. More than 100 of HDTV still picture systems are
introduced, 1000 of playback software has been made. The disc system are applicable to
VOD system, retrieve the picture and audio signal using control commands from the client
system. The still picture data-base should be helpful to carry the VOD system at the still
picture field.

2.Description of the process
This submission is written by following persons.
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3.Architectural Framework

3.1 Introduction

The HDTV still picture disc systems are employed by art galleries as presentation
system of fine arts (Application of HDTV system in museums; CCIR IWP 11/9-009 Sept
1990). It is important to keep disc interchange among these systems, HVC made technical
guidelines for the exhibition type HDTV still picture disc system. HVC made the next
technical guidelines for the retrieval type of HD-still picture disc system on May 1994, it is
under investment by making the test disc of it. ,

The exhibition type guidelines specify the recording media and it's signal format. As to
the recording media, MO, CD-ROM, CD-DA and FD are specified. The HDTV digital still
picture data are compressed by JPEG coding scheme, and formatted according to the
guidelines. The guidelines also specify the file formats such as volume, directory,
information data and compression parameter, respectively. The guidelines specify the
screen effects and playback control commands, too.

The image data file could be used for the VOD system as the part of still picture at the
server. The file formats are also applicable at delivery system, display and playback control
commands are useful for control & management and client.

3.2 System Reference Model

3.2.1 Generic Reference Model

The HD-still picture disc system are employed at the HD-museum, the disc has
interchangeability between the system. These system could connect by transmission lines, it
will operate as VOD system as following. The system construction is same as
illustrated in figure 3.1 of DAVIC/100.

..................................................................................................................

Still picture Still picture
Data base Server |{ | Delivery i| Client Decoder

S — ' R ——
Still picture Control & Still picture :
Authoring Management Presentation

Figure 3.1 Generic Reference Model

Server:
The still picture disc system could use as a part of server to produce digital baseband high
definition still picture images. ‘

Delivery:

—107—



The delivery system should carry the still picture data and control command file.

-Client:
To display the high quality images using the display commands, the reproducing system
could be used as a part of VOD client system.

3.2.2 System Reference Model

Figure 3.2 shows a typical example of the composition of an HDTV still picture disc
system. The HDTV still picture disc system employs three kinds of disc media, which record
still picture data, sound data and control data, respectively. These discs are played back by
each disc drive.

The HDTV still picture data is compressed by JPEG algorithm, recorded on the disc. It
gives shorter playback time, two seconds per still frame. The compressed picture data is fed
to JPEG decoding circuit, output HDTV still frame. The playback system employs three
frames memories, three different HDTV still pictures are stored in the memory circuits.

The display effects circuit read the still picture from each frame memory according to
the display commands from the control data file. The HDTV still picture signal with display
effect, is fed to display.

The sound data file disc reproduces audio signal synchronizing to display effect of still
picture presentation. The control data file includes the system playback sequence control
using time-code.

Still picture
Video

(DD |

HDTV ua] m
Audio O O
- s Audio T T

still picture
Control playback unit

| anmnd>-
[Q'_',
Key pad

Figure 3.2 Typical examples of an HDTV still picture disc system.

3.3 Services

As one of the HDTV applications, there is a system called "HDTV Gallery System”
which employs a disc of still pictures. First market appearance was in April 1989 as the
"Hi-Vision Gallery of Fine Arts at GIFU". This proved utility of HDTYV still picture systems
and led further development and extension of the system applications.

As a standard specification for HDTV still picture system, the Hi-Vision Promotion
Center (HVC) has drafted a document titled "Technical Guidelines for Exhibition Type
HDTYV Still Picture Dise System” in July 1991.

Various kinds of still picture software have been produced according to the
Guidelines, which include "19th Century French Arts Appreciable in Japan” produced by
the Association for Promotion of Hi-Vision Museum, and a program which introduces an
artifact collection of the Hermitage Art Gallery produced by the NHK Enterprises as a part
of the World Art Museum Series. Still picture software have been produced by local
governments as well, which have amounted to more than 1,000 titles. (playing time of each
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is approximately 10 minutes)

3.4 Set Top Unit _ ‘ ) _
Figure 3.3 shows a typical example of an HDTYV still picture decoding unit. The unit

receives three kinds of signals which are still picture data, sound data and control data,
respectively.

-—-—(D\O—-) JPEG _' ‘ ®)

; decoder ! program _
Demulti- | gL : 4
. s 3 Frame Display | . o
plex ; . :
memomesl effocts
Audio . | Display

Speaker

Control

System _]
Amplifier

control

Figure 3.3 Typical examples of an HDTV still picture decoder.

3.4.1 Minimum Requirements
To be decided.

3.4.2 STU Logical Architecture

The HDTV still picture data is compressed by JPEG algorithm. It nges shorter
playback time, less than two seconds per still frame by transmission rate of 1.4 Mbps. The
compressed picture data is fed to JPEG decoder, generate HDTYV still frame. The system
employs three frames of picture memories, three different HDTV still pictures are stored in
the memory circuits.

The display effects circuit read the still picture from each frame memory according to
the display commands from the control data file. The HDTV still picture signal with display
effect, is feeds to display.

Table 3.1 shows the basic image effect commands. There are more commands to
control such as half-way-roll, open window, rolling in the window, etc.

The sound data file disc reproduces audio signal. The control data file includes the
system playback sequence control using time-code.
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Table 3.1 Basic Image effect commands

1 | Simple cut

2 | Dissolve
3 | Wipe Vertical wipe from top to bottom
4 Vertical wipe from bottom to top
5 Horizontal wipe from left to right
6 Horizontal wipe from right to left
7 Double opening from the center
towards the top and bottom
8 Double opening from the top and bottom
towards the center
9 Double opening from the center ’
towards the left and right
10 Double opening from the left and right
towards the center
11 Square opening
12 Square closing

13 | Segmented wipe | Vertical segmented wipe from top to bottom

14 Vertical segmented wipe from bottom to top
15 Vertical segmented wipe from left to right
16 Vertical segmented wipe from right to left
17 | Slide Slide-out from top to bottom

18 Slide-out from bottom to top

19 Slide-out from left to right

20 Slide-out from right to left

21 Slide-in from top to bottom

22 Slide-in from bottom to top

23 Slide-in from left to right

24 Slide-in from right to left

25 |' Roll Roll from top to bottom

26 Roll from bottom to top

27 Roll from left to right

28 Roll from right to left

-3.4.3 Suggested Issues to be addressed by proposals
The system interface conditions should be decided.

3.5 Delivery system
3.5.1 Introduction
The still picture data file and control data file should be delivered using the VOD

system discussed here. :

3.5.2 Architecture reference mode
To be decided.

3.5.3 Interfaces
To be decided.
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3.5.4 Service Delivery Across Networks

The system should have the capability to access software from client (home). The
access unit includes the name of the disc, title of software, specific picture, etc.

To be decided.

3.6 Servers

3.6.1 Introduction
The still picture data files and control data file should be treated using the VOD

system discussed here.

The servers should generate the logical file for picture, sound, and control signals.
Figure 3.4 shows the outline of file map. The file is made up the four sections, such as
volume section, compression parameter section, directory section and data section. The
volume section has the management flags which identify the picture data is original or not,
and the condition for the copying.

Volume section Directory section Data section
Specifying address Specifying address
yoe Director |oreed 8 ! Data l

Volume :
L {Data |

Director

Parameter section

Compression
parameters

Figure 3.4 Outline of file map.

3.6.2 Assumptions
The system is assumed to be composed of the following major entities.
Server:
Refer to this section.
Access Network:
Refer to section 3.5.
Set Top Unit(STU):

Refer to Set top unit section.

3.6.3 Server Reference Model
To be decided.

3.6.4 Server Capabilities for Contents/Applications
NA

3.7 Critical Interfaces
NA

3.8 Interoperability Events
NA
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4. Guidelines for submission and evaluation
NA -

4.1 Submission format
NA

4.2 Evaluation criteria
NA

Appendix 1 Workplan and meeting schedule
NA

Appendix 2 Example Table of Contents of proposals
NA

Appendix 3 Other issues
NA

END
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An HDTV Still Picture Disc System for Video on Demand

Hiroshi Aoike,

Hideo Kusaka,

Executive summary
The base-band high definition still picture presentation system has been marketed as
HDTV-museum in Japan. The number of HDTV-museum system counts more than 100,
many people have watched the HD display, most people feel "sensation of reality". Though
the system is carried in closed circuit now, we feel the system will expand widely using
network. The technical guidelines for the HDTV still picture disc system are specified by
Hi-Vision Promotion Center. We would like to recommend to keep interoperability between
the HD-still-picture system and the VOD system specified by DAVIC.

Hi-Vision Promotion Center
Nobuaki Takahashi, Victor Company of Japan, Ltd.
Dai Nippon Printing Co.,Ltd.

Server: The still picture disc system could use as a part of server to produce digital baseband

high definition still picture images.

Delivery: The delivery system should carry the still picture data and control command file.

Client: To display the high quality images using the display commands, the reproducing
system could be used as a part of VOD client system.

.........................................................

[Figure 2

—-113—

Still picture i Still picture
Data base Server | Delivery Client Decoder
F T T
Still picture Control & Still picture
Authoring Management | Presentation |}
Figure 1 Generic Reference Model
Still picture
Video
(2D |
HDTV o s
Audio O O
@ - Audio T i
still picture
Control playback unit
>
Key pad

Typical examples of an HDTV still picture disc system



DAVIC HASBHESEZR10
(94-AVM-7-3)

BHREBEL AT L L FOERT 7 X EFIL
(FFROHENE T V) DRE

ik B R E E R Bk HE
PRERFATEEEFBIESL

HoF L

FROTNFAFATRES AT AL LTRESA TV A RBHRSEE S A7 4+ B4
ARDIIRFZ(NHRREITERENT VS, KRLTIE, HESBEOAL LT, 0
TNFRATA THBRRE S A7 L0400 *2)F 4 TFAEERETS. chEITO
%#77txﬁumA%w&77tzﬂmﬁt*lu%4&%&Lfﬂﬁéhfwéﬂ
NI T —PBBROT V2 ADEF2)F 4 DL NS DEREFIAT 25 Ciz+
TRV, ZELOHEHEAAZENOIEI»SR2 L, /Ny, — IREHOIY iz B
THBROBEFGEFHARLT LKL 2WASTHL. 20720, =5 LEBRAEO
%%%%@Lth#:U%4ﬁ%&ﬁl#é:tdi§ﬁtabn5.%%%?»di
ROXEDBREERT -/ THLHAOWMAYFAT 30T, Shick ) BHO
WL EHT L EATEICR 5.

Proposal of ATM Mini-Bar System and
Its Information Access Model — Information Seal

N.Ito, K.Yawata, Y.Kosuge and H.Tominaga
Dept. of Electronics and Communication Eng.
Waseda University

Abstract

Many study issues are needed to be solved to realize an ATM Mini-Bar System,
which is proposed as an infrastructure for future multimedia information providing
system. In this paper, we would like to propose a new information access model for
multimedia information providing service. In a traditional information access, both
identity verification and access control techniques are used for security. To apply
these techniques to accessing a packaged information, which DAVIC mainly treats,
is not enough because getting information is not necessarily equal to using it in this
type of application . Therefore, we think it is important to introduce an information
security model which care for above type of information use. Proposed reference
model utilize a concept of seal, which usually can be found on a letter or documents
as a mark of authenticity, and a desirable function is incorporated by using this
model.
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1 Introduction

In this paper, we would like to propose a new reference model for information access. In
a traditional information access, both identity verification and access control techniques are
used for security. We think that these techniques are not enough to incorporate a packaged
information distributing service, because it this type of application a getting information is not
always equall to using it and these should be distinguished. Therefore, we think it is important to
standardize an information access model which care for above type of information use. Proposed
reference model utilize a concept of seal, which usually can be found on a letter or documents

as a mark of authenticity.

2 Access Model - Information Seal

In this section, we would like to clarify what the information seal is and what functions are
needed for incorporating the information seal.

2.1 Background

In a current information providing systems, a traditional charging is usually done when a com-
munication channel is established even if the information isn’t useful for the user. This fact not
only prevent a fair development of information providing system which mainly treat a digital
packaged information, but also cause high transmission cost for real time play, because infor-
mation delivery between center and user terminal is needed every time. One idea to solve this
drawback is that information is pre-delivered with a cheap channel and its charge is done when
the information is used. Unfortunately the use of both user authentication and access control
techniques are not good enough to satisfy an above application, because these techniques cannot
distinguish between getting and using information. Therefore a concept of information seal is
proposed as a reference model to generalize this type of access. By using the information seal,
the above distinction become possible.

2.9 What are elements of information seal?

The information seal is understood as a technique lying between an access control and raw
information shown in Figure 1. This figure shows that these three steps are maximally needed
to access a raw information. ‘

Figure 2 shows a comparison of a concept of the information seal and real seal. A real seal
is found on a letter or documents. In order to see a letter, breaking the seal is first thing to do
and it is difficult to see the letter without breaking the seal. The situation of using packaged
information is same. It is natural way to think that the information access is breaking a pseudo-
seal and that’s why we call the access model as information seal. Two primary elements consist
of the information seal. First element is ‘seal’ itself and next one is ‘header’. Table 1 shows a
requirement of each components.

2.3 Basic function of information seal

By means of information seal, it can be basically distinguish whether the information is used
or not. Because. it is impossible to use the information without breaking the information scal.
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Figure 1: Relation between the information seal and other security techniques.
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Figure 2: Basic concept of the information seal.

Table 2 shows two primary functions which information seal have.

3 Example - ATM Minibar System

In this section, a brief review of ATM Minibar System - our assumed system is introduced. As
an example the above information seal is applied to this AMBS.

ATM Minibar System (AMBS) is an infrastructure of future multimedia information services[1,
2]. A purpose of the system is to provide for multimedia in which user can ( 1)select and get
quickly any needed information, in low cost, at anytime, among very large amount of different
media information provided by a variety of providers, ( 2)be charged on for the information which
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Table 1: Requirement of each element of information seal

Element | Requirements Examples
o The content of information is difficult | e Arbitrary encription method.
to be disclosed without breaking a seal.
Seal e The broken seal is difficult to be re- | e Encryption with an one-way function.
stored. (public key cipher)
e The entity putting a seal is authenti- | e Entity authentication.
cated.
e The header indicates an overview of | ¢ Addition of unencrypted information.
the content.
Header e The header includes a part of infor-
mation or a demo version of content.

(©)is not aiways a satelite sysiem

Figure 3: Basic configuration of ATM Mini-Bar System

is selected and used, and (3)edit or process information into his or her individually requested-
style before using them.

Figure 3 shows an example of basic configuration of the system. In this figure, @ rep-
resents user equipments with large internal storage, @ is information providing centers, ©
represents information delivery media with a broadcasting/multicasting feature connecting in-
formation providing centers and user equipments, and ® is information networks providing 1
to 1 communication between user equipments and information providing center(s) for selective
user equipment control and charging. Figure 4 shows a basic operating sequence of the system.
AMBS has typfical four operations described as follows:

1. Information pre-delivery
Different from traditional systems, AMBS pre-delivers information from a center to user
equipments via a delivery media. This pre-delivery is based on an average user request
forecast. All user equipments receive the same information at same time. The forecast
of average user request will be done in centers by analyzing on accumulated history of
information access key request from users. Each user equipments stores information from
center in its local storage except that they are non-subscribed or non-permitted to store.
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Table 2: Functions and its description for information seal

Examples

Function Description
e Encrypting information not to be | ¢ Encryption
L able to access it.
Seahng K Adding a public information. e Adding a part of content or a demo
formation version of content.
o Putting some mark on a seal. ¢ Entity authentication.
e Requiring a decrypt key to the in-
formation center and decrypting in-
formation with it.
* Decrypting information to be able to | e Decrypting information with an at-
| Breaking access it. tached decrypt key.
the seal ¢ Decrypting information with key
stored inside a terminal.
» Authenticating an entity to break the | e Utilizing a user ID or a terminal ID.
seal.
Function
when . o Self deleting « System call
detgctmg . Reducing the value of the informa- « Computer virus
an invalid tion
access

2. Information search and access key request

When a user of user equipments want to user some information, he or she will search it in
the internal storage. If the requested information is in it, the user equipment request an
access key of the information to the center via managed network because all information
stored in a user equipment are sealed except for publically open part. If it does not exist
it, a request for the information itself will be sent to an appropriate information center via
managed network, and the user will get them from center in a similar way to a traditional
system in case the center recognizes the request is valid.

. Validity check and charging

The center will identify and check validity of the request from user equipment via managed
network. If the request if valid, center will send the access key to the user cquipment via
managed network, and charge for the requested information. If the request is not valid,
the center will send an unacceptable notice to the user equipment via managed network
and clear the communication between them.

. Breaking seal and using information

With the key sent form the center, user can break a scal on the information and can use
it. If invalid access is detected, the system try to delete the information or add a kind of
virus which decrease a value of information.
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Figure 4: Basic operating sequence of ATM Mini-Bar System

In AMBS, a stored information is charged when using it. Therefore the information seal
plays an important role to incorporate this function as specified above.

4 Conclusion

In this paper, a security model for accessing packaged information is proposed. The proposed
reference model is based on a concept of seal found on a letter or documents. By means of this
model, it is possible to charge a use of information, not retrieval. This is an important point
_because user don’'t want to pay a useless information which is difficult to know without trial.
If an invalid access is detected, the system don’t try to protect the information but delete it.
A needed elements and its requirements are shown to incorporate the information seal. And
also, basic functions, which information seal have, are described. As a technical example, the
information seal for ATM Mini-Bar System is shown.

References
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A Protocol Architecture for MOD Services

This proposal responds to Layered Service Model, mainly Section 3.3.2.2 Three-Layer-Model
in CFP.

1 Introduction

This paper describes a protocol architecture and a framework of Application Programming
Interface (API) --- Hyper DSM-CC. Figure 1 shows the application model supposed in this
paper.

User Terminal Service Session Server

Context

current position
etc.

~f...
o

View‘ g

Controlle

0\ movie stream 1

Movie
video track 1
audio track 1
audio track 2

movie stream 2

@ command stream |

%

Figure 1. Application Model (Hyper DSM-CC Model)

© When applications work, they allocate and utilize various system resources through the
"Service Interface” and the "Delivery System Interface” in the Three-Layer-Model of the Call for
Proposal. Some services can be provided by a node itself through Service Interface, namely APL
However, to provide some other services, it is necessary for a node to communicate with other
nodes. Therefor, both an API set and protocols should be standardized to obtain the interoperability
between servers and terminals. An API framework and a protocol architecture we propose are
described in the following sections.

2 Application Programming Interface Categories

Functionalities which API should provide are categorized as follows in the Hyper DSM-CC
API framework.

1. Hypermedia Management
(a) Node Management --- Hypertext Node Creation / Deletion, Node Contents Editing
(b) Link Management --- Link Nodes / Unlink Nodes.

2. Remote DB Access Management

3. Content Management
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(a) Movie Management (VCR Control)
i. Movie-Media --- Select Moavie, Select Tracks (ex. A movie may contain multiple

audio tracks.)
ii. Movie-Context --- Playing back, Trick-play, Change Current Point, Suspend (some

resources are deallocated while the context being kept) / Resume, etc.
iii. Movie-View --- Manage View-Port rectangle on screen, Video Imposing, etc.
iv. Movie-Controller --- Video Controller Management to interpret user input, etc.

(b) Object Control --- Object Create / Delete, Get / Put.
4. Interaction Object Management --- GUI Object Creation / Deletion / Manipulation on local

or remote nodes (ex. Button, TextField, Menu, etc.)

5. Communication Management
(a) Service Session Management --- Connect / Disconnect, Terminal Capabxlxty, Security,

Recording User Operations
(b) Stream (Connection) Management (Video, Multimedia, Command) --- Allocate /

Deallocate, Band-Width Control, Buffer Control, Select CODEC type of stream

6. Miscellaneous Service Management
(a) CODEC Module Management --- Select CODEC Type (coding form) on Servers and
Terminals (MPEG!, MPEG2, JPEG, etc.), Select CODEC Module (Multiple
implementations for the same CODEC type may be available on a terminal)
(b) Dimension Management --- Time Line (unit: time, frame number), Movie and Screen

Geometry Management (layout and clipping), etc.

Movie Management functions correspond to a DSM-CC Extension --- ISO/IEC JTC1/SC29/WG11
NO806, MPEGS4/ November 1994, MPEG-2 DSM-CC Subgroup, "Working Draft af ISO/IEC
13818-6: MPEG-2 Digital Storage Media Command and Control Extension”.

3 Protocol Architecture

This section describes a networking protocol architecture. It is necessary to offer services
that need cooperation between nodes.

3.1 Overview

As for video playing back control, a protocol like DSM-CC extension is supposed. To
provide generic services to build MOD applications, some more protocols as follows are needed.

1. Connection Management
2. Hypermedia Control --- It may be implemented over the Object Management Protocol.

3. Remote Database Access
Figure 2 shows Hyper DSM-CC protocol architecture. Layers below the Session Layer are not
described. Each of these protocols is described in following sections.

3.2 Application Layer

Application layer is placed on top of this protocol structure. This layer consists of four
logical sub-layers as shown in the Figure 2. This layer includes many protocols, and provide
corresponding functionalities to applications.

3.2.1 Application Specific Protocols
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There may be some protocols that are specialized for each application program.

Service Interface

Application Spacific
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Structured Data Managsmant
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Application
Layer Content Managamsnt

Media Control Object Control Other
DSM-CC Extention like ~ (VOR Centrol, etc) Services

Connection (Straam) Managsment

Cennection Management - RPC TP
(Signaling)

Media Information Reprassntations
Coding Scheme
Control Scheme

Presentation
Layer

Delivery System Interface

Session Layer

Figure 2. Protocol Architecture

3.2.2 Structured Data Management — Hypermedia / Remote DB Access

Some applications present multimedia information to the users, and they need means to
access data located on the remote nodes. Hypermedia Access and Remote Database Access
protocols are supported for this purpose in this layer. These protocols are used to build applications
such as VOD, NOD, Tele-shopping and Banking service. They also aid building navigation
programs. Navigation for MOD consists of following two functionalities. 1. Inter-Program
Navigation (ex. Video Program Selection), 2. Intra-Program Navigation (ex. Playback Control in
a Video Program). Hypermedia is a very useful framework to implement various forms of
navigation.

3.2.3 Content Management -— VCR Control / Object Control

In the middle of the application layer, there is a layer that controls and manages the contents
itself. This layer could include functions such as video control and object handling. The video
control function is to play, pause, set speed, jump, etc. The object handling function is an object
creation, deletion, instance get and put, etc. This layer is covered by the DSM-CC extension
standard.

3.2.4 Communication Management --- Connectibn Management, RPC, TP

This sub-layer supports some forms of network communications and network resource
management facilities.
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Connection (Stream) Management
In order to provide a VOD service, the relationship between service control and network

control is important. The service control supports service request and response to manage
resources for the service. The service control allocates server and client resources for the
requested service. On the other hand, the network control supports network connection setup to
manage network resources. The network control allocates transmission facilities to transport
information. ‘

When a VOD secvice is requested, both the service control and network control should
work simultaneously to allocate appropriate resources from a server, client, and network.
Connection management function provides the association among the server, client, and network
resource in order that the service and network control work properly.

Remote Procedure Call (RPC)

There is the situation that an application server program running on a server node calls a
program in another node. In this case, the inter process communication method between server
nodes is indispensable. When programs work cooperatively in distributed processing environment,
Remote Procedure Call (RPC) mechanism should be equipped. In this protocol structure, RPC
layer is necessary for upper layer function modules to communicate corresponding modules on
other nodes. RPC also provides transparent communication by hiding heterogeneity of the
network environment. It enables programs communicate one another without knowing information
about network address of the other nodes. In some cases, it uses name service facilities equipped
by network gateways. With this RPC layer, a request between servers is processed as a subroutine
call in one machine.

Transaction Processing (TP)
Multimedia services, such as Tele-shopping, are based on the interaction between STUs and

servers. Requests to organize such an interaction should be processed as transactions. Therefore
Transaction Processing (TP) protocol layer needs to be equipped in the protocol structure.

When a system includes many transaction clients, it is important to control requests to
utilize the system resources efficiently. Otherwise, the system performance falls down easily.
TP layer manages queued messages from clients properly and controls the load balance of the
system to keep performance being good.

3.3 Presentation Layer

Presentation layer supports some representation schemes for multimedia data --- Coding
scheme and Control scheme. Coding scheme handles static coding format (ex. JPEG, MPEG,
etc.). Control scheme handles dynamically controlled signal standard (ex. NTSC, PAL, etc.). In
this layer, interfaces to select appropriate schemes are also provided to applications.

4 Conclusion

Both APIs set and a protocol architecture should be standardized to achieve the interoperability
between STUs and servers. A protocol architecture was proposed for this purpose. It includes
Structured Data Management Layer and Communication Management Functionalities other than
Content Management (ex. VCR Control). An API framework for MOD applications is also

proposed.
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VOD Service Quality

Tatsuo Mori, Kenich Hosaka, Kazunori Shimamura
NTT Human Interface Laboratories

Summary

This proposal responds to 3.3.7 Video-on-Demand service attributes in CFP. (mainly Access
contorol and user profile, Billing/ charging, Cotent management) We propose the minimum
conditions that should be supported by systems in order to guarantee the quality of VOD
services provided to users. It is necessary to specify quality from a wide range of viewpoints.
Quality aspects should be treated on a second level with a higher—level set of specifications.
Concrete parameters for the minimum specifications and thehigh-level viewpoint specifications
are proposed in the following. Specifically,

(1) Considering the privacy of users, we have proposed a protection level for user profiles

(user ID, terminal class, password, age, sex, name, address, phone number) . We propose that

connection times and charge details are recorded with privacy protection.

(2) We define the quality of contents and intellectual property protection to make it easier
for CPs (contents providers) to provide contents. We have also proposed a definition for the
delivery quality of contents to allow safe usage by users.
- We propose limiting the bit rate of the MPEG1 video component in VOD signals up to
4 Mbit/s.

{3) To clarify the conditions that the STUs should satisfy when there is a fault in the server,
we propose definitions for the on—-demand quality (response time, picture quality) and the
system—down influence level (time to recovery, recovery level).

- Considering the interface with the STU, the Time-Out of the response from the Server is
taken to be 60 seconds.

1. Introduction

To guarantee the quality of VOD services provided to users, it is necessary to investigate
the regulation of conditions that systems should support at two levels: the minimum level that
all systems must attain, and conditions that they should meet at a higher level.

‘This document proposes concrete parameters, minimum specifications and high-level
specifications for thesecurity of user profile management, the registration of connection
times and charge details, the protection of intellectual property rights, delivery quality
levels, and the quality of contents. And this document clarifies the conditions that STUs
should satisfy when there is a fault in the VOD system.

2. Proposals for DAVIC

This section specifies the minimum conditions that should be supported by systems in order

to guarantee the quality of VOD services provided to users.
- User notification: The way in which users are alerted when loss of quality occurs
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- Recovery of user degradation: Reimbursement of charges
- System recovery in the event of obstructions: Execution of possible fallback procedures
within the system inside the shortest time interval

And it is necessary to specify quality from a wide range of viewpoints. For example, the
qualityof contents delivery and intellectual property protection must be considered. Quality
aspects such as these should be treated on a second level with a higher-level set of
specifications. Concrete parameters for the minimum specifications and the high-level
viewpoint specificationsare proposed in the following.

(1) User profile protection level

(i) User profiles are regarded as comprising information such as the user’s name, address and
telephone number. In terms of privacy levels, this information can be broadly classified
into three groups: (a) primary data used to specify users, (b) secondary information
related to the service, and (c) tertiary information related to the individual users.
The privacy levels of these groups are assumed to increase in the order (a) <(b) <(c) and
to be used according to agreement between users.

(i) The profile classification is as follows:
(a) User ID
(b) Terminal class
(c) Password, age, sex, name, address, telephone number

{2) Registry level of communication records and charge details

(i) Considering the privacy of users, the communication records are classified according to
whether they are used for complaints, for specifying system resources or for CP
notification.

- Those used for complaints can be accessed using the user ID as a keyword
- Those used for system resources and CP notification can only be used as statistical
data without specifying individual users.

(i) Considering the privacy of users, the registry level of charge details is broadly divided .
into two types of information: (a) basic primary registry data, and (b) detailed
secondary registry data. The contents of these two types of information are as follows:

(a) User ID, indx number (charge count)
(b) Connection times, program IDs

{3) Definition of intellectual property rights to contents (including author’s rights,
publishing rights, artist’s rights, copy protection, etc.)
(i) Author’s rights, publishing rights, artist’s rights, copy protection, etc. of contents
(i) Author’s rights, publishing rights, artist’s rights, copy protection, etc. of management
table {= minimum specification)

{4) Definition of contents delivery quality level (e.g. bit rate, image class)
Register the delivery quality level of the contents.
(a) Bit rate
(b) Image class (e.g., coding method: MPEG1, MPEG2, etc.)
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We propose limiting the bit rate of the MPEG1 video component in VOD signals up to 4
Mbit/s. This is because, in the upper bounds for bit rate stipulated in the MPEG?2
international standard, Main Profile at Low Level are 4 Mbit/s.

(5) Definition of multimedia class (Media quality, degree of composition, level of
synchronization, level of conversion support)
(i) Media quality (display and guarantee the quality of video, audio, text etc.)
(a) Video: clarity, resolution
(b) Audio: stereo, hi-fi, audio quality
(c) Text: character classification
(i) Degree of composition
Level 0: Main media only (= minimum specification)
Level 1: Support supplementary media
(fi) Degree of synchronization
(a) Synchronization of moving pictures, still pictures and superimposed titles during
ordinary playback
Level 0: Synchronization no better than the registered contents
(= minimum specification}
Level 1: Better synchronization than recorded contents (compensation data included)
(b) Synchronization of moving pictures, still pictures and superimposed titles during
special playback (fast forward, rewind)
Level 0: No special playback (= minimum specification)
Level 1: Rank A/B :
Rank A : Special playback of pictures only
Rank B : Special playback synchronized with the media in the recorded contents
(#) Degree of conversion support
(a) Conversion support
Level 0: No support (= minimum specification)
Level 1: Supported
(b) Support classification
Text <-> Speech
Speech <-> Translated speech

(6) On~demand quality (Response time, Support level of menus)

(i) Considering the interface with the STU, the Time-Out of the response from the Server is
taken to be 60 seconds.

(i) VOD menu information
Level 0: Off-line menu (= minimum specification)
Level 1: Rank A/B
Rank A: Basic menu (Titles listed according to genre, with replay time of contents)
Rank B: Detailed menu (Titles listed according to genre, with replay times and
summaries of contents)
(i) VOD menu retrieval support

Level 0: No menu retrieval support (= minimum specification}
Level 1: Rank A/B
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Rank A: Menu retrieval support (help function)
Rank B: Menu retrieval support (active search functions)

(7) Allowable extent of system downs (time to recovery, user quality at recovery time)

(i) When a system goes down during program replay, the time to recovery is taken as a
parameter. (No charges must be incurred when a system goes down during retrieval)
minimum specification)

(ii) The time to recovery is taken as a parameter of the restart level in system—downs.

Phase 1: Restart within the specified period of time.
Phase 2: Restart after the specified time.
(i) After system downs, the user notification of user quality and the recovery level are
defined as follows:
(a) User notification
Level 0: Notify in initial screen after recovery (= minimum specification)
Level 1: Rank A/B
Rank A: Notify in menu retrieval after recovery intermittent notification
thereafter
Rank B: Notify when a program is requested after recovery intermittent
notification thereafter
(b) Priority level of those affected by system downs
Level 0: Restart regardless of the status before breakdown {= minimum specification)
Level 1: Rank B: Restored within a fixed period of time, with priority given to the
users before the breakdown

'3. Conclusion
This document has proposed minimum specifications that all VOD systems should satisfy and
higher-level specifications for the purpose of guaranteeing the quality of services provided
to users. Specifically,
(1) Considering the privacy of users, we have proposed a protection level for user profiles
(user ID, terminal class, password, age, sex, name, address, phone number) . We have also
proposed that connection times and charge details are recorded with privacy protection.

(2) We have defined the quality of contents and intellectual property protection to make it
easier for CPs (contents providers) to provide contents.
We have also proposed a definition for the delivery quality of contents to allow safe
usage by users. And we have proposed limiting the bit rate of the MPEG1 video component in
VOD signals up to 4 Mbit/s.

(3) To clarify the conditions that the STUs should satisfy when there is a fault in the server,
we have proposed definitions for the on-demand quality (response time, picture quality) and
the system—down influence level (time to recovery, recovery level) . And we have proposed the
Time-Out of the response from the Server is taken to be 60 seconds.

By adopting these proposals as the DAVIC standard, they will form guidelines for VOD systems

and services in the servers of all companies.
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ABSTRACT
In the age of Digital Copy of no degradation, a relyable system is needed for copyright
and neighboring right owners to serve their properties. And user can get the Digital high quality
and easy to use tools only when such system is really produced. This report discusses point
of the copyright issue, what it should be and how to do with it, and introduces Proposal for

DAVIC on Copyright Processing.
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Goal
Interoperability with *MAX* flexibility of products.

Conclusion

- APP downloading is the most important issue for interoperability.
- Download Control Script is promising to APP downloading.

STU-Server Dialogue 2
Server Side need not to be t:xe same server

Power on

55@»
Down-
loading f

S

LS LA

STUSide  smart STU omits this stage

Needs the Standard (in the APP layer)? 3
Boot-up Downloading - to get system & service SW

? (for further discussion)

APP Downloading - t the core program of an APP

Yes!
To reach any APP from any STU-platform.

Downloading in an APP - to get the miscellaneous stuff

Not necessarily.
The protocot can be specified in the core APP program downloaded
in the previous stage.
Also, required download performance may depend on APP.

Requirements of APP Downloading

- Independent of the file structure of APP.
- Subsumes an APP distributed over multi-servers.
- Avoids unnecessary downloading;
by executability checking,
e.g.
code type
amount of free memory
amount of free storage area
by version checking
- Scarce interactions.

File Structure of APP 5

Shared file by all STU platforms

written in common API

Platform-dependent files
An APP consists of plalfotm-dependm files.

Proper files to be selected

.
Nelola

Both cases should be subsumed.

Selection of Proper Files

- Server Originated
1) STU's capability is notified to the server.
2) The server selects proper files,

—> Load is concentrated on the server.

- STU Originated
1) A selection p dure is downloaded from the server to the STU.
2) The STU selects proper files.

~» Load is distributed over STU's.
Good for efficient sharing of server's CPU power.

¥

STU originated approach is better.

Distributed APP over multi-servers

Distributed APP

Download Control Script 8
- Accompanies each APP,
- Shared by all STU platforms. - Simple language in ASCII text.
- Specifies;
the proper files to be downloaded for each STU platform.
the servers storing those files.
the convention to launch the APP.

@ | Example: Downloading APP_1.
(1) Download a script for APP_1.
(2) Interpret it.

@) (3) Download necessary files.

(4) Launch APP_1.

Server STU
Note: Other Servers

Direct downloading without using a script is still *allowed*.
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Sample of Download Control Script

/* OS ID:extension:: */

/* minimum free memory size */
0468592829 : your _: t:your_pwd: kernell.exe:356:1.0

J* server ID:account:security key:filename:filesize:version */
0468593123:anonymous::jpegview14exe:512:1.1
0468592829:ahared_accoun::ludVJnj:news.da::1224:2.o
newskernell news.dat /* convention to launch the APP */

osl:y::

osl:x::
5

5

0468592829 :your._: t:your_pwd: k 13:256:1.0
0468593123 :anonymous: : jpegview3:456:1.2

0468592829 : shared_account:lud73nj:news.dat:1224: 2.0

newskernell news.dat

Note: We don't stick to this syntax. It's just for an explanation.
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