axF—7—F

Abstract

#3 key words

RNTF AT 4 7 BfE B
(1993. 9. 20)

FEFE RO

il EF
WIDE 7a¥ =2}

T 182 EEERATRAM + & 1-5-1
ELEERFER TR DR

4 BERET BT, RO L &é%@#&t%naoﬁﬁafow'c
?Eb P E VI ERDRE TS, ARFX T, SNEBRER LIPS, 20
V¥ 2y BECHEENE ThbbA4 >y —F v FRET BT AMERL
B5. BEERE, MSrOET, ﬁ&@ﬁiﬁ%ﬁibzoV3'c@f§ﬁ%156 il
TERTES. 201 0EDOICA ¥ ¥ —F v MIOEE LSRR E
T &7 REEEEISVWTOFREBEEIESINEE P EERSEIC X DR
H"TE D, LAL, ELSOPREIBCTHBREBRO—EECEROTIE
BROMESBE L. 202 DOBEN L EHEZEROLEREFHC.

T ¥a—5BER, AR, BRRR, BEE R HREE

Configuration Detection and Its Problems

Yuko Murayama
WIDE Project

c¢/o Hideki Sunahara
Dept. of Computer Science
The Univ. of Electro-Comm.
1-5-1, Chofugaoka, Chofu City, Tokyo 182

In any environment, one would need to know which objects of interest
exist and where they are located. We call the acquisition of this knowledge
Configuration Detection. We are interested in hosts and routers on an
internetwork. The growth in the number of network objects has been
substantial and dynamic for the last decade. The scale problem has been
solved either by facilitating dynamic learning or by dividing the
management domain into subdomains of a manageable size. In either
solution, we face the problems of inconsistency and invalidity. We look into
the serious consequences from these two problems.
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1 Overview and Motivation

Just as the workings of our society are based on in-
formation, so also are the operations of computer net-
works. We call a system whose operation is based on
information an information-based system. How well
the system works depends on the credibility of the in-
formation used. Information has long been treated
as data in computer networks, and much research has
been carried out on how well networks can carry data
from one end to another. Shannon identified this level
of research as the engineering level [19]. This paper
is concerned with one quality of the semantic level of
such information; is the information being transmitted
actually correct?

The most significant aspect of computer network
evolution in the past decade has been its growth. The
open architecture of networks [10] [4] and packet
switching technology [1] have contributed not only to
the development of single networks, but also to their
interconnection; the latter is called internetworking.
Earlier work on layering concepts for networking [17]
provided a great contribution to the success of inter-
connection of networks. As a result, the size of net-
works has grown so rapidly in an unexpected way that
existing management mechanisms now have difficulty
coping, being originally designed to manage only a lim-
ited number of objects. One of the problems is know-
ing what objects exist and where they are located. We
term this novel problem configuration detection in this

paper.

In this paper, we look into the problems of config-
uration detection in computer networks [14]. We are
concerned particularly with network objects such as
hosts and routers, and the configuration information
relating to their location, such as names, addresses,
and routing information.

The paper organisation is as follows. The next sec-
tion describes the problems of configuration detection.
Section 3 describes serious consequences. and Section
4 gives some conclusions.

2 Problem Description

In Shoch’s terms [20] one needs to have the knowledge
of the following for computer networking activities;
what objects exist,
where they are, and
how one can reach them.

We refer to this knowledge configuration information
in the rest of this paper. Network monitoring systems
have to know which objects to monitor, where they are,
and how they can be perceived from the monitors [13],
[8]. Management systems require the same knowledge
but more crucially, as they need to exercise control
over objects. For an electronic mail system, when one
sends a message, the least one has to know is who could
be the receiver and its address. The routing function
needs to know what intermediate systems are available
to what destinations. In order to make our discussion
simpler, we presume that the objects of interest are
hosts and routers in a specific environment, the Inter-
net Protocol (IP) over subnetworks such as Ethernets
belonging to one organisation, and that their IP net-
work addresses are the information of concern. In the
rest of the paper, we mean a link address by a subnet-
level address, whilst we mean an IP address by just an
address or a network address.

Traditionally there are two types of systems which
are responsible for the maintenance of configuration
information: network management systems and in-
formation systems. A network management system
maintains the location information which is used for
management activities of the network environment,
such as fault detection and isolation, the installation
and removal of a nodal system, and status monitoring.
The location information in the management systemks
has hitherto been managed manually by skillful and
knowledgeable operators. This scheme works so long
as the size of the network is limited. However, with
the growth experienced in wide area and local area
networks in the last decade, one cannot hope to con-
tinue to cope with the volume and complexity of the
information by such manual means.

An information system has been responsible for pro-



viding each participant of network operations with the
location information. Name servers and directory ser-
vices are examples of the static type of information sys-
tems, whereas the routing information exchange sys-
tem [18], the address resolution system [16], and the
distributed bridge learning system {9] are of the dy-
namic type. The former have coped with the growth-
in-size problem by introducing hierarchically decen-
tralised management [12], [3], [5], so that the size of
local object tables remains manageable — this is the
direction that network management systems are fol-
lowing. The latter have adjusted to the new conditions
by introducing dynamic learning mechanisms.

Whichever approach is taken, existing systems face
two problems: inconsistency and invalidity. Inconsis-
tency is the state of difference existing between reg-
istered information and actual configuration; it is
caused by the fact that installation and removal of
hosts can be done without registration, or vice versa.
Invalidity includes the incorrectness of registered infor-
mation and the misconfiguration of a host; it is caused

by the fact that there is no verification mechanism.

These shortcomings could lead to various conse-
quences and threats at various levels. The applica-
tion level threats in such circumstances are unautho-
rised access to other hosts, masquerade, unauthorised
access to servers, and unauthorised disclosure of in-
formation; the network level threats are unauthorised
tampering with routing and control data, unauthorised
use of resources, unauthorised traffic generation, and
unauthorised disclosure of information. The former
would be best countered at the application level by au-
thentication and access control. In this paper, we are
concerned particularly with the network level threats.
We are also interested in a serious consequence from
misconfiguration of a subnet-level address possibly by
inadvertent errors. We describe both the network level
threats and a serious consequence of misconfiguration
in the following section.

3 Serious Consequences

3.1 overview

In this section, we describe serious consequences from
inconsistency and invalidity. Firstly, we present a seri-
ous consequence from misconfiguration of a subnet ad-
dress. Secondly, we discuss the network level threats.
Finally, we examine them and identify the most serious
ones to be dealt with.

3.2 A consequence from misconfiguration

A serious consequence from misconfiguration of a sub-
net address is as follows. Another type of serious mis-
configuration is that host is configured with both the
router’s or server’s subnet level address, (i.e. a du-
plicate subnet level address), and the forwarding ca-
pability which is usually for routers. The amount of
the traffic destined to the authentic router or server
will be doubled; the misconfigured host will receive
all the packets destined to the authentic host, and for-
ward them to the authentic one. If the misconfigured
address is that of a router, packets may travel beyond
the organisational networks causing unnecessary traf-
fic over the inter-organisational networks; this could
be serious as the resources of other organisations are
consumed in vain. Likewise, the packets destined to
the misconfigured host will be forwarded by the au-
thentic router. If the address is that of a server, the
traffic towards the server may cause congestion at the
server’s interface.

A network storm could be created when three or
more routers, or misconfigured hosts with the forward-
ing capability, are configured with the same subnet
level address with different network level addresses.
The following sequence was identified by Perlman [15].
Suppose there are three routers, A, B, and C; note
that this could happen also by having hosts miscon-
figured with a forwarding capability. A packet is sent
out with the destination X which should be forwarded
to the router C. The packet is also received by A and
B as they have the same subnet level address. As the
destination network level address is neither A nor B,



they forward to C; the packet forwarded by A is also
picked up by B as well as C, and B then forwards it,
it will be picked up by A and forwarded again. In this
way, each packet sent to one of these three routers will
be multiplied by two others until they finally expire at
the timeout specified in the time to live (TTL) field of
each packet.

Generally, if there are n routers and misconfigured
hosts with the same subnet level address, a packet with
a TTL value, ¢, sent to one of them will be regenerated
by the other n— 1 routers and hosts for the first round;
one of the n routers is a correct router for this packet
and would forward it off the subnet. From the second
round on, each of those n — 1 regenerated packets will
generate n — 2 others. In this way, packets are gener-
ated exponentially. Eventually, the network is flooded
with messages, and the only way to halt the traffic is
to remove the misconfigured routers and hosts. The
number of regenerations, S, is expressed as follows:

S=(n-D+m-1)n-2)+...4+(n~1)(n—2)2

t—1

= (-1 Y (n-2)""

i=1

which may be expressed as follows:

g (=Din=2""-1)
n—3

Either a large n or ¢ would be enough to cause the
network to be flooded; the TTL could be specified
as large as 255 — the maximum TTL, as the TTL
field is one octet long. Surprisingly, some systems on
a network are sending and receiving the Network File
Store maintenance packets with the TTL value of 255.

This effect could be invoked easily by the misconfig-
uration of a host with a subnet level broadcast address,
because all routers take packets sent with the subnet
level broadcast address, and try to forward them. This
is called “a chain reaction” coined by Manber [11] to
characterise the phenomenon that a design failure in
a computer or in a network protocol will propagate
throughout a network, causing a breakdown of the en-
tire network.

3.3 Threats

In this section, we describe the threats at the network
level. They are listed as follows:

1. Unauthorised tampering

2. Unauthorised use of the resource (resource

stealing)

3. Denial of services by unauthorised traffic
generation

a. a storm by a chain reaction

b. victimising a host by unsolicited mes-
sages

4. Unauthorised disclosure of information

In the network level attack 1, unauthorised tam-
pering, network packets can be redirected to a bo-
gus host, giving it control over the network packets,
by misuse of a routing information exchange protocol
including an unsolicited management message like an
ICMP Redirect message. A bogus host might be con-
figured with an unassigned address. It initiates a rout-
ing information exchange protocol, and other routers
start forwarding packets to this bogus host by mistak-
ing it as a new router. Alternatively two bogus routers
can be used in such a way that one is configured with
the address of the existing local router, and the other
with an unassigned address. These bogus routers never
appear in the local subnet operations, so that it will
not be detected by the authentic one. The first bogus
router sends an unsolicited network level management
message, an ICMP Redirect message, to the victim
hosts indicating that further messages should be sent
to the second bogus router. The other hosts correct
their routing tables by replacing the authentic router
with the second bogus router. In both instances, the
deceiver gains control over traffic which should have
gone through the authentic router. It will drop some
of the packets, and forward the rest to the authentic
one.

Another way to redirect packets is possible if there
exists inconsistency, e.g. a router is removed with-
out notifying the hosts which use the router. A bogus



host pretends to be the authentic router by answering
ARP Requests from victim hosts; the victims then for-
ward packets to the deceiver. Alternatively its source
address is changed to the deceiver’s address, and the
packet is resent to another possible router if any; in
this way the deceiver can intercept the transaction be-
tween the victim and the destination hosts.

For unauthorised use of the network resource,
2, a deceiver may steal network bandwidth without
being noticed, by using an unassigned local address.
A deceiver may gain unauthorised access to network
services, by communicating with another bogus host.

Unauthorised traffic generation has two as-
pects; one is to provoke a chain reaction in a network;
the other to produce unsolicited packets. A 3-a attack
uses a chain reaction. A deceiver configures a bogus
host X with a network address which is not in use, and
with a subnet level broadcast address. The deceiver
produces an IP packet destined for itself, and broad-
casts it out to the subnet. The packet is regenerated
by the routers and misconfigured hosts with the for-
warding capability described in the previous section.
The deceiver could make use of a subnet level address
other than the broadcast address; however, in this
case, he needs to have more than three hosts config-
ured with a forwarding capability, all of which have
the same subnet level address.

For a 3-b traffic generation attack, a traffic genera-
tor can be configured by a deceiver with any address,
foreign or local, and then it can be used for attacking
a site, or a group of sites. A bogus host will never
be detected and go on attacking from time to time
by changing its own address. The generator can pro-
duce hundreds of request packets to victim hosts. The
victim hosts will be unable to process the quantity of
packets, and consequently thé users will be denied net-
work services due to overloading. This could lead to
denial of distributed services such as the Network File
Store, due to congestion.

Unauthorised disclosure of information, 4, is
learning of some of the registered addresses by unau-
thorised observation of traffic.

3.4 Evaluation of the consequences

Once a network storm has started, we can cease it
only by stopping all the misconfigured or even healthy
routers on the subnet. The misconfiguration of a sub-
net address is also serious when it produces the extra
traffic but not enough to cause a network storm. The
legal packets would be doubled without being detected,
and could go beyond an organisation. One would ar-
gue that each gateway checks the packet ID, however,
those gateways are basically state-less, i.e. they have
no record on which packets they forwarded.
Unauthorised tampering by unauthorised redirec-
tion at the network level is serious because it causes
denial of services at the application level, no matter
how strong the protection mechanisms are provided at
the application level. Unauthorised redirection should
be prevented by having counter measures either at the
network level or the subnetwork level. Network level
protection, however, does not protect the network from
a deceit which makes use of inconsistency. The sub-
network level protection counters resource stealing as
well.
traffic generation caused by a chain reaction; how-

It also provides protection from unauthorised

ever, it could be prevented more easily by having a
filter of incoming ARP packets at each router.
Unauthorised use of the network resource is a serious
problem in the inter-organisational network environ-
ment in particular. This would be countered by access
control such as policy routing [6] [7]. However, nothing
can be done for the resource stealing at the subnet level
by policy routing, and an appropriate control would be

- required for unauthorised use of a subnet.

Unauthorised traffic generation by unsolicited mes-
sages is serious; it may cause denial of services at the
application level, and it cannot be prevented. Detec-
tion of the location of the attacker is possible but only
to the extent determining the subnet on which the de-
ceiver is operating. It is difficult to identify the host
being used by the deceiver, as the generated packets
may not include the real address of the host.

Authentication and/or access control at the appli-
cation level would solve many problems which are ob-



stacles for configuration detection; there would then
be little point in pursuing a deceit at the application
level as a deceiver can benefit little.

Traffic generation by a chain reaction setting the
subnet broadcast address could solved by filtering the
ARP packets, so that no ARP packet with the subnet
broadcast address would not be accepted by routers.
Traffic generation by unsolicited messages is difficult to
protect against, but it may be possible to determine
the subnet on which deceiver is operating.

Information disclosure at the network level can be a
serious problem because a network configuration can
be learned by anyone.

Those serious consequences could be countered in-
dividually according to the environmental needs. For
instance, in the intra-organisation network environ-
ment, unauthorised redirection, unauthorised use of
resources, and information disclosure would be more
serious than the others. Whereas in the intra-
organisational networks, misconfiguration problems
and unauthorised redirection would be serious.

The fundamental problem, however, is that the cur-
rent networks operate with information such as ad-
dresses which have not been verified.

4 Conclusion

The primary design goal of internet protocols has been
emphasised to be connectivity and reachability [4], [17]
over the various types of subnetworks rather than ac-
cess control. The Internet Protocol is a successful ex-
ample in this respect. The consequence is that the
internet protocol environment is insecure. In a tra-
ditional network information systems such as name
server and routing information exchangers, an infor-
mation item has been claimed without verification.
There are many pitfalls where anyone can break in [2].
There are many chances that network operators can
make hazard mistakes — e.g. a typing mistake in set-
ting up a network address. Incidents have been almost
avoided, partly because of the implied mutual trust in
the research internetwork community, and partly be-
cause of the size of the internetwork has been manage-

able for an operator to input information items cor-
rectly.

As the size of an internetwork grows and the di-
versity of nodal system architecture becomes signif-
icant throughout both inside and between single or-
ganisations, some control is required to protect the
network from both malicious and innocent incidents.
The original Core Gateways of the ARPANET and
MILNET were operated by BBN, and access control
prevented manipulation of routing tables. As the In-
ternet becomes more diverse, more general techniques
are needed. Policy routing is based on the idea that
the control would be exercised at a border gateway on
an inter-organisational network environment.

In this paper, we have described some serious prob-
lems from using incorrect information in networking
from the viewpoint of configuration detection. The
very reason for those network incidents is that a net-
work operation is reliant on some information such as
addresses. The fundamental problem is that there is
no way to know how trustworthy the information in

use is.
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