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Distributed applications like groupware require group communications among multiple communication entities
in a group. In addition to supporting the atomic and ordered delivery of messages to the entities in the group,
secure group comnmunication has to be supported. In some applications, each entity would like to send messages to
any subset of the group, not necessarily all the entities, i.e. selective group communication. If a message received
by an entity is forwarded to entities which are not the destinations, information in the message is illegally flown
into the non-destination entities. In this paper, we would like to discuss how to deal with the information flow
in the group by using the lattice-based information flow model.



1 Introduction

Distributed applications like groupware [5] are re-
alized by the cooperation of multiple entities. An
entity means a process or computer. Here, group
communications among multiple communication
entities in a group is required rather than the con-
ventional one-to-one communications supported
by TCP/IP [4] and OSI protocols [6]. In the
group communications [2, 7, 8, 11, 12], every mes-
sage sent by each entity has to be delivered to ei-
ther all the entities or none of them in the group,
i.e. atomic delivery of messages. Each entity also
has to receive messages in some order [7, 8, 10].
For example, each entity receives the same mes-
sages in the same order, i.e. total order [8], and
receives messages in the causal order [2, 9].

In addition to supporting the atomic and or-
dered delivery of messages, it has to be guaran-
teed that each entity receives messages from only
the entities in the group, i.e. authenticity, and
only the entities in the group send the massages
in the group, i.e. secrecy. [13] discusses how only
and all the proper entities in the group make an
agreement on a common secret key by exchanging
information ciphered by the public key system in
order to support the authenticity and secrecy in
the group communication.

In distributed applications, each entity would
like to send messages to any subset in the group
at any time, not necessarily to all the entities
in the group. It is referred to as the selective
group communication [7]. In the selective group
communication, after receiving messages, the en-
tities are not allowed to forward them to the non-
destination entities. After receiving message p
from entity E;, if E; forwards p to another Ej
in the group, Ej can receive p from E;. Even
if E; sends p to E; but not Ej, Ej receives p
from E;. It is illegal information flow from E;
to Ex. When considering the secure group com-
munication, the illegal information flow has to be
prevented in addition to realizing the secrecy and
authenticity in the group communication. The
lattice-based information flow model [3, 10] is dis-
cussed to be a model for keeping all the informa-
tion flows legal. Each E; is assinged with security
class. E; can send messages to E; if the class of
E; precedes the class of ;. The set of security
classes partially ordered by the precedence rela-
tion constructs a lattice. [1] presents the manda-
tory model where the relation between access con-
trol and information flow is discussed. If E; be-
longs to some group, E; is allowed to issue some
kinds of primitives, e.g. send and receive, in the
group. For example, suppose that E; may receive
messages but not send messages in the group. We
would like to discuss how the primitives in the
group are related with the information flow.

Each F; may join multiple groups Gy, ..., Gn.
E; may play different roles in different groups.
Through F;, sensitive information in some G;
may be flown into another Gy if E; forwards it

from G; to Gg. On the other hand, E; in some

group may send message to another group to

which E; does not belong. Thus, information may

be flown from one group to another. In this pa-

per, we would like to discuss such inter-cluster

information flow and give rules to keep the inter- .
cluster information flow legal.

In section 2, we present a model of the com-
munication system. In section 3, we present the
lattice model of security classes. In section 4, we
discuss the data transmission procedure on the
basis of the security classes. In section 5, we dis-
cuss how to control the information flow among
multiple groups.

2 System Model

The communication system is composed of
application, system, and network layers [Figure
1]. The network layer provides the system entities
with the reliable high-speed broadcast communi-
cation (7, 8, 9, 11, 12]. The entities at the system
layer can communicate with each other by using
the network layer to provide the application en-
tities with the secure group communication. Ap-
plication entity A; takes the service through sys-
tem service access point (SAP) S; supported by
system entity E;. A cluster C is a set of the sys-
tem SAPs 51, ..., Sn, which is an extension of
the conventional one-to-one comnection concept
6] among two SAPs. C is referred to as supported
y By, ..., Eq, written as (B1, ..., E,). E; is re-
ferred to as support C. In this paper, we discuss
how to support a group of the application enti-
ties with the secure information flow by using the
reliable broadcast service of the network layer.

In the group communication [2, 8, 12], each
message p sent by entity FE; is delivered to all
the entities in C. [7] discusses a selective group
communication where E; can send each message p
to any subset of C, not necessarily all the entities
in C. Here, p.DST denotes a set of destinations
of p, and p.DAT A shows information carried by
p. In this paper, we assume that the network
layer supports the selective secure group commu-
nication. The application entities Ay, ..., A, first
reguest the system layer to establish a cluster C
among them. C is established by the coopera-
tion of the system entities Ey, ..., F,. Then, each
A; selectively broadcasts messages to the desti-
nations in C by using the selective secure group
communication supported by the network layer.
That is, A; can send each message to only and all
the destinations in C, i.e. secrecy, and can receive
messages destined to 4; from only the entities in
C, i.e. authenticity. [13] discusses how to realize
the secure group communication [13] by using the
public key system.

If A; forwards message p to another A; after
receiving p, information carried by p is i]iega]ly
flown into 4; if Aj is not the destination of p.
In addition to realizing the secrecy and authen-
ticity of the group communication, the informa-



tion flow among the application entities has to be
controlled, i.e. messages not be forwarded to the
entities which are not the destinations. In this
paper, we would like to discuss how to provide
the application entities with the secure informa-
tion flow by using the reliable broadcast network
supported by the network layer.
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Figure 1: System model

3 Lattice-Based Model

We would like to present briefly a lattice-based
model 3, 10] to deal with the information flow.
Let S be a set of security classes. Every entity be-
longs to one security class. Information in each
entity has the security class of the entity. The
can-flow relation — is defined as a partially or-
dered relation on S, i.e. — C S2. For every pair
of security classes s; and s; in S, information of
s1 can be flown into entities of 55 iff s; — s5. That
is, information in one entity of security class s;
can be stored in another entity of s3 iff 57 — 5.
For example, suppose that an individual p has a
security class s, and a database D has a security
class sp. If sp — sp, p can obtain the data in D.
The information flow model {3] is represented in
a lattice (S, —, U, N) where U is a least upper
bound (fub) and N is a greatest lower bound (gib)
on —. For every pair of security classes s; and s3
in S, lub of s; and s,, i.e. s; U s is defined to
be sin § such that s; — s, s; — s, and there is
no s3 in S such that s; — s3, s; — sa3, and 53 —
5. 51 N s3 is defined in the same way. Here, 51 >
52 if 53 — s; but not 5; — s5. s; is referred to as
dominate s; (sy = s3) iff 51 > sy or §; = 55. 851 >
s, means that information of s; is more sensitive
than s;. s; and s; are comparable iff sy < s3 or
S ‘_< S1.

Suppose that a cluster C supports application
entities Ay, ..., A,. Bach A; is supported by sys-
tem entity E;. Each A; has one security class
class(A;) € S. Each message p sent by A4; has
a security class class(p) which is the same as
class(A;). A; can send message to A; if class(4;)
= class(A;). Since class(p) < class(4;), p.DATA
can be stored in A;.

o ) application
o entity
application 4 g
¢S *S; ¢S
2 P T

[Example 1] Suppose that there are three ap-

plication entities 4;, A,, and Az supported by a

cluster C', whose security classes are s;, sz, and

s1, respectively. Suppose that there is a can-flow

relation s; — sz [Figure 2]. A; and Aj can send

messages to Ay, but A; can send messages to nei- |
ther A; nor Az because s; < s3. A; and A3 can

communicate with each other because class(4;)

= class(A3). O

(S1)A1\‘%/§(Sz)
A3 (s1)

Figure 2: Information flow A

[Definition] Let C be a cluster supporting ap-
plication entities A4;, ..., 4,. The informa-
tion flow in C is legal iff for every pair of A4;
and A; and for every message p sent by A;
to Aj in C, class(4;) = class(4;). O

Unless class(A;) — class(4;), the information
flow in C is illegal if messages are delivered to
Aj from A;. In the secure group communication,
every information flow among the application en-
tities in C has to be kept legal.

[1] discusses the mandatory access controlbased
on the information flow lattice, where entity
E; can read information in E, if class(E{) >
class(Ey), and Ei can write information in Es if
class(E,) = class(E,). The former is the simple
access property, and the latter is the *-property.

4 Roled Cluster

4.1 Roles

We would like to redefine a cluster C to be a tuple
of roles (Ry, ..., Ry) to deal with the information
flow. Let S be a set of security classes. Let O be
a set of primitives which application entities can
issue to C, e.g. send and receive primitives. Each
role R; is defined to be a pair of a security class
si(€ S) and a collection 0;(C O) of primitives
which application entities can issue to C, i.e. R;
= (s, O;). Let class(R;) denote s; and Op(R;)
denote O;. Suppose that application entities A4,
...y An establish C where each A; is supported by
system entity E;. Each A; is referred to as bound
to C with R; if C is established by the cooperation
of Eq, ..., Eq. It is written as (A41:Ry, ..., An:Ry)
named an instance of C' which denotes a state
of C being established. This means that each A;
plays arole R; in C,i.e. A; can issue primitives in
Op(R;) to C. There are the following primitives
for C, i.e. send, recetve, open, close, abort, and
reset primitives. The open primitive is issued to



establish a cluster. On receipt of the open prim-
itive, the system entities Ey, ..., E, cooperate to
establish a cluster. By using close, each entity
notifies all the entities of willing to close the clus-
ter. If all the entities agree with it, the cluster is
closed. By issuing abort, the entity can terminate
the cluster unilaterally. The entities in the clus-
ter are re-synchronized by issuing reset. A; can
issue a primitive op to C only if op € O;.

Suppose that A4; is bound to a cluster C with
arole Ry = (s, O1). If Oy = {receive}, 4; can
only receive messages sent in C while 4; cannot
send messages. If O; = {send, close}, A; can
send messages and close the cluster.

From tworoles R; and R;, joinof R; and R;, R;
N R; is defined to be (s, O) where s = class(R;)
N class(R;) and O = Op(R;) N Op(R;).

4.2 Mandatory access control

We would like to consider how communication
primitives, i.e. send and recetve, are related with
information flow lattice. Each application entity
A; with role R; = (s;, O;) sends and receives mes-
sages in the cluster C after C is established. The
following mandatory access control is used when
each A; would like to send messages to A;.

[Communication rule]

(1) A; can receive messages sent by A; if receive
€ 0; and s; > sj.

(2) A; can send messages to A; if send € O; and
s X s;. 0

Suppose that there are three application enti-
ties A;, A;, and A3 whose classes are s1, sz, and
s3, respectively. Suppose that s; < 53 < s3. Aa
can send messages to A; and receive messages
from A;. A; can send messages to A; and A3
but can receive messages neither from A, nor As.
Ajz can receive messages from A; and 4; but can
send to neither 4; nor A4,.

In the group communication, each 4; can send
message to any subset of C, i.e. multiple enti-
ties. A; can receive message sent to multiple en-
tities. Hence, the communication rule has to be
extended. A; sends and receives message p in C
by the following rule.

[Group communication rule]
(1) A; can send message p to A;1, ..., Ain if send
€ O; and s; % s;1N...NSim,.

(2) A can receive message p sent by A; if receive
€ O;, A; € p.DST (= {451, ..., Ajm;}), and
s; =2 51N N8 jm; O

There are types of clusters on what information
flow is supported. Let C be a cluster (R, ...,
R,) where R; = (s;, O;). C is referred to as
balanced iff every R; has the same security class
and {send, recetve} C O;. In the balanced cluster,
every entity can send messages to every entity and
receive messages from every entity.

4.3 Constrains

C is represented by a directed graph named a
cluster graph where each node R; shows a role
R; and there is a directed edge from R; to Rj,
ie. Ry —» R;if Ri X R;. R; — Rj is referred
to as supported iff send € O; and receive € O,.°
Even if s; < s;, unless R; — R; is supported, /L
cannot deliver messages to 4;. R; and R; are
referred to as linked (written as R; — R;) iff R;
— R; are supported, R; — R;, or there is R;
such that R; — Ri and Ry — R;. C is referred
to as connected iff for every pair of R; and Rj,
R; and -R; are linked. If C is not connected, C
is partitioned into disjoint subgroups. There is
no supported link among any pair of subgroups
while every subgroup is connected. This means
that there is no way for any two subgroups to
communicate with each other. Hence, C cannot
be established if C is not connected.

Example 2] In Figure 2, suppose that O; =
send}, O, = {receive, send}, and O3 = {send}.
;1 — R, is supported since s; < s, and send
€ O; and receive € O,. Neither R; — Rz nor
Rz — R; is not supported since neither receive €
01 nor recetve € ;. Figure 3 shows the cluster
graph for Figure 2. O

R, R,

R;

Figure 3: Cluster graph of Figure 2

Each application entity A; is modeled as an
object which has data structure D; and a set of
operations Q; for manipulating D;. There are
two kinds of operations in O; from the informa-
tion flow point of view. Omne kind of operation
carries data. The other does not carry data. For
example, read does not carry data which the re-
sponse of read and write carry data. The for-
mer is data and the later is named command.
Since the command message does not carry data,
it can be sent to any entities in the cluster. On
the other hand, the data message has to be sent
to the entities along the supported edges in the
cluster graph.

There are types of communication in the clus-
ter. Omne type is a one-to-many communication
like the client-server model. Let S and C; be roles
of server and client (¢ = 1, ..., n), respectively.
class(§) < class(C;) if Op(C;) = {receive}, i.e.
retrieval. Every client can read information in
the server. The cluster graph is star-structured
where every client node is connected to the server
node and any client nodes are not linked. In the



other type, each entity sends and receives mes-
sage equally. Here, every role has the same secu-
rity class. The cluster has to be balanced.

[Definition] R; = (s,, 0;) is referred to as ac-
ceptable for A; 1f ) class A; = s; if {send,
receive} C O‘, clas < s; if send €
O; but receive Q 0;, an (3) “class(A;) = s
if receive € O; but send ¢ 0;. O

If R; is not acceptable for A;, A; cannot issue
primitives in O; to C.

4.4 Cluster establishment

We would like to discuss how system entities £y,

, E. establish a roled cluster C = (R, ...,
R,) among application entities Ay, ..., An. Sup-
pose that each A; is supported by system entity
E;. There are two kinds of application entities,
i.e. active and passive ones. Active entity A; is-
sues active open request primitive aop({41:Ry, ..,
An:Rn)) to E; in order to send the open primi-
tive to Ay, ..., An. Passive A; issues passive open
primitive pop ({Ry, ..., R,)) and waits for open
indication primitives from active entities. FEq,

, En establish C by the following procedure.
Hence, each E; has variables ry, ..., 7, to store
the roles of the entities in C.

[Roled cluster establishment procedure]

(1) On receipt of active open primitive aop
ARy, ..., Ap:R,) at the system SAP S

rom 4;, E; sends Aopen (A;:Ry, ..., An:Rn)
to By, ..., E,. Here, E; is referred to as active
and r; ;= R; (i =1, .., n).

(2) On receipt of passive open primitive pop (R,
v, By) from A;, E; waits for the active open
Aopen from active entities. Here, r; := R; (2
=1,.,n

(3) On receipt of Aopen (4;:Ry, ...,
E;yre =1 N R (k =1, .., n). If the cluster
graph for (ry, ..., ) is not connected or not
acceptable for A;, E; broadcasts Abort and
stops the procedure Otherwise, F; broad-
casts Popen ({ry, ... /2) if E; have not sent
Popen and waits for open or Popen from
every entity.

(4) On receipt of Aopen or Popen from every en-
téty, E; broadcasts Opened ({r1, ..., ™n)) in

(6) On receipt of Opened from every entity, C is
established. O

A; receives either Aopen or Popen (Rj1, ..., Rjn)
from every 4; (j = 1, .., n). After receiv-
ing them, R; = (s;, 0;) is defined as R; =
Ry Nu.NRy;, iee s; = s1N...Nsp; and O;
01;N...00,;. If every 4; agrees with (R, ..., R,,
the cluster C'is established as (A1:Ry, ..., AniRn
Each message p sent at S; by 4; in C has a secu-
rity class class(p) = class(R‘-) = s;.

An:R,) from -

5 Multi-Roled Entity

Each application entity A may join multiple clus-
ters C1, ..., Cm (m > 2). Suppose that A is bound
to C; with role R; (z =1,..,m). Acan commu-
nicate with entities in one cluster C; with role R;
while communicating with another Cj with ;.
Such an entity as A is referred to as multz roled
because A plays multiple roles in multiple clus-
ters. Multi-roled entity A can forward messages
received in C; to another C; [Figure 4]. That is,
more-sensitive information in C; can be flown into
less-sensitive entities in C;. We have to control
the information flow among the clusters.

Role R; of A in C; means that A can send or
receive messages only in C;. If A4 has a higher
security class s; in another C; than s; in Cj, the
messages received in C; are a.llowed to be sent to
C,. That is, A has a role with which 4 can send
messages to "the dominating clusters, receive from
the dominated clusters, and both for equivalent
clusters.

Suppose that A receives message p in C;. A
can send p in another C; by the following rule.

[Multi-roled entity rule] On receipt of p in Cj,
A can forward p to € if s; < 5;. O

[Example 3] Suppose that an application entity
A is bound to three clusters C;, Cj, and Ci with
roles B; = (s;, O0;), Rj = (s;, 0;), and R = {sg,
Ok), respectlvely Suppose that s;i X855 % s If
A teceives message a in C;, A can forward a to
C; and Cy because s; = sj and s; < sx. A can
forward message c received in C; into C but not
into C;. A forwards c received in Cy neither into
C; nor C o

class(A)

(Si)

Figure 4: Multi-roled entity

6 Inter-Cluster Communication

In some case, entities in a cluster would like to
send messages to another cluster. For example,
suppose that there are two clusters, database clus-
ter R and teleconference cluster T'. 'Ris composad



of redundant database servers. Users in T send
update requests of the database to R. Here, in-
formation is flown into R from T'. We would like
to discuss the information flow among clusters.
Suppose that there are two clusters C; and Cs.
Each C; supports secure group communication
and legal information flow for the entities in Cj.
Suppose that entity 4; in C; would like to for-
ward message p to C;. p has security class s; in
Cy, and s; in C». For every pair of security classes
s1 and s, information of s; can be flown into s,
iff s — s according to the definition. There is
security class s dominating s; in Cp, and domi-
nated by s3 in C», i.e. 51 > s > s5. Information
of s can be flown from C; to C3 if s; > s > s3.
If not, it cannot be flown. Let C} denote a roled
cluster (Ajx:Rik; -.., Akn; Rin,). Entity A;;in C;
can send message p to dj by the following rule.

[Inter-cluster information flow rule]
(1) class(p) is changed into s;1N...Ns;p,, and
(2) ;gca.n be sent to C; if class(p) X s;,U...Usjn;.

[Example 4] Figure 5 shows three clusters Cj,
C,, and C3. Each C; includes three application
entities A,‘l, A,‘z, and A,’a (1. = l, 2, 3) In C]_,
Ay and A;3 plays role of security class s; and
Ay plays role of sp. In C,, Az and A,z have
53 and A23 has S3. In 03, Agl, A32, and A33
have s;. Here, suppose that s; < 53 < s3 < s4.
Suppose that A; would like to send message p
to C3. First, let class(p) be s1 N s, Le. s1.
class(Ra1) U class(Rj) U class(Ry3) = s3 U 51 U
$3 = S4. Since s; < s4, pis sent to Cy. O

In the inter-cluster information flow, each en-
tity in a cluster C; is allowed to send messages
to another cluster C; by using the (ub of security
classes in C;, and to receive messages by using
the glb of security classes in C;. If not, they are
rejected. )

C;=Send (p) =5,

Figure 5: Inter-cluster information flow

7 Concluding Remarks

In this paper, we have discussed how to control
the information flow in the cluster composed of
multiple entities and the inter-cluster information
flow on the basis of the security class. We have
discussed the mandatory access control on the
communication primitives, e.g. send and receive.
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