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Abstract

It becomes popular to use “firewall” to set up the Internet connection. Various kinds of both commercial
products and freewares of "firewall” are available. However, many of these products do not have vital functions
for network management: detection of attacks such as intrusions and reporting them to network management
stations. In order to add these functions to firewalls, we propose an add-on system called "firewall agent.”
Without any modifications on firewalls, the firewall agent provides functions for both detection and reporting
of attacks against firewalls. For its reporting fuction, we developed firewall MIB and its SNMP interface in the
agent, therefore, it is easy to integrate the agent into the current Internet management architecture. In this
paper, design and implementation of the firewall agent are shown.
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define event <event_name> {
SNMPtrap <trap_name> <trapID>;
ICMPtrap <trap_name> <icmpID>
from <IPaddress>;
TIMERtrap <trap_name>;

define handle <handle_name> {
}

define object <object_name> {
locateat <IPaddress>;
attach <handle_name>;
attach <handle_name> on <event_name>;

}
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manage <object_name>;
unmanage <object_name>;

arm <handle_name> in <object_name>;
disarm <handle_name> in <object_name>;

poll <SNMPobjectID> in <object_name>;
set snmp <value> on <SNMPobjectID>
in <object_name>;
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