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Network Access Control for DHCP Environment

Kazumasa Kobayashi and  Suguru Yamaguchi

Graduate School of Information Science, Nara Institute of Science and Technorogy
Abstract

The DHCP message authentication method which was released by the IETF as Internet
Draft has a problem for access protection from unauthorized clients that have expired or invalid
resource obtained through tapping. This paper focuses technical requirements of the network
access control for DHCP Environment. The need for the protection mechanism of unauthorized
clients access to the network was also considered in our research. This paper also discusses
the design, implementation and validation of the Network Access Contorol Gateway for DHCP

environment.
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