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A Verification Method for Temporal Properties
of Communication Protocols modeled as EFSMs

Keigo Hara, Masahiro Higuchi, and Mamoru Fujii

Faculty of Engineering Science,
Osaka University

Abstract In this paper, a verification method for leads-to property of communication protocols
modeled as EFSMs is proposed. A leads-to property “GS(P) ~ GS(Q)" represents that “
if a global state satisfies the property P, then the protocol eventually transits to the global
states satisfying the property Q”. Property P and Q are described as simultaneous inequalities
using several integral parameters (called PQ-parameter). In our method, intermediate properties
between P and Q are generated. Using these intermediate properties, the set of reachable global
states RS is divided into RS;,RSa,..., and RS,, and a leads-to reachability graph (LRG)
which represents the relation between those subsets is constructed. By exploring such a LRG,

“GS{P) ~» GS(Q)” can be shown to hold.

Keyword communication protocol, extended finite-state machine, invariant, logical verification,
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