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Online Certificate Status Verification Server
Using Binary Search Hash Tree

Kensuke Abe Hiroaki Kikuchi Shdhachiro Nakanishi
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Abstract: CRT(Certificate Revocation Tree) is a method using hash tree for public-key cer-
tificate revocation. In [KA98], we have implemented an experimental CRT system using the
S-expression, and shown that its communication cost is smaller than that of CRL. In this paper,
we implement an online certificate status verification server using CRT expressed in binary search

. tree, and examine the system performance in comparison with [KA98]. Based on experimental
data, we show that the latency of CRT is smaller than that of CRL. We also estimate the perfor-
mance of the system to which an actual revocation data derived from a CRL is applied.
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