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Access control methods for multicast streaming contents distribution
Shoko Ihori, Nobuhisa Miyake
NTT Information Sharing Platform Laboratories

abstract

As broadband Internet becomes widespread, the need for broadcasting stream contents on the
Internet is growing. However, network traffic becomes an issue because broadcasting sends
content to multiple users simultaneously. Also, only authenticated users should be allowed to
watch stream in a broadcasting system. To satisfy these requirements, a multicast delivery system
for stream contents which has an access control function is proposed in this paper, The system
reduces network traffic by using IPv6 multicasting, and restricts unauthorized reception by
encrypting contents and distributing the decryption key only to authorized users. This paper also
proposes two kinds of implementation method -unicast and multicast key distribution methods-
and shows that these methods are feasible.
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