O000OO00OO0OO0OOoOoOoooo 1wrdo
oooobogobobon

R A VX — 32y NP —ERICHAELREX ) 71 2RET 2 5ETIEY X7 L

BEJI Bt HE e T KH B2t SEJR IR
HE i H W Tk

tR#ERY W hSUR-Za—-F2)nY—
MR TRERS H() Sy 2 5 LB BT ZeHT
HENAIVAYB—2y M =B (Bk) P RBRTEAE

TIRAY R =XV MY —EARRETZZ2 L 2FHGIC. FR7 Ve ARBTREZREX 2D T 01
BERBOBHEFIA Y ATLERFL., L, FMELE, TTERAVEZ—XYMF—ERADEFa
V7 ARROEEEICOWTIRAN, EHREROPIE. N7y N OTELEFILOEDDEY V3>
F—DRH, BHFOFTENLETHLZ L EHSMIT S, 2L T, EHERLFIL T —N LD
T1RAEOAY -V ERBT HET T, BREROPTIE. By Y arF—ox5l, ZHBORIE,
29 N — ZEHOBEDTARTETOEEDTY A TLERET S, TEERY V7RI LT
TEEE802.11b 2 WT, BRI ZEEDLVATLEEELE, YATLATHWSNSTHIA Y —N
DHERBHEDFER, ERICH—EXR2FdIDICTHoREREELNE,

A Fast Authentication System for Secure Wireless Internet Services

FUJIKAWA Kenjit NAKANO Hiroxkift

OHTA MasaTAKATTT HIRABARU Masakr¥
MANO HirosurH IKEDA Katsuot#
tKyoro University 'HTrans NEw TrcENOLOGY, INC.
M Tokyo INSTITUTE OF TECHNOLOGY
HNSTITUTE OF SYSTEMS & INFORMATION TECHNOLOGIES/KYUSHU
HYMoBIiLE INTERNET SERVICES, INC. H10Osaka INSITUTE OF TECHNOLOGY

We design and implement a fast authentication system with robust security on wireless
accesses, for the purpose of providing wireless Internet services. First, we address the im-
portance of providing security for wireless Internet services, and clarify that authentication
of wireless terminals, session-key exchange for authentication and encryption of packets, and
authentication of base stations are necessary. Then, we propose a fast authentication system
that realizes authentication of wireless terminals, session-key exchange, authentication of base
stations and retrieval of network information, just by exchanging one round-trip message. We
implemented our proposed system using IEEE802.11b as a wireless access technology. As a
result of performance measurement of an authentication server, which is used in our system,
it is shown that the authentication server has sufficient ability for providing actual services.
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