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Hybrid Checkpoint Protocol in Wireless LAN Environment

Yoshinori Morita and Hiroaki Higaki
Department of Computers and Systems Engineering
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For supporting mission-critical applications in a mobile network system, hybrid checkpointing has been proposed.
In a recent mobile network, wireless LAN protocols such as IEEE 802.11 and HIPERLAN are getting popular and
communication with mobile computers is realized by using Mobile IP in the Internet. This paper proposes a novel
hybrid checkpoint protocol. Here, message logging for mobile computers is achieved based on broadcast property
of wireless LAN protocols. In addition, by extending Mobile IP, network overload in recovery is avoided. For
both checkpointing and recovery in the proposed protocol, all required information is piggied back to messages.
That is, no additional message is required.
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1 Introduction

According to the advances of computer and com-
munication technologies, many kinds of mobile com-
puters like notebook computers and personal data
assistants (PDAs) are widely available. Intelligent
Transport Systems gITS) with mobile communication
are now being developed. A mobile network system
is composed of fized computers and mobile computers
interconnected by communication networks. A fixed
computer is located at a fixed location in the network.
A mobile computer moves from one location to an-
other in the network. The mobile network is divided
into multiple wireless cells. A mobile computer moves
from one wireless cell to another and sometimes out of
any wireless cell. There is an access point in each wire-
less cell. An access point is a fixed computer with a
wireless network interface. Fixed computers including
access points are interconnected by a wired network.
A mobile computer communicates directly with an-
other mobile computer in the same wireless cell. It
communicates through an access point supporting it
with a fixed computer and a mobile computer in an-
other wireless cell. This is realized by using wireless
LAN protocols such as IEEE 802.11 [23] and HIPER-
LAN [22].

In a network system, applications are realized by
cooperation of multiple computers. Usually, comput-
ers and networks are developed by using widely avail-
able products including personal computers, mobile c-
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omputers, engineering workstations, Ethernets,
routers, repeaters, switches and so on. Mission-
critical applications cannot always be implemented in
such a system. Hence, it is important to discuss how
to make and keep the system reliable and available.
Checkpoint-recovery [2-8, 11, 13, 14, 18, 19, 21] is
one of the well-known methods to achieve reliable
network systems. Each computer s; takes a local
checkpoint ¢; where local state information of s; is
stored into a stable storage. If some computer fails,
s; restarts from ¢;. A global checkpoint which is a set
of local checkpoints is required to be consistent [5].
Fixed computers take consistent checkpoints by using
synchronous checkpoint protocols [5,7, 18] with low
synchronization overhead since they communicate
with each other through a wired network and they
have enough amount of stable storages to store
state information [6, 10]. Some papers [2-4, 11, 14]
discuss synchronous checkpoint protocols for mobile
computers. However, it requires high communication
and synchronization overhead for mobile and fixed
computers to take checkpoints synchronously due
to mobility and lack of battery capacity of mobile
computers.  Moreover, it is difficult for mobile
computers to take local checkpoints by themselves
since they have neither enough volume of stable
storages nor so much battery capacity as to fre-
quently access the stable storage [11]. In a protocol
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in [11], mobile computers in a wireless cell take a
consistent global checkpoint without communication
by using synchronized realtime clocks and state
information of a mobile computer is stored into a
stable storage in a fixed computer. However, it is
difficult to achieve synchronized realtime clocks since
message transmission delay among mobile computers
is unpredictable. Mobile computers may fail to take
local checkpoints due to lack of battery capacity
or movement to outside of any wireless cell. In a
synchronous checkpoint protocol, every computer
has to give up to take a consistent global checkpoint
if a certain mobile computer fails to take a local
checkpoint. Hence, asynchronous checkpoint protocols
for mobile computers [13, 19] have been proposed.
However, in these protocols, each access point is
required to take a local checkpoint for a mobile
computer each time a message is transmitted between
them. Thus, high synchronization and storage access
overhead are required.

In order to solve this problem, hybrid checkpointing
where local checkpoints are asynchronously taken by
mobile computers while synchronously taken by fixed
computers has been proposed [8]. Mobile comput-
ers take local checkpoints by storing state information
into stable storages in access points. Here, local check-
points of mobile computers are taken when they send
a checkpoint request message to an access point. By
combining synchronous and asynchronous checkpoint
protocols, number of checkpoints is reduced. Hence,
frequency of accesses to stable storages is also reduced.
Thus, hybrid checkpointing makes mobile systems so
reliable that mission-critical applications are imple-
mented with less overhead. In a proposed protocol
in [8], every message from a mobile computer is as-
sumed to be transmitted through an access point sup-
porting the mobile computer. Thus, even if a message
is exchanged between mobile computers within a wire-
less cell, the message is required to be forwarded by
the access point. However, in wireless LAN protocols
such as IEEE 802.11 and HIPERLAN, every message
transmitted by a mobile computer is broadcasted and
mobile computers within a wireless cell communicate
directly. This paper proposes another hybrid check-
point protocol for supporting wireless LAN protocols
and evaluates the performance.

2 System Model

A network system § = (V, L) is composed of a set
VY = {s1,...,8,} of computers and a set £L C V? of
communication channels. An execution of an applica-
tion is realized by cooperation of multiple computers
communicating with each other by exchanging mes-
sages through communication channels. (s;,s;) € £
indicates a communication channel from a computer
s; to another computer s;. Each <si, s;) is assumed to
be reliable with help of protocols in underlying layers.
A state of s; is updated at each event in s;. There
are two kinds of events; local events and communica-
tion events. At a local event, s; updates state by lo-
cal computation without exchanging a message. At a
communication event, s; communicates with another
computer by exchanging a message and updates state.
There are two kinds of communication events; a mes-
sage sending event s(m) and a message receipt event
r(m) for a message m.

Figure 1: Mobile network system.

In a mobile network system, which is a kind of S,
there are three kinds of computers; fized computers
F,...,F¢, mobile computers My, ... , My, and access
points Aj,...,A, as shown in Figure 1. F; is con-
nected at a fixed location in the network. AM; moves
from one location to another. M; communicates with
another computer by using a wireless LAN protocol
like IEEE 802.11 [23]. Here, each M; is included in
a single wireless cell. A message exchanged between
M; and My, in a wireless cell is transmitted directly by
using CSMA /CA (Carrier Sense Multiple Access with
Collision Avoidance) protocol. In addition, since a
wireless LAN protocol is intrinsically broadcast-base,
a message transmitted from M is received by all the
computers including an access point in a wireless cell.
Messages exchanged between M; and a mobile com-
puter in another wireless cell and between M; and
a fixed computer are transmitted through an access
point. These messages are also transmitted between
M; and the access point by using a broadcast-based
wireless LAN protocol.

3 Hybrid Checkpointing

Synchronous checkpoint protocols have an advan-
tage that computers restart from the most recent lo-
cal checkpoints without domino effect. However, it
is difficult for multiple mobile computers to take lo-
cal checkpoints synchronously for high synchroniza-
tion and communication overhead due to mobility and
lack of resources. Hence, hybrid checkpointing in Fig-
ures 2 and 3 has been proposed [8].
[Checkpointing]

e Each fixed computer F; takes a local checkpoint

cr; by using a synchronous checkpoint protocol.
A set C = {cF,,---,cr,} of local checkpoints
taken by the fixed computers is referred to as a
coordinated checkpoint.

e Each mobile computer M; takes a local check-
point cps, by using an asynchronous checkpoint
protocol. Here, tcpy, is referred to as a tentative
local checkpoint. M; also stores messages sent
and received after cps; into a message log logy,,
to achieve a consistent local state vcps, with a
coordinated checkpoint C. Thus local state is re-
ferred to as a virtual local checkpoint. O

[Recovery]

e Each fixed computer F; restores from a local
checkpoint cp; of the most recent coordinated

checkpoint C.
e Each mobile computer M; restores the state of a
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tentative local checkpoint tcps; and replays events
according to a message log logy,, to get state of a

virtual local checkpoint veps,. Then, M; restarts
from vepy,. O

Fl F2 A Ml M2

time

Fl F2

L M2 —

Figure 3: Restart in hybrid protocol.

At tcpy,, state information of M; is stored into a
stable storage in an access point A; where M is in-
cluded in a wireless cell supported by A;. M; fails to
take tcpy, if M; moves out of the w1re1ess cell or bat-
tery power in M; is exhausted. Thus, M; takes tca,
only if M; does not move out of a wireless cell and
has enough battery power for taking tcps,. Hence, M;
asynchronously takes tcps,, i.e. independently of the
other computers. M; has to restart from a local state

consistent with C. However, fcp, is not always con-
sistent with C since M; takes tcps, independently of
the fixed computers taking C. Hence, a kind of log-
based restart protocols [1,9,15-17,19-21] is designed
as shown in Figure 2. Messages exchanged between

M; and other computers after taking tcps, are stored
into a message log logy,. in a stable storage in Aj;.

In recovery, M; restores the state information at tcpy,
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and the logged messages in log,,, from the stable stor-
agein A;. After replaying a sequence of events accord-
ing to the messages, M; gets a state consistent with
C and restarts. While M; replays, M; does not really
exchange messages with other computers. There is a
checkpoint agent process p;; for M; in A;. p;; stores
state information of M; at tcps, into a stable fog sl;;

%f also stores m into a message log ml;; on behalf of

4 Message logging in wireless LAN

In a hybrid checkpoint protocol proposed in [8],
every message transmitted and received by a mobile
computer M; is assumed to be transmitted through
an access point A; supporting communication of M.
In this communication model, a checkpoint agent pro-
cess p;; for M; in A; stores all the messages sent and
received by M; into a stable storage in A; on behalf
of M; since p;; resides in A;.

However, in wireless LAN protocols such as IEEE
802.11 and HIPERLAN, mobile computers within a
wireless cell communicate directly without help of an
access point. Hence, it is critical how p;; stores the
messages into a stable storage for M; to achieve a
consistent virtual local checkpoint for recovery. Here,
wireless LAN protocols are broadcast-based protocols.
A message sent by a mobile computer and an access
point is received by all the mobile computers and the
access point in a wireless cell. Thus, a message m
from a mobile computer M; is received by an access
point A; even if m is destined to another mobile com-
puter M in a wireless cell. Thus, a checkpoint agent
process p” for M; in A; stores sufficient state infor-
mation and messages to achleve a virtual local check-
point vepy; consistent with a coordinated checkpoint

C in recovery. Here, the order of events sending and
receiving the stored messages in recovery is significant.
Only by receiving messages broadcasted from M; by
a wireless LAN protocol, the order of communication
events observed by A; might be different from that
really occurred in M;.

In order to solve this problem, we design the fol-

lowing protocol:

e A message m sent or received by M; is stored
into an unordered message buffer mbuf,; in an
access point A; temporarily. Even if m is trans-
mitted between M; and another mobile computer
in a wireless cell, A; receives m due to broadcast
property of a wireless LAN protocol.

o Order information of communication events in M;
is piggied back to another message m' sent by
M;. Even if m' is destined to another mobile
computer within a wireless cell, A; can gets the
order information due to broadcast property of a
wireless LAN protocol.

As a consequence of separation of a message itself and
its sending and receipt order information, no addi-
tional message is transmitted in order to store the
messages in a consistent order into a stable storage in
an access point. In this protocol, a unique identifier
is assumed to be assigned to every message. In addi-
tion, M; has a variable Rseq; which holds a sequence
of identifiers of messages received by M;. Initially,

Rseq; = {{ }) (empty).
[Message logging in M;]
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e At a message receipt event r(m) for a message m,
a message identifier id(m) of m is added to the
end of Rseq;. m is delivered to an application.

e At a message sending event s(m) for a message
m, Rseq; is piggied back to m as m.Rseq; and m
is transmitted. Rseq; = {{ )).

[Message logging in p;;]

e On receipt of a message m destined to M;, p;;
stores a copy of m into mbuf,;. pi; forwards m
to M; if m is from a computer out of the wireless
cell.

e On receipt of a message m transmitted from A,

1) p;; takes messages, whose identifiers are in-
cluded in m.Rseq; which is a sequence of
message identifiers piggied back to m, out
of mbuf;;. If all the required messages have
not yet stored into mbuf;;, this procedure
is suspended. If p;; receives a message des-
tined to M;, this procedure is resumed after
storing a copy of the message into mbuf,;.

2) p;; stores the messages into a tentative mes-
sage log tml;; in a volatile storage accord-
ing to the order of message identifiers in
m.Rseq;.

3) ps; stores m into tml;;.

4) p;i; forwards m to a destination computer

if m is destined to a computer out of the
wireless cell. O

Suppose that M; moves from a wireless cell sup-
ported by an access point A¥ to another one sup-
ported by A¥*1 (1,2,... ¢ — 1) and M; is currently
supported by A¢. In each A% there exists a checkpoint
agent process pi-‘ of M;. Each pi-‘ stores messages sent
and received by M; to a tentative message log tml¥
in a volatile storage of A¥ while M; is supported by
A¥. Hence, messages for which events are required
to be replayed in recovery are stored in distributed
manner, i.e. in a sequence of tentative message logs
(tml}, ... tmiS).

5 Checkpoint protocol
Fixed computers Fy, ... , Fy take a consistent coor-
dinated checkpoint C by using the following protocol:

[Coordinated checkpoint (]

1) A coordinator computer C'S, which might be one
of the fixed computers, sends a checkpoint re-
quest message Cregto F1,..., Fy and A;,... , A,
through a wired network.

2) On receipt of Creq, each F; takes a tentative lo-
cal checkpoint tcp, by storing the current state
information into a volatile storage.

3) Each F; and A; sends back a reply message Crep
to CS.

4) If CS receives all the Creps, C'S sends a final
message Cfin to Fy,...,Fy and Ay,..., A,.

5) On receipt of Cfin, each F; takes cp, by using tcp,
stable. Here, F; stores the state information at
tep, in step 2) into a stable storage. O

In order to avoid orphan messages, each computer sus-
pends transmission of application messages while the
computer has a tentative checkpoint, i.e. between step

2) and step 5).

Next, we discuss how each mobile computer M;
takes a local checkpoint. Here, suppose that M; is sup-
ported by an access point A;. A checkpoint agent pro-
cess p;; in A; takes a tentative local checkpoint tcpy,
independently of the other computers. State informa-
tion required for M; to restart from tcps, is carried
by a tentative checkpoint request message T'Creq. On
receipt of T'Creq, p;; stores the state information of
M; into a tentative state log tsl;; in a volatile storage
of Aj .

[Tentative checkpoint tcps; in p;;]
1) M; sends TCreq to p;;. TCreq carries the current
state information of Mi.
2) On receipt of TCreq, p;; stores the state informa-
tion of M; carried by T'Creq into tsl;;. O

Let (p},...,ps) be a sequence of checkpoint agent
processes supporting M; where p} in an access point
Al stores state information at the most recent tenta-

tive checkpoint tcps,, i.e. A} receives the most recent
TCreq from M;, and p{ in A; is a current checkpoint
agent process of M;. When fixed computers take a
coordinated checkpoint C , a checkpoint request mes-
sage Creq is received every access point. On receipt
of Creq in A}, p} stores the state information at tcpy,
in a tentative state log tsl} into a stable state log sl}.
In addition, on receipt of Creg in A¥ (k =1,2,...,¢),
each p! stores the messages in a tentative message log
tmil® into a stable message log ml¥. The stable logs
sI¥ and mi¥ are in a stable storage while the tentative

logs tsl¥ and tml¥ are in a volatile storage.

[Virtual checkpoint vcy, in p¥]
o If A}

1, an access point at tcpr,, receives Creq, p;
stores the state information in ¢sl} into sI} before
sending back Crep. Then, tsl} is cleared.

o If A¥ (k=1,2,...,c) receives Creg, p} stores the
messages in tml¥ into mik.

Here, since Creq messages are sent to all access points
in the coordinated checkpoint protocol, no control
message among the checkpoint agent processes is re-
quired.

According to the discussed message logging and
checkpoint protocols, state information and message
logs are stored into stable storages of multiple access
points according to movement of a mobile computer.
These are gathered to the mobile computer in recov-
ery. In [8], the authors have proposed a recovery pro-
tocol implementing this distributed logging. However,
the protocol requires so many message transmissions
to gather the logged information that both wired and
wireless networks may be overloaded and network con-
gestion may occur. In order to reduce messages trans-
mitted in recovery, each time a mobile computer M;
moves out of a wireless cell and is disconnected from
an access point A;, a foreign agent process FA;; in A;
sends state information and message log in volatile
and stable storages, i.e. tsl;;, tml;;, sl;; and ml;;, to
a home agent process HA; of M;. Since these infor-
mation is carried by a registration message for release
of a connection in Mobile IP, no additional message is
required.
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[Disconnection from FA;;]

1) Before moving out of a wireless cell supported
by an access point Aj, a foreign agent process
FA;; sends a registration message Mreg to HA;
according to Mobile IP. If state information and
message log are stored in volatile and stable stor-
ages, these are piggied back to Mreg.

2) On receipt of Mreg, HA; stores the information
into volatile and stable storages. If message logs
have already been stored, newly received logs are
added to the end of the existing logs.

3) HA; sends back an acknowledgment message
Mack to FA;; according to Mobile IP.

4) On receipt of Mack, FA;; discards the state in-
formation and the message log.

5) In case of receipt of Creg, the information stored
in a volatile storage of HA; is stored into a stable
storage according to the message logging proto-
col. O

By using this protocol, recovery of M; is realized
by cooperation of HA; and FA;;. In addition, the
functions of a checkpoint agent process p;; are also
supported by FA;; since all messages destined to M;
is forwarded to FA;; by using IP tunneling in Mobile
IP.

6 Restart Protocol

Now, a restart protocol is designed as follows:
[Restart protocol in F;]

1) A coordinator computer CS sends a restart
request message Rreq to Fy,...,F; and
A1, ..., A,

2) On receipt of Rreq, each F; and A; send back a
reply message Rrep to CS.

3) After receipt of all the Rreps, C'S sends a final
message Rfin to Fy,...,F; and A,,...,A,.

4) On receipt of Rfin, F; restarts from cp;.

[Restart protocol in M;]

1) On receipt of Rreqin Aj;, FA;j in A; sends a state
information request message Slreq to HA;.

2) On receipt of SIreq, HA; sends back a state infor-
mation reply message Slrep with state informa-
tion at tcps; and a message log between tcpr, and
vcyy; in a stable storage to FA;;.

3) On receipt of SIrep, FA;; sends a restart request
message Rreq with the state information and a
message log carried by Slrep to M;.

4) M; gets the state at veps; consistent with C' by
using the information in Rreg. M; restores state
information and replays ordered communication
events according to the message log without re-
ally exchanging messages with other computers.

7 Evaluation

In this section, we show evaluation of performance
of our protocol. The evaluation is achieved in the
following two points: stable storage access overhead
and communication overhead.

In the conventional mobile asynchronous check-
point protocol [11], each time a mobile computer com-
municates with another computer, a message is stored
into a message log in a stable storage to keep the sys-
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tem consistent. However, in the hybrid checkpoint
protocol proposed in this paper, only when a check-
point agent process receives a Creg message, a set of
state information and message logs are stored into a
stable storage. Otherwise, i.e. on receipt of a T'Creq
message or at a communication event, state informa-
tion and messages are stored into a volatile storage
with lower access overhead. Figure 4 shows numbers
of accesses to a stable storage in these protocols. Here,
in both protocols, message sending events are assumed
to be occurred in accordance with an average dura-
tion between two successive message sending events
is 300msec. In addition, in the hybrid checkpoint
protocol, an access point receives a Creg message for
a coordinated checkpoint in accordance with Poisson
process where average durations between two succes-
sive receipts of a Creq message are 300msec, 500msec,
1000msec, 1500msec. As shown in the evaluation re-
sult, our proposed protocol achieves fault-tolerance
with less stable storage access overhead than the con-
ventional one.

50 -
"hybrid(cp: 300msec)" ——
"hybrid(cp: 500msec)” -------
40 - "hybrid(cp:1000msec)” --------
"hybrid(cp:1500msec)” -
“conventional” -—-- _-

30

# of accesses

0 5000 10000
time [msec]

Figure 4: Stable storage access overhead.

Next, we evaluate communication overhead by
comparing with the conventional hybrid checkpoint
protocol with the distributed logging, i.e. without
supporting mobile IP [8]. Here, suppose that there
are 20 mobile computers. Switching between wireless
cells occurs in accordance with Poisson process where
an average duration between two successive switches
is 180sec. In addition, recovery from a failure is also
in Poisson process with 600sec average duration. Fig-
ure 5 shows the number of messages. In our protocol,
each time a mobile computer moves from a wireless
cell to another, registration messages with state in-
formation and a message log is exchanged between
a foreign agent and a home agent. In recovery, the
gathered state information and message logs stored
in a home agent is transmitted to the mobile com-
puter. Though continuous network load is observed,
only 40 messages are exchanged in recovery. On the
other hand in the conventional protocol, no message
is exchanged in failure-free execution. However, in
recovery, many messages are exchanged between cur-
rent foreign agent processes and obsolete foreign agent
processes to gather distributed state information and
message logs to mobile computers. Hence, it is diffi-
cult to avoid network overload and congestion. There-
fore, our protocol higher performs than the conven-
tional protocol.
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700 "conventional" -------

600 -
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400
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200
100 -

0 1 L 1 1 1 1 1 ]
0 250 500 750 1000 12501500 17502000

time (sec)

# of messages

Figure 5: Number of messages in recovery.

8 Concluding Remarks

It is significant to discuss how to make mobile net-
work systems including mobile and fixed computers
more reliable and available. This paper has discussed
how the mobile computers and fixed ones take con-
sistent checkpoints and restart from them. We have
newly proposed an implementation of hybrid check-
pointing for supporting wireless LAN protocols such
as IEEE 802.11 and HIPERLAN. Based on the broad-
cast property of message transmission, access points
store messages exchanged by mobile computers for re-
covery. By separation of message content and order
information, the proposed protocol achieves consistent
message logs without additional messages. Compared
with a conventional protocol, less stable storage access
overhead and communication overhead are required.
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