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Proof of Signer and Privacy Revocation in Ring

Signature Protocol

Hiroaki Kikuchi * Minako Tada T Shohachiro Nakanishi *

Abstract: A ring signature is one of the group signature scheme which allows member of a
group to sign message such that the resulting signature does not reveal their identity for all users.
But, even if a problem occurs and the signer is necessary to be detected, anyone can’t determine
who signed it. In this paper, we propose an extended protocol of ring signature in which both
the group administrator and a signer can indicate who signed on the message. The security of the
proposed protocol is based on an assumption of the discrete logarithm problem and a secure hash

function.
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