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Abstract

Shin Shirahataf Jun Muraif

At this point, many scheme are proposed for OS fingerprinting. In these scheme is an assumption
that the combination of the OS information and the IP address are never changed. Unfortunately, is a
dynamic IP address allocation environment, an IP address that os allocated to a certain node could be
reallocated to another node with the passage of time. Therefore, there may be a contradiction between
the combination of the OS information and the IP address from fingerprinting.

To resolve this contradiction, We introduce a new passive OS fingerprinting scheme that focus attention
on the dynamic IP address allocation by sniffing DHCP messages. We have implements a new OS
fingerprinting tool using this scheme, and evaluated it on a working network.
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