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Evaluation of Active Shaping Method against DDoS Attacks

SHIN-YA MATSUMOTO,! YUSUKE MORIKAWA, ' HIROSHI SHIGENO,t
KEN-1cHI OKADAt and YUTAKA MATSUSHITAtt:1

An Active Shaping Method is proposed as a countermeasure of flooding Distributed Denial
of Service Attacks. In this method, routers near the victim effectively shapes the traffic of at-
tacks. In addition, this method improves “secondary” damages to legitimate users by notifing
the infomation of attacks to the upstream routers and upstream router’s countermeasure. In
this paper, we describe evaluation of this method on the wide area network and effectiveness

of this method.
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