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Abstract Numerous security technologies which detect buffer overflow have already proposed. Almost
these technologies detect if buffer overflows happen or not, but don’t detect alteration of variable integrity.
But there are attacks which are not be able to be defenced unless the technology detect alteration of
variable integrity. So in this paper, we propose a system which detect alteration of variable integrity.
Some exinting technologies could be bypassed if the attacker can see the user memory, but our proposed
system can’t be bypassed even if the attacker can see the user memory. And our proposed system can

restore data which is altered by attackers using buffer overflow.
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