O0000o0ooOoooooooon
IPSJ SIG Technical Report

20050 DPSO 12200 120
20050 CSECO 2801 120

20050 300 22
gdbodoodduoodouodouoddd
O000ddoooooooooddooon
oooo+ OO0OO0OO0+ 0OOO0OO0+ 0OO0OO0OO0f OO0+

t0000000000DOD000
223-8522 000000000000 3-14-1

{isohara, ishida,yuko, sasase}@sasase .ics.keio.ac.jp

$(0)KDDIO OO
356-8502 000000000 21-15

takemori@kddilabs. jp

O0000000000000000O0000 PKI(Public Key Infrastructure) 000000000000
oobooooooboooboobOoobooOooooobooooooooooooboooobooOooooon
bobobobobobooobooooooobooboobobobOoboobobOobooboobooboooon
gboboobooooboboooboboooobooboooobooboooboboooboooooobooboooa
gooooobooooboobooboooooboooooobobooboboooboobobOoobooDbbbooDo
gbooooboobooobobooooobobooooboboooooboooobOoboooooboooooboo
ooboobooooobooboooboooobOoooboooobooboooooooboobooOooooon
gbooobOoboooobobooooobooooooboonoo

Implementation and evaluation of Security Certificate Platform
for Verification of Safety Communication

Takamasa Isohara Chie Ishida Yuko Kitada

Iwao Sasase |

Keisuke Takemori

tDept. of Info. & Computer Science, Keio University
3-14-1 Hiyoshi, Kohoku, Yokohama Kanagawa,
223-8522, Japan

1KDDI R&D Laboratories Inc.
2-1-15 Ohara, Kamifukuoka,
Saitama, 356-8502 Japan

{isohara,ishida,yuko,sasase}@sasase.ics.keio.ac.jp takemori@kddilabs. jp

Abstract Recently, the authentication technology to attest the identity of the other party of the commu-
nication such as PKI is used. However, that technology cannot confirm even the introduction situation of
other party’s security countermeasures. Therefore, the user on the network has faced the threat of a viral
infection and an intrusion. Then, the new concept that was called a security certificate platform that
guaranteed other party’s of the communication safety measures situation was proposed. In this paper,
the requirement for safety, flexibility, and the feasibility to achieve the security certificate platform is
clarified. We have also implementation the proposed scheme, and evaluated its feasibility in view of swift
response.
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