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Abstract

In peerto-peer(P2P)applications]arge numberof peerprocessearecooperatingln this paperwe discuss
ascalablegroupof processesvhereprocessearewidely distributedin networks.Clocksof computersn every
local networkare synchronizedy usingthe networktime protocol (NTP) with a GPStime sener. We discuss
a global clock group (GCG) protocolwheremessagesare causallyorderedby usingthe physicaltime stamps.
Messagesot to be orderedby physicalclock are furthermoreorderedby usinglinear clock. We evaluatethe
protocolin termsof the numberof messagesrderedcomparedvith the vectorclock.
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1 Introduction

A largenumbey severalthousand$o possiblymil-
lions of peer processesre cooperatingto achieve
someobjectives by exchangingmessagesvith each
otherin peerto-peer(P2P)systems[12]. A group
[4,11,13] is a collection of cooperatingpeer pro-
cessesHere,messagebave to be causallydelivered
to processedy usingthe vectorclock [8]. In order
to causallydeliver messageghe vectorclockis used
in groupprotocols[4, 8]. However, the vector clock
cannotbe usedin ascalablegroupdueto thecommu-
nicationoverhead,.e. messagdengthO(n) for the
numbern of processes.

In the paper[5], processeareinterconnectedh a
hierarchicalloop networkwheremessagesaretrans-
mitted in a token passingmechanism.In the hierar
chical daisyarchitecturg3], a groupis composedf
logical groupswhich provide the causallyorderedde-
livery of messageby a causal server in presencef
procesdaults. All causalsenersare alsomembers
of causalseners group. Takamuraet al. [15] dis-
cusshow to supportthe causallyordereddelivery of
messagem a hierarchicalgroupby usingthe vector
clock. Here,agroupis composeaf subgroupsvhere
processed differentsubgroupsxchangemessages
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via gatevay processesTaguchiet al. [14] discusshi-
erarchicalgroupsusingwherea vector clock whose
size is the size of the subgroup. The authors[6]
alsodiscussa two-layeredgroupwhereprocessefn
eachlocal subgrouparesynchronizedy both physi-
cal clocksandlinear clockswhile gatavay processes
of subgroupsresynchronizedy vectorclock.

Precisephysicalclockslike radioandGPS(Global
PositioningSystem)clocks[10,17] are now getting
availableevenin a personatomputer A time sener
can be equippedwith sucha precisephysicalclock
in a local network. Here, physical clocks of other
computerscanbe synchronizedvith NTP (Network
Time Protocol)[9] in alocal networkwherevariance
of delaytimeis small. Processe eachlocal or per
sonalareanetworkcanbesynchronizedothatevery
physical clock shavs the “same” time. Every mes-
sageis stampedvith physicaltime whenthemessage
is transmitted. It is easyto designand implement
algorithmsfor synchronizingmultiple processesin
this paper every processs synchronizedy usingthe
physicalclock becausef smalleroverhead,i.e. the
messagdengthis O(1). Messagesre causallyor-
deredby usingthetimestampsmaximumtime differ-
encesof sendeiprocessesand maximumdelaytime
amongprocessesEvenif thetimestampf amessage
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my is smallerthananothemessagens, m; mightnot
causallyprecedesn,. In orderto preventthe unnec-
essarilyorderingof messageghelinearclockis used
in additionto thelogical clock.

In section2, we discusgypesof clocks. In section
3, wediscussow to globally causallyordermessages
in ascalablegroup.In section4, we evaluatethe pro-
tocol in termsof the numberof messageso be or-
dered.

2 Clocks
2.1 Logical clocks

A group of processesre cooperatingto achieve
someobjectives by exchangingmessagesvith each
otherin distributed applications. Supposea process
p1 sendsa messagen; to a pair of processeg, and
p3. Theprocesp. sendsamessagen. afterrecev-
ing my from p,. Here, m; causallyprecedesms
sincem; is surely sentbeforems. More formally,
the causalityis definedbasedon the happens-before
relation. A sendingevent of a messagen happens
before a recevving event of m. The happens-before
relationis transitve. A messagesn; causally pre-
cedes my (m1 — meo) if asendingevent s, (m;) of
my happens before the sendingevent sy (ms). Ev-
ery commondestinatiorprocessps of m; andms is
requiredto receive m; beforems if m; — ms.

Therearephysicalclocksandtwo typesof logical
clocks, linear clock [7] andvectorclock [8]. In the
linear clock [7], eachproces® manipulatesvariable
T shawing its logical time namedlinear time (LT').
Initially, T = 0. Eachtime amessagen is sent,T" :=
T + 1 andthenm carriesthe logical time m.T' (=
T). Onreceiptof amessagen, T' := max(m.T,T).
my1 — mg only if m;. T < mo.T. However, even
if m1. T < m2.T, m; maynotcausallypreceden.
Themessagéengthis O(1).

In the vector clock [8], eachprocessp; manipu-
latesa vector time (VT) T = (T, ..., T,) for num-
bern of processesg;, ..., p,, WhereeachelementT,
is initially 0. Eachtime a messagen is sentby ps,
Ts := Ts + 1. Then,m carriesthevectorT of p, as
m.T (= (m.T1, ..., m.T,,)). Onreceiptof amessage
m from anotherprocess,,, T, := max (T, m.T,)
(u=1,...,n,u # s) in eachproces,. m; — myq if
andonly if (iff) m,. 7" < mo.T. m; is causally con-
current with mo (my || me) if neitherm;. T < my. T
norms. 1" > my.T. Themessagéengthis O(n).

2.2 Physical clocks

Every pair of physicalclocksin differentcomput-
ersin naturedo not alwaysshawv the sametime. Re-
cently radio [10] and GPS(Global PositioningSys-
tem)clocks[10,17] areavailable. A time sever with
suchaprecisephysicalclock canbesupportedn each
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Figure 1. Time difference .

local network. Time differencesof clocks synchro-
nized with the radio clock of JST (JapanStandard
Time) and GPSsatelliteclock arearoundl1.5[msec]
in Japanand 1 [usec],respectiely. NTP (Network
Time Protocol)[9] with atime sener is usedto syn-
chronizephysicalclocksof computersn a network.
Processesommunicatevith a time sener to obtain
the currenttime by using NTP. Time differencebe-

tweenclocks of a time sener and eachcomputeris

longerthan100[msec]dependingon varianceof de-

lay time in networks.

Let ¢,(t) show local realtime shavn by the phys-
ical clock ¢s of a computeron which a proces; is
performedatUTC (CoordinatedJniversalTime)[16]
t. ¢cs(t) shavslocal real time (RT') or simply local
time of p; at UTC ¢. Let d5(¢) showv thetime differ-
encejt — c;(t)| of thelocaltime ¢s(t) of aprocesg,
atUTC ¢. Let 7, bethe maximumtime differenceof
ps, 1.8 [t — cs(t)| < 75 for everyUTCt. Here,UTC ¢
is assumedo begivenby the GPStime senerts. We
measuredhetime differenced,,.(t) of eachof three
typesof operatingsystemssolaris[2], Linux [1], and
Windows of a computerspc (Celeron700MHz CPU,
256MB memory). The computerspc is connected
with the time sener ts in a Gigabit Ethernetwith
NTP. The delaytime in the local networkis almost
stable which is obtainedby measuringhe roundtrip
time betweerts andspc. Thetime differenceof Win-
dowsis longerthan10millisecondswhichistoolong.
Figuresl shavsthetime differenced,,(¢) for UTC
t on Solarisand Linux. The maximumtime differ-
encer,,. of the SolarisandLinux spc with a GPS
clock are0.1and1.5[msec],respectiely. As shavn
here,eachprocesg, is characterizedy its maximum
time differencer,, mainly dependingon ¢, operat-
ing system.Let cts shaov thelocal time of a process
ps. cts is newer thanct, (u # s) (cts >s cty)
iff |cts — ctu| > 75 + Tu. cts IS equivalent with
cty (cts =su cty) Iff |cts —cty] < 75 + T A
pair of physicalclocks ¢, and ¢, areequivalent iff
¢s(t) =su cu(t) for every UTC t.

Supposea pair of eventse; andes occursat UTC
t; andtq, respectiely. Theevente; physicallyhap-
pensbeforees if ¢1 < o
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Figure 2. Hierarchical group.

3 Realtime-Based Causality
3.1 Broadcast group

A group G is composedof local subgroups
G4, ..., G which are interconnectedvith a global
subgroupGy asshawvn in Figure2. Eachlocal sub-
groupG; is composedf a gatavay proces;g, nor
mal processep;i, ..., pi; (I; > 1), andatime sener
ts;. Processefn eachlocal subgroupare intercon-
nectedin a local areanetwork. The gatevay process
pio communicatewvith notonly local processes G;
but alsothe othergatavay processesThus,theglobal
subgroup’y is a collectionof the gatavay processes
P10, ---» Pko- Gatavay processeareinterconnectedh
a wide-areanetwork. The physicalclocksof all pro-
cessesn eachlocal subgrouparesynchronizedvith
eachotherby NTP with a GPStime sener.

Supposeherearethreeprocessep;s, pjv, andpg.
inlocalsubgroupss;, G, andG}, respectrely. Each
messagen carriestimestampm.RT shaving phys-
ical time when the senderprocesssendsm. Sup-
posethat a processp;s sendsa messagen; at lo-
caltime ¢;5(¢1) for UTC ¢, andanotherprocesg;,
sendsm. at local time c¢;,(¢2) to a processpy,, for
UTC ¢, [Figure 3]. Here, m1.RT = c¢;s(t1) and
mo.RT = cj,(t2). As presentedefore,eachpro-
cessp;; hasits own maximumtime differencer;.
Here, Cis(tl) — t1| < Tis and|ij(t2) — t2| < Tjv-
ty <ty Orty >ty if |Cis(t1) — ij(t2)| > Tis + Tju-
However, if |Cis(t1) — ij(t2)| < T + Tjv, WE
cannotdecidewhethert; < ty ort; > ty. If
(mg.RTg — ml.RTl) > (Tis + ij), asendingavent
sjy(m2) of my physically happens beforea sending
events;s(ms) of my with respecto UTC. However,
it is notsurewhetheror notm; — mso.

In this paper we assumeevery network is syn-
chronous. Let 6;, j,, and A, j, shav the minimum
delaytime and maximumdelaytime betweena pair
of processeg;, andp;,, respectiely. In Figure3, a
process;, sendsa messagen, afterreceving ;.
This meansa sendingevent s;, (mz) of happensn
dis,jv time units after a sendingevent s;s(m.). It is
straightforwardor thefollowing theorento hold:
[Theorem 1] Supposemessages:; andmsy aresent
by processeg;s andp;., respectrely. If m; is sent
to theproces;, andc;, (t2) — cis(t1) > Tis +Tju +
Ajs jv, mq Causallyprecedesnsy (mi — ms).

030

In a broadcast group, every messagés broadcast
to every process.Causallyconcurrentmessagesan
be orderedby usingthetheorem:

[Theorem 2] Every processpy, candeliver a mes-
sagem; beforeanothermessageny (m, = mq if
me. RT —m1 . RT > 135 +7j, + Ay i in @abroadcast
group.

Every commondestinationprocesspy,, of mes-
sagesn; andms cannotdecidewhich oneof m; and
meo causallyprecedeghe otherin a subgroupby us-
ing thetimestampsf 0, j, < |m2.RT — m1.RT| —
(Tis + Tju) < Ais ju. Here letm.LT shav thelinear
time of amessagen givenby thesenderprocess.
[Theorem 3] Let m; andmy be messagesentby
processeg;s andp;, in local subgroups=; andGj,
respectiely. In abroadcasgroupG, m, causallypre-
cedesns (m1 — mg) only if

1. ms.RT — m1.RT > Tis + Tjv + Ais,jv-

2. mo. LT > mq.LT if 6is,jv < |m2RT —

mlRT| - (T'i,s + ij) < Ai,s,jv-

From the theorem3, for a pair of messages»; and
my recevedfrom p;s andp;,, respectiely, “m, pre-
cedesmy” (m1 = ms) by the conditionsin thethe-
orem.. It is trivial thatm, = ms if m; causallypre-
cedesns (m1 — mo).

v v Y time

Figure 3. Causality .

3.2 Multicast group

In a multicast group, each messageis sent to
somedestinatiomprocessesjonecessarilall thepro-
cesseskEvenif mo. RT —m1.RT > Tys+Tjp+Ais ju,
amessagen; maynotcausallyprecedeanothemes-
sagerns.

[Theorem 4] Suppose pairof messages:; andmy
are sentby processeg;, andp;,, respectiely, in a
multicast group. m; causallyprecedesnsy (m; —
mg) only if thefollowing conditionshold:
1. ngT - TanT Z Tis + Tjv + Ais,jv if
my.LT < mo.LT.
2. mlLT < mgLT if 5is,jv S
mlRT| — (Tis + ij) S Ais,jv-

Evenif my.LT < mo.LT, acommondestination
processof m; andmsy cannotdeliver m, beforems
sincem; may not causallyprecedem,. Here,m;
is deliveredbeforems only if m; is surelysentbe-
fore ma in Gj, i.e. Tis + Tjv + Ais,jv > mo.RT —
my.RT > 75 + Tjv + 5is,jv-

|TTI2RT -
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3.3 Delaytime

In a scalablegroup, it is not easyto maintainin-
formation on maximumtime differencer;; of each
procesg;s andmaximumdelaytime A, ;, between
every pair of p;s andpj,. In this paper eachprocess
pis IS assumedo know its maximumtime difference
T;s. Eachmessagen sentby p;s carriesits maximum
time differencem.t (= 7;5). Onreceiptof amessage
m from the procesg;, a procesg;, canknow the
maximumtime differencer;, (= m.7) of p;s.

For every pair of processe®;s and p;, in a lo-
cal subgroupG;, we assumehe minimumandmax-
imum delaytimes d;, ;, and A, ;, betweenp;, and
piv t0 beconstantsy; and A;, respectiely. In fact,
A; canbethemaximumdelaytime amongevery pair
of processef G,. Every messagen sentby apro-
cesy;s in asubgroupss; carriestheminimumdelay
time m.o (= ¢;) andthe maximumdelaytime m.A
(= Aj). Letd;; and A;; bethe minimumand maxi-
mum delaytimesbetweera pair of gatevaysp;, and
pjo of G; and G, respectiely. A gatavay p;o mon-
itors the delaytime with anothergatevay p;o. Each
processp;; is assumedo obtain the minimum and
maximumdelaytimesdy; andAy; betweerevery pair
of G, andG;. The minimum and maximumdelay
times d;s j» and A, j, betweenp;s andp;, canbe
obtaineddy computingy; +9;; +9; andA; +A;;+A
where(d;, A;) and(d;, A ;) areobtainedoy messages
from p;s andp;,, respectrely.

Although; is stablein eachG;, d;; andA;; may
notbeassumedo bestablein awide areanetwork.In
suchervironment,m; = my by thefollowing rule:
[Ordering rule] A messagen; precedesanother
messagens (m; = mso) if

1. me.RT — m1.RT > T;s + Tjv + Eis,jv if
my. LT < mo.LT.

2. mi.LT < mo. LT if €ij < |m2RT—m1RT\ —
(Tis + Tju) < Eis ju Wheree;; = 6; 4 05 + 045
andEj,j = A+ A+ Aij if G; 7é Gj, else
€ij = d; + 5j andE,;j =A; + Aj.

4 Evaluation

We evaluatethe GC'G (global clock group) pro-
tocol discussedn this papercomparedwith a tra-
ditional group protocol of linear clock. In a GCG
protocol,a group G is composedf local subgroups
G, ..., G, with aglobalsubgroup&g. An LT (linear
time) group G is composedf the samenormalpro-
cesseasthe GCG groupG, whereall the processes
directly communicatewith eachother We measure
how mary messagesre causallyorderedwith each
otherin a scalablegroupby the GCG and LT proto-
cols. A pair of messages:; andmy arereferredto
asunnecessarily ordered if themessagearecausally
concurreni(m; || mz) butareordered;m; = ma or
me = my in aprotocol.
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Weassumeéhateachocal processendsamessage
every A time units to destinationprocesses.In the
multicastgroup, destinationprocessesre randomly
selectedor eachmessagén thegroupG. A network
is assumedo bereliableandthe delaytime between
every pair of processess 1 [msec]in this evaluation.
We assumea physicalclock of every process; in a
local subgrougs synchronizedn the maximumtime
differencer; (1 < 7 < 5) [msec]. For example,
a physicalclock of every computeris synchronized
in NTP with a GPStime sener in eachlocal sub-
group. Here, maximumtime differencer; is deter
minedby measuringhetime differencewith theGPS
time sener.

In the evaluation,eachlocal subgroup’; includes
five processe®, ..., pisa andthe global subgroup
G includesten local subgroups.Processef each
local subgroupare realizedin one blade (Pentium
M 1.0[GHz] CPU, 512[MB] memory Linux Kernel
2.4.26). Thegroupd is realizedby tenbladesin the
HP Bladesener (ProLiantBL10e). Every bladeis in-
terconnectewvith aGPStime senerin the100base-T
Ethernet.

Messageseceied are messages storedin a re-
ceiptqueueRQ);s of a process;; in the GC'G and
LT protocols. Here, messagesare dequeuedor the
gueu RQ;s if the messagesre surely receved by
every destinationprocess. Messagesn the receipt
gueueRQ);s areorderedin = by the orderingrules
discussedn this paper On receiptof a messagen,
messages$n the receiptqueue RQ;s are compared
with themessagen to orderthe messagesHere,we
countupthenumberof messagem thereceiptqueue
RQ;s which precedehe messagen by the ordering
rule. Theratio RQ;s (m) for messagen is the ratio
of asthenumberof messagesrderedin the « proto-
col ( «e [GCG,LT]) to thenumberof messagei the
gueuefor the messagen. Theorderingratio OR,, is
theaverageratio O R (m) for every messagen.

Figures4 and 5 showv the ordering ratios[%] of
the number of message®rderedin the GCG and

0 50

LT protocolsto the total numberof messagefrans-
mitted in eachof the GCG and LT protocolsfor
intertransmissiortime A in broadcasend multicast
groups,respectiely. On receiptof a messagen, a
processompareghetimestampof m with messages
in the receiptqueue. Figure4 shows the samenum-
berof thebroadcasimessagearecausallyorderedin
the GCG and LT protocols. On the otherhand,the
numberof multicastmessagegausallyorderedare
reducedabout7% in the GCG protocolthanthe LT
protocolasshownn in Figure5. This meansthenum-
berof messagesnnecessarilprdereccanbereduced
in the GC'G protocol.

Figures6 and 7 shaw the ratios[%] of the num-
berof messagesrderedby therealtime (RT') times-
tamp with the maximumtime differencer of each
processn the GCG protocolfor broadcasandmulti-
castgroups.In Figure6, theratiois monotonicallyin-
creasedrom 20%to 90%for inter-transmissioriime
A. Figure7 shows thatthe ratio is monotonicallyin-
creasedrom 60%to 98%.

In scalableggroupsthenumberof messagesnnec-
essarilyorderedin the GC'G protocolis smallerthan
the LT protocol. In addition, the messagdengthis
0(1) in the GCG protocolaswell asthe LT proto-
col.

5 Concluding Remarks

In distributedapplicationsa large numberof peer
processearecooperatingln this paperwe proposed
a global clock group (GCG) protocol where every
procesauseshe physicaltimeto do the synchroniza-
tion with the otherprocessesEachprocessupportsa
physicalclock fully synchronizedvith the otherpro-
cesseduy taking usagewith NTP and a GPStime
sener in eachlocal subgroup.Messagesireordered
by usingphysicaltime. In addition,we discussedhow
to prevent message$rom unnecessarilyrderedby
additionally using the linear clock. We shaved the
numberof messagesnnecessarilprderedcanbede-
creasedn the GCG protocolcomparedwith the LT
protocol.
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