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Abstract
In peer-to-peer(P2P)applications,largenumberof peerprocessesarecooperating.In thispaper, we discuss

a scalablegroupof processeswhereprocessesarewidely distributedin networks.Clocksof computersin every
local networkaresynchronizedby usingthenetworktime protocol(NTP) with a GPStime server. We discuss
a global clock group(GCG) protocolwheremessagesarecausallyorderedby usingthe physicaltime stamps.
Messagesnot to be orderedby physicalclock arefurthermoreorderedby usinglinear clock. We evaluatethe
protocolin termsof thenumberof messagesorderedcomparedwith thevectorclock.� �������
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1 Introduction

A largenumber, severalthousandsto possiblymil-
lions of peer processesare cooperatingto achieve
someobjectives by exchangingmessageswith each
other in peer-to-peer(P2P)systems[12]. A group
[4, 11,13] is a collection of cooperatingpeer pro-
cesses.Here,messageshave to becausallydelivered
to processesby usingthe vectorclock [8]. In order
to causallydeliver messages,thevectorclock is used
in groupprotocols[4, 8]. However, the vectorclock
cannotbeusedin ascalablegroupdueto thecommu-
nicationoverhead,i.e. messagelength åWæèçêé for the
numberç of processes.

In thepaper[5], processesareinterconnectedin a
hierarchicalloop networkwheremessagesaretrans-
mitted in a tokenpassingmechanism.In the hierar-
chicaldaisyarchitecture[3], a groupis composedof
logicalgroupswhichprovidethecausallyorderedde-
livery of messagesby a causal server in presenceof
processfaults. All causalserversare alsomembers
of causalservers group. Takamuraet al. [15] dis-
cusshow to supportthe causallyordereddelivery of
messagesin a hierarchicalgroupby usingthe vector
clock. Here,agroupis composedof subgroupswhere
processesin differentsubgroupsexchangemessages

via gatewayprocesses.Taguchiet al. [14] discusshi-
erarchicalgroupsusingwherea vectorclock whose
size is the size of the subgroup. The authors[6]
alsodiscussa two-layeredgroupwhereprocessesin
eachlocal subgrouparesynchronizedby bothphysi-
cal clocksandlinearclockswhile gateway processes
of subgroupsaresynchronizedby vectorclock.

Precisephysicalclockslike radioandGPS(Global
PositioningSystem)clocks[10,17] are now getting
availableeven in a personalcomputer. A time server
can be equippedwith sucha precisephysicalclock
in a local network. Here, physicalclocks of other
computerscanbe synchronizedwith NTP (Network
TimeProtocol)[9] in a local networkwherevariance
of delaytime is small.Processesin eachlocalor per-
sonalareanetworkcanbesynchronizedsothatevery
physicalclock shows the “same” time. Every mes-
sageis stampedwith physicaltimewhenthemessage
is transmitted. It is easyto designand implement
algorithmsfor synchronizingmultiple processes.In
thispaper, everyprocessis synchronizedby usingthe
physicalclock becauseof smalleroverhead,i.e. the
messagelength is å (1). Messagesare causallyor-
deredby usingthetimestamps,maximumtimediffer-
encesof senderprocesses,andmaximumdelaytime
amongprocesses.Evenif thetimestampof amessage
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ëkì is smallerthananothermessageë�í , ëvì mightnot
causallyprecedesë í . In orderto prevent theunnec-
essarilyorderingof messages,thelinearclock is used
in additionto thelogicalclock.

In section2, wediscusstypesof clocks.In section
3,wediscusshow to globallycausallyordermessages
in ascalablegroup.In section4, we evaluatethepro-
tocol in termsof the numberof messagesto be or-
dered.

2 Clocks

2.1 Logical clocks

A group of processesare cooperatingto achieve
someobjectives by exchangingmessageswith each
other in distributedapplications.Supposea processîïì sendsa messageëkì to a pair of processesîðí andîðñ . Theprocessîòí sendsa messageë�í afterreceiv-
ing ëvì from îïì . Here, ëvì causallyprecedesë�í
since ëvì is surely sentbefore ë�í . More formally,
the causalityis definedbasedon the happens-before
relation. A sendingevent of a messageë happens
before a receiving event of ë . The happens-before
relation is transitive. A messagesë ì causally pre-
cedes ë í (ë ìoó ë í ) if a sendingevent ô ì æ ë ì é ofë ì happens before the sendingevent ô í æ ë í é . Ev-
ery commondestinationprocessî ñ of ë ì and ë í is
requiredto receive ëkì beforeë�í if ëkì ó ë�í .

Therearephysicalclocksandtwo typesof logical
clocks, linear clock [7] andvectorclock [8]. In the
linear clock [7], eachprocessî manipulatesavariableõ

showing its logical time namedlinear time ( ö õ ).
Initially,

õ&÷vø
. Eachtimeamessageë is sent,

õMùú÷õCû"ü
and then ë carriesthe logical time ëTý õ (

÷õ
). On receiptof a messageë ,

õCùþ÷ ëkÿ�� æ ëTý õ�� õ é .ëkì ó ë�í only if ëvì ý õ�� ë�í ý õ . However, even
if ëkì ý õ�� ë�íðý õ , ëkì maynot causallyprecedeë�í .
Themessagelengthis å (1).

In the vector clock [8], eachprocessî�� manipu-
latesa vector time ( 	 õ )

õ ÷�
 õ ì � ýúýúý � õ
��� for num-
ber ç of processesî ì , ..., î � , whereeachelement

õ
�
is initially 0. Eachtime a messageë is sentby î � ,õ � ùú÷�õ � û�ü . Then, ë carriesthevector

õ
of î � asëTý õ (

÷�
 ëký õ ì , ..., ëký õ � � ). On receiptof a messageë from anotherprocessî � ,
õ��~ùú÷ ëTÿ�� æ õ���� ëTý õ
� é

(� ÷�ü�� ýúýþý � ç , ���÷ ô ) in eachprocessî�� . ë ìÙó ë í if
andonly if (if f) ë ì ý õ�� ë í ý õ . ë ì is causally con-
current with ë í (ë ì�� ë í ) if neitherë ì ý õ�� ë í ý õ
nor ë ì ý õ�� ë í ý õ . Themessagelengthis O(ç ).

2.2 Physical clocks

Every pair of physicalclocksin differentcomput-
ersin naturedo not alwaysshow thesametime. Re-
cently, radio [10] andGPS(Global PositioningSys-
tem)clocks[10,17] areavailable. A time sever with
suchaprecisephysicalclockcanbesupportedin each
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Figure 1. Time difference .

local network. Time differencesof clockssynchro-
nized with the radio clock of JST (JapanStandard
Time) andGPSsatelliteclock arearound1.5 [msec]
in Japanand1 [ � sec], respectively. NTP (Network
Time Protocol)[9] with a time server is usedto syn-
chronizephysicalclocksof computersin a network.
Processescommunicatewith a time server to obtain
the currenttime by usingNTP. Time differencebe-
tweenclocksof a time server andeachcomputeris
longerthan100[msec]dependingon varianceof de-
lay time in networks.

Let � � æ! é show local realtime shown by thephys-
ical clock � � of a computeron which a processî � is
performedatUTC (CoordinatedUniversalTime)[16]
 . � � æ! é shows local real time ( " õ ) or simply local
time of î � at UTC  . Let # � æ! é show the time differ-
ence$  &%'� � æ( é)$ of thelocal time � � æ! é of aprocessî �
at UTC  . Let * � bethemaximumtime differenceofî�� , i.e. $  &%+� � æ( é)$ � * � for everyUTC  . Here,UTC  
is assumedto begivenby theGPStimeserver  ô . We
measuredthetime difference# �-,/. æ( é of eachof three
typesof operatingsystems,Solaris[2], Linux [1], and
Windows of a computerspc (Celeron700MHzCPU,
256MB memory). The computer ô î � is connected
with the time server  ô in a Gigabit Ethernetwith
NTP. The delay time in the local network is almost
stable,which is obtainedby measuringtheroundtrip
timebetween ô and ô î � . Thetimedifferenceof Win-
dowsis longerthan10millisecondswhichis toolong.
Figures1 shows thetimedifferences# �),/. æ! é for UTC
 on SolarisandLinux. The maximumtime differ-
ence * �),/. of the SolarisandLinux ô î � with a GPS
clock are0.1and1.5 [msec],respectively. As shown
here,eachprocessî � is characterizedby its maximum
time difference* � , mainly dependingon  � operat-
ing system.Let �0 � show the local time of a processî � . �0 � is newer than �0 � (�1�÷ ô ) ( �0 �324�-5 �0 � )
if f $6�0 � %+�0 � $ � * � û * � . �0 � is equivalent with
�0 � ( �0 �879� � �: � ) if f $;�0 � %<�0 � $ � * � û * � . A
pair of physicalclocks � � and � � are equivalent if f
� � æ! é 79� � � � æ! é for every UTC  .

Supposea pair of events = ì and = í occursat UTC
 ì and  í , respectively. Theevent = ì physicallyhap-
pensbefore= í if  ì �  í
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3 Realtime-Based Causality

3.1 Broadcast group

A group > is composedof local subgroups
> ì � ýþýúý � >@? which are interconnectedwith a global
subgroup>4A asshown in Figure2. Eachlocal sub-
group >@B is composedof a gateway processî B A , nor-
mal processesî B ì , ..., î B(C(D ( E;B �&ü ), anda time server
 ô/B . Processesin eachlocal subgroupare intercon-
nectedin a local areanetwork. Thegateway processî B A communicateswith notonly localprocessesin >@B
but alsotheothergatewayprocesses.Thus,theglobal
subgroup>4A is a collectionof thegateway processesî ì A , ..., î ?FA . Gateway processesareinterconnectedin
a wide-areanetwork. Thephysicalclocksof all pro-
cessesin eachlocal subgrouparesynchronizedwith
eachotherby NTP with a GPStimeserver.

Supposetherearethreeprocessesî B � , î�G)H , andî ? �
in localsubgroups>@B , > G , and > ? , respectively. Each
messageë carriestimestampëký " õ showing phys-
ical time when the senderprocesssendsë . Sup-
posethat a processî B � sendsa messageëvì at lo-
cal time �IB � æ! ì é for UTC  ì andanotherprocessîJG)H
sendsë�í at local time � G)H æ! í é to a processî ? � for
UTC  í [Figure 3]. Here, ëkì ý " õ7÷ �IB � æ! ì é andë�íðý " õ ÷ � G)H æ! í é . As presentedbefore,eachpro-
cessî B ? hasits own maximumtime difference*�B ? .
Here, $K�IB � æ! ì éL%M ì $ � *NB � and $;� G-H æ! í éL%O í $ � * G)H .
 ì �  í or  ì 2  í if $K� B � æ! ì é
%3� G)H æ! í é)$ 2 * B � û * G)H .
However, if $K� B � æ! ì éP%Q� G)H æ! í é)$ � * B � û * G)H , we
cannot decidewhether  ì �  í or  ì 2  í . Ifæ ë í ý " õ í % ë ì ý " õ ì é � æ(* B � û * G)H é , a sendingeventô G)H æ ë í é of ë ì physically happens beforea sending
event ô/B � æ ëkì é of ë�í with respectto UTC. However,
it is notsurewhetheror not ëkì ó ë�í .

In this paper, we assumeevery network is syn-
chronous.Let #RB �TS G)H and UVB �TS G-H show the minimum
delaytime andmaximumdelaytime betweena pair
of processesî B � and î G)H , respectively. In Figure3, a
processî G)H sendsa messageë í after receiving ë ì .
This means,a sendingevent ô G)H æ ë í é of happensin
# B �TS G)H time units after a sendingevent ô B � æ ë ì é . It is
straightforwardfor thefollowing theoremto hold:
[Theorem 1] Supposemessagesë ì andë í aresent
by processesî B � and î�G)H , respectively. If ëvì is sent
to theprocessîJG-H and � G)H æ! í éW%X�RB � æ! ì é � *NB � û * G)H û
UVB �TS G)H , ëkì causallyprecedesë�í (ëvì ó ë�í ).

In a broadcast group,every messageis broadcast
to every process.Causallyconcurrentmessagescan
beorderedby usingthetheorem:
[Theorem 2] Every processî ? � can deliver a mes-
sageë ì beforeanothermessageë í (ë ìXY ë í ifë í ý " õ % ë ì ý " õ 2 * B � û * G)H û U B �TS G)H in abroadcast
group.

Every commondestinationprocessî ? � of mes-
sagesëkì andë�í cannotdecidewhichoneof ëvì andë�í causallyprecedestheother in a subgroupby us-
ing thetimestampsif #RB ��S G)H � $ ë`í ý " õ % ëvì ý " õ $Z%æ!*NB � û * G-H é � UVB �TS G)H . Here,let ëký ö õ show thelinear
time of amessageë givenby thesenderprocess.
[Theorem 3] Let ëvì and ë�í be messagessentby
processesî B � and îJG)H in local subgroups>@B and > G ,
respectively. In abroadcastgroup > , ëvì causallypre-
cedesë�í (ëvì ó ë�í ) only if

1. ë�í ý " õ % ëvì ý " õ 2 *�B � û * G)H û UVB ��S G)H .
2. ë�í ý ö õ 2 ëvì ý ö õ if #RB �TS G)H � $ ë�í ý " õ %ëvì ý " õ $Z%[æ(*NB � û * G)H é � UVB �TS G-H .

From the theorem3, for a pair of messagesëvì andë�í receivedfrom î B � and î�G)H , respectively, “ ëTì pre-
cedesë�í ” (ëvì Y ë�í ) by theconditionsin thethe-
orem.. It is trivial that ëkì Y ë�í if ëkì causallypre-
cedesë�í (ëvì ó ë�í ).

p
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 δ[ \(] ^(_

Figure 3. Causality .

3.2 Multicast group

In a multicast group, each messageis sent to
somedestinationprocesses,nonecessarilyall thepro-
cesses.Evenif ë í ý " õ % ë ì ý " õ 2 * B � û * G)H û U B �TS G-H ,
amessageë ì maynotcausallyprecedeanothermes-
sageë í .
[Theorem 4] Supposea pairof messagesë ì andë í
are sentby processesî B � and îJG)H , respectively, in aë �`Ea :bc� ÿ ô) group. ëkì causallyprecedesë�í (ëvì óë�í ) only if thefollowing conditionshold:

1. ë�í ý " õ % ëvì ý " õ � *NB � û * G)H û UVB �TS G)H ifëvì ý ö õ�� ë�íðý ö õ .
2. ë ì ý ö õ � ë í ý ö õ if # B �TS G)H � $ ë í ý " õ %ë ì ý " õ $Z%[æ(* B � û * G)H é � U B �TS G-H .
Even if ë ì ý ö õd� ë í ý ö õ , a commondestination

processof ë ì and ë í cannotdeliver ë ì beforeë í
since ë ì may not causallyprecedeë í . Here, ë ì
is deliveredbefore ë�í only if ëkì is surelysentbe-
fore ë�í in > G , i.e. *NB � û * G-H û UVB ��S G)H 2 ë�íðý " õ %ëkì ý " õe� *NB � û * G)H û #RB �TS G)H .
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3.3 Delay time

In a scalablegroup, it is not easyto maintainin-
formation on maximumtime difference*�B � of each
processî B � andmaximumdelaytime UVB ��S G)H between
every pair of î B � and î�G)H . In this paper, eachprocessî B � is assumedto know its maximumtime difference
*NB � . Eachmessageë sentby î B � carriesits maximum
timedifferenceëTý * (

÷ *NB � ). On receiptof a messageë from the processî B � , a processîJG)H canknow the
maximumtimedifference*NB � (

÷ ëký * ) of î B � .
For every pair of processesî B � and î B H in a lo-

cal subgroup>@B , we assumetheminimumandmax-
imum delaytimes #RB �TS B H and UVB ��S B H betweenî B � andî B H to be constants#RB and UVB , respectively. In fact,
UVB canbethemaximumdelaytimeamongeverypair
of processesin >@B . Every messageë sentby a pro-
cessî B � in asubgroups>@B carriestheminimumdelay
time ëTý # (

÷ #RB ) andthe maximumdelaytime ëTý U
(
÷ U B ). Let # B G and U B G betheminimumandmaxi-

mumdelaytimesbetweena pair of gatewaysî B A andî G A of > B and > G , respectively. A gateway î B A mon-
itors the delaytime with anothergateway î G A . Each
processî B � is assumedto obtain the minimum and
maximumdelaytimes # ? C andU ? C betweeneverypair
of > ? and >PC . The minimum and maximumdelay
times #RB �TS G)H and UVB �TS G-H betweenî B � and î�G)H canbe
obtainedby computing#RB û #IB G û # G andUVB û UfB G û U G
where


 #)B � UVB � and

 # G � U G � areobtainedby messages

from î B � andî�G)H , respectively.
Although # B is stablein each> B , # B G and U B G may

notbeassumedto bestablein awideareanetwork.In
suchenvironment,ë ì�Y ë í by thefollowing rule:
[Ordering rule] A messageëkì precedesanother
messageë�í (ëvì Y ë�í ) if

1. ë�íðý " õ % ëkì ý " õ 2 *NB � û * G)H ûQg B �TS G-H ifëkì ý ö õh� ë�íðý ö õ .
2. ëkì ý ö õh� ë�íðý ö õ if i-B G � $ ë`í ý " õ % ëkì ý " õ $0%æ!*NB � û * G-H é ��g B �TS G)H where i:B G ÷ #RB û # G û #RB G

and
g B G ÷ UVB û UVB û UVB G if >@Bj�÷ > G , else

i-B G ÷ #IB û # G and
g B G ÷ UVB û U G .

4 Evaluation

We evaluatethe >lkl> (global clock group) pro-
tocol discussedin this papercomparedwith a tra-
ditional group protocol of linear clock. In a >lkl>
protocol,a group > is composedof local subgroups
> ì � ýþýúý � > ? with aglobalsubgroup> A . An ö õ (linear
time) group > is composedof thesamenormalpro-
cessesasthe >�kl> group > , whereall theprocesses
directly communicatewith eachother. We measure
how many messagesarecausallyorderedwith each
otherin a scalablegroupby the >lk�> and ö õ proto-
cols. A pair of messagesë ì and ë í arereferredto
asunnecessarily ordered if themessagesarecausally
concurrent(ëkì $($ ë�í ) but areordered,ëvì Y ë�í orë�í Y ëkì in a protocol.
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Weassumethateachlocalprocesssendsamessage
every m time units to destinationprocesses.In the
multicastgroup,destinationprocessesare randomly
selectedfor eachmessagein thegroup > . A network
is assumedto bereliableandthedelaytime between
every pair of processesis 1 [msec]in this evaluation.
We assumea physicalclock of every processî B in a
local subgroupis synchronizedin themaximumtime
difference*�B (

ün� *NB �po
) [msec]. For example,

a physicalclock of every computeris synchronized
in NTP with a GPStime server in eachlocal sub-
group. Here, maximumtime difference*NB is deter-
minedby measuringthetimedifferencewith theGPS
timeserver.

In theevaluation,eachlocal subgroup> B includes
five processesî B A , ..., î B;q and the global subgroup
> A includesten local subgroups.Processesin each
local subgroupare realized in one blade (Pentium
M 1.0[GHz] CPU, 512[MB] memory, Linux Kernel
2.4.26).Thegroup > is realizedby tenbladesin the
HPBladeserver (ProLiantBL10e).Everybladeis in-
terconnectedwith aGPStimeserver in the100base-T
Ethernet.

Messagesreceived are messageis storedin a re-
ceipt queue"Pr B � of a processî B � in the >lk�> andö õ protocols. Here,messagesaredequeuedfor the
queu "Pr B � if the messagesare surely received by
every destinationprocess. Messagesin the receipt
queue"Pr B � areorderedin Y by the orderingrules
discussedin this paper. On receiptof a messageë ,
messagesin the receipt queue "PrPB � are compared
with themessageë to orderthemessages.Here,we
countupthenumberof messagesin thereceiptqueue
"@rsB � which precedethemessageë by theordering
rule. The ratio "PrPB � (ë ) for messageë is the ratio
of asthenumberof messagesorderedin the t proto-
col ( tLi [GCG,LT]) to thenumberof messagesin the
queuefor themessageë . Theorderingratio ål"�u is
theaverageratio å�"4u (ë ) for every messageë .

Figures4 and 5 show the ordering ratios[%] of
the numberof messagesorderedin the >lk�> and

ö õ protocolsto the total numberof messagestrans-
mitted in eachof the >lk�> and ö õ protocols for
inter-transmissiontime m in broadcastandmulticast
groups,respectively. On receiptof a messageë , a
processcomparesthetimestampof ë with messages
in the receiptqueue.Figure4 shows thesamenum-
berof thebroadcastmessagesarecausallyorderedin
the >lkl> and ö õ protocols.On theotherhand,the
numberof multicastmessagescausallyorderedare
reducedabout7% in the >�kl> protocolthanthe ö õ
protocolasshown in Figure5. This means,thenum-
berof messagesunnecessarilyorderedcanbereduced
in the >lkl> protocol.

Figures6 and7 show the ratios[%] of the num-
berof messagesorderedby therealtime ( " õ ) times-
tamp with the maximumtime difference* of each
processin the >lk�> protocolfor broadcastandmulti-
castgroups.In Figure6, theratio is monotonicallyin-
creasedfrom 20%to 90%for inter-transmissiontime
m . Figure7 shows that the ratio is monotonicallyin-
creasedfrom 60%to 98%.

In scalablegroups,thenumberof messagesunnec-
essarilyorderedin the >lk�> protocolis smallerthan
the ö õ protocol. In addition,the messagelengthiså (1) in the >lk�> protocolaswell asthe ö õ proto-
col.

5 Concluding Remarks

In distributedapplications,a largenumberof peer
processesarecooperating.In thispaper, we proposed
a global clock group (GCG) protocol where every
processusesthephysicaltime to do thesynchroniza-
tion with theotherprocesses.Eachprocesssupportsa
physicalclock fully synchronizedwith theotherpro-
cessesby taking usagewith NTP and a GPS time
server in eachlocal subgroup.Messagesareordered
by usingphysicaltime. In addition,wediscussedhow
to prevent messagesfrom unnecessarilyorderedby
additionally using the linear clock. We showed the
numberof messagesunnecessarilyorderedcanbede-
creasedin the GCG protocolcomparedwith the ö õ
protocol.
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