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Anomaly Network Traffic Detection System using Multi-Probes

Nobuyuki Nakamura, Toshihisa Nakai

Abstract
Many nodes, which are infected by worms, are spreading all over the internet. These nodes are called bots, and these
bots may construct botnets. Botnets' behavior is now a potential risk to the everyday operation of the internet. This
paper proposes the way to detect the anomaly of the network traffic at the early stage of the strange behavior of the
botnets by defining "anomaly degree". Anomaly degree is calculated by the statistics of the network traffic observed by
a monitoring node, called probe. By combining, comparing and analyzing the results of multiple probes, we can detect a

large scale network traffic anomaly events in the early stage and moreover we can estimate the source of anomaly.
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