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Abstract In Japan, the use of biometric authentication techniques has spread as one of measures for
customers authentication in financial transactions such as those at CD/ATM terminals. However, security
evaluation methods for biometric authentication systems have not been established yet. In making use of
such systems, financial institutions have to follow international standardization activities and recent R&D
trends regarding the security of the biometric authentication techniques. In this paper, we will refer to four
documents relating to the security of biometric authentication systems used for financial services and
summarize the security requirements for such systems. Then, we will discuss how to meet the security
requirements by taking into account the recent R&D trends of the biometric authentication techniques.
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