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Proposal for Establishing Information Security Psychology
Hanae Azuma’

Katsuya UchidaT, Seiichiro Yatake!,  Takao Mon‘T, Kentarou YamaguchiT,
T Institute of Information Security

Developing information technology and hardware technology makes System Administrators
and Managers consider not only many information technologies to make organizations become
more secured but also attackers’ motivation and organization’s vulnerability. Recently the threat
has become diversification, many attackers take advantage of “Social Engineering” which can be
regarded as ‘hacking a psychological weakness'. It is very difficult to protect or to prevent these
attacks by recent system solutions & physical solutions. Therefore information security level can
be improved by psychological research for attackers, end users, and managers of the information
systems. We propose for establishing “Information Security Psychology” in the information
security.

Internal Threat
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