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Tracing behavior of P2P software using DLL injection
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Abstract Recently free P2P software is widely used. However, sometimes support and version
up is not provided for new vulnerabilities and attacks. In this paper we present a modification
of P2P software without dealing with source code. We apply debugging technology, called DLL
injection for tracing behavior of P2P application. Proposed software modifiles import table to
inject hook routine into target process. By doing this, snapshot of process memory is analyzed
and malicious behavior of P2P system is filtered and prevented. Qur system makes it possible
to modify P2P software without source code or updating which means we can protect ourselves
by proposed method.
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