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Abstract The risk of participating in DDoS (Distributed Denial of Service) attacks involuntary is
rising under the influence of the spread of BOTNET over these years. But, current measures for
DDoS attacks can’t avoid unintentional participation of DDoS attacks and outflow of redundant
packets into the Internet. Because, current measures such as an exclusive firewall almost put into
practice at the victim server. In this paper, we propose a method which blocks DDoS attacks at the
source of the attacks by monitoring interactive of communication at the router close to client
computers. And we show efficiency of the proposed method by the result for various data using the
prototype system.
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