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Access Control of Removable Media for Thin Client System
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Recently, leakage of privacy information becomes a serious problem. As a cause of the leakage, there is a case that
a user who has authority takes out privacy information or a computer is stolen. Thin Client systems that don’t keep
information in the terminal prevent these troubles. Thin Client terminals that can use removable media are widely used
from viewpoint of efficiency of the business. Therefore, it is necessary to prevent privacy information from being taken
out through removable media in such type of terminal. We show the scenarios of the leakage of privacy infomation
from thin client system. And we propose the technique for preventing them by doing the access control to removable

media with OS.
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<data_protection_policy>

<default_access>
<read>deny</read>
<write>
<write_access update="deny">deny</write_access>
</write>
<send_local>deny</send_local>
<send_remote>
<gend_remote_access>deny</send_remote_access>
</send_remote>
</default_access>
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12 <data_protection_domain type="none*>

<ACL>

<context>

<user>

<user_id type="real">1001</user_id>
</user>

</context>

<access>
<read> allow</read>
</access>

</ACL>

</data_protection_domain>
</data_protection_policy>
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send_remote | write, writev, sendfile, sendfile64, socketcall
process 1 <data_protection_policy>
2 <default_access>
p salvia 3 <read>allow</read>
/ eall 4 <write>
Removable mediaj 5 <write_access update="deny">allow</write_access>
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16 <user>

17 <user_id type="real">1005</user_id>
18 </user>

19 </context>

20 <access>

21 <write>

22 <write_usb>deny</write_usb>

23 </write>

24 </access>

25 </ACL>

26 </data_protection_domain>
27 </data_protection_policy>
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<data_protection_policy>

<default_access>

<write>
<write_usb>deny</write _usb>

</write>

</default_access>

<data_protection_domain type="none">

<ACL>
<access>
<write>
<write_usb>allow</write_usb>
<terminal_id>100</terminal_id>
<terminal_ id>102</terminal_id>
</write>
</access>
</ACL>

W 9 aaLabwn =

</data_protection_domain>
</data_protection_policy>

K6 FUF3DRERY TR

<data_protection policy>

<default_access>
<write>
<write_usb>deny</write_usb>
</write>
</default_access>

<data_protection domain type="none">

<ACL>
<access>
<write>
<write_usb>allow</write_usb>
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RO

i
wN

</write>
</access>
</ACL>

e
(LR
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~o

</data_protection_domain>
</data_protection_policy>
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vac, http://www.realvnc.com/.

FreeNX, http:/freenx.berlios.de/.

<terminal_type>server</terminal_type>
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