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Abstraet Deployment of open source software for embedded system is increasing. Sytem designer need
to cope with malicious input using exposed vulnerability. Lightweight verification and sandbox approach
is effective for embedded system. Because embedded system is specified, has less generic purpose than
PC and servers. In this paper we apply TDE (Trusted Domain Enforcement) for embedded linux 2.6
series. TDE is a coneept showed in TCSEC (Trusted Computer System Evaluation Criteria) for input
validation and sandbox for protecting system. Our system is based on LIDS (Linux Intrustion System)
for Linux 2.4 series. We implement our system as small kernel patch. We also discuss the modification
of thttpd in deployment of our TDE system.
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Subject  ACCESS inherit Object

Any file READONLY: 0 /sbin

Any file READONLY: O /bin

Any file READONLY: O /boot

Any file READONLY: 0 /lib

Any file READONLY: O /usr

Any file READONLY: O /etc

Any file DENY: 0 /etc/lids
Any file DENY: 0 /etc/shadow
Any file APPEND: 0 /var/log

Any file WRITE: 0 /var/log/wtmp

/bin/login READONLY: O /etc/shadow
/bin/su READONLY: 0 /etc/shadow
/bin/login GRANT: 0 CAP_SETUID

—116—



UNPROTECTED INPUT
I

TRUSTED
DOMAIN

TRUSTED
DOMAIN

UNPROTECTED INPUT

TRUSTED
DOMAIN

TRUSTED
DOMAIN

N

DW

i
UNTRUSTED UNTRUSTED
DOMAIN DOMAIN

N

BASIC WL BASED APPROACH

DENY

UNTRUSTED UNTRUSTED

DOMAIN

|
I
'
1
E
DOMAIN 3
1
I
1
I
|
i

PROPOSED BL BASED APPROACH

B 1: ¥ D TDE LB AT AD TDE OHE, ZRllX, ¥V T4 2REL. FhELETSH,
PERMIT % HPREGIZERET 5, BE T, TDE BZET &N & 772 X DENY % JRANIRE

35,

L. LIDS DF 720 hOT 7 ERABREETL
7eb®THS, TDEDH 2T oO@EHEE LT,
[var [log/wtmp = /tmp 72 K12 WRITE #RD 5 2
FU L7 NI ABAADH TR IC% LT,
TDE ##HT5., Zhicky, fEsh iRy
AFNZE Y, ®HBEFat 2ROEERER LRV
~FEINZOEBFSIERTCED, ERELLT
3, P77 ANV ARAT ARDY AT bha— )V E
EL, TatxB7r A EANE LTHR S BN
877 A VR READONLY CTH BN EI MF =y 7
5%, TDE O — U T4 Bt ashiz7ak
253, READONLY SASDBESED 7 7 A MZT 7%
AT D86, TDE BHiTSh, 7ot ADETHH
EEhs, BEAIZIL, read_write.c @ sys_read B
BAT, BED (FOHLED) Fak 2 Gkt
B&BL. TDE D75 FRoTRET B, —F T
dentry fiEEH D | inode EERE =LY | inode F
E#HFL, PROTECT Sh T\ 2\ (WRITE &
HOBHB) T4VvZ NINDY Y —XT 7EZAThH
LPRET D, TO228808F A%, TDE L
EATL., /bin R, [sbin LTD7 7 A VEETEN
TWBEIRL, TOBEZEILT S,

3.3 ##HAH Web H—N\~DHE A

AKX TiL, TDEO#EEREE LT, A—~—T7 81—
HBEexHLE LT, WEBT—EOF L PRy
RO FEREHIT o7z, Linux CiX. current <7 1
FRAVTETPO Y a e AOWEEERETZ 22
WTED, 213, BEVAT LD WEB Y —3~
RESHLTORVDHIVIEIBEDOH D (—r3—7
n—%BH L% ANIODSEEOTDE 757
DEBEERLIEDDTHD, FETZ7EARH o7
%BE. TDEZERAL, A—FRVEBTT7ANVTEE
922 & T HTTPD 0% Ry 7 2E%17 9,

F—R—T7a—ORHE, 2—FE—-Neh—3
WEBO2OTITH Z L WTRETH B, b —Fz%E
i ¢4, fault handler W C7 12k X#EER O TDE
TIVEREETD, ZOHE. WRTA fault 72
EHAE L., untrusted domain BT LCLES D
T, 2—¥E—FCHRE LEFFETTCHELEEZ
bhb, 2—¥E— KO signal hander 72 & T
N—T7a—5BRHT 285, BEVAT AT, V
T2 T T BA 2 bERWT, I—RNZE
BN FIUZHIBEB L. NSy TN FIEE
ELT7a X EERD TDE 75 V2 EFET5,

—117—



FLTC, Z7ANVRDYRT ha— VETRICT 7
TRZANEEFERL, ZHhIZLY, HTTPD 5
W, FZhbERINB Tt AEY L RRy 2
P L R

BEEFEOBEIUTOX 5 ITR 5,

—~==- user space --—-—
# include <signal.h>

int sigaltstack

(const stack_t *ss, stack_t *oss);
int main()

if (sigsetjmp(return_point,1)==0

{

~ main code of thttpd -

}

else

{

— reaction against buffer overflow -
software breakpoint;

}

}

void handler()

{

if (sig=SIGSEGV)

if (stack_overflow)

siglongjmp(return_point,1);

¥
—---— Kkernel space ————
do_trap
{

task_struct = current;
~ tde emabled -
}
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INPUT OVERFLOW DETECTED
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