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Policy addition mechanism of secure OS for embedded system
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NEC System Platforms Research Laboratories

Abstract

In recent years, a new function, which is to install software onto an embedded system, has been
watched. However the installed software might include bugs or viruses. Then, it is necessary to
protect the embedded system by secure OS. But the policy of the secure OS must set it strictly to
control the installed software. Therefore, we propose the policy addition mechanism of secure OS
for embedded system. The function of the proposed mechanism is an addition of the policy
according to the system configuration. And it has the function to limit the policy that can be set to
the software, because to limit the access of software according to the reliability of software. We
implemented the proposed mechanism with SELinux, and verified the effectiveness. This
mechanism achieves a secure software installation by adding the policy of secure OS.
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