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SRJE: Distributed Authentication Method to Inhibit Sybil Attacks
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In P2P networks, there are the attacks malicious users try to control the networks by using multiple
nodes, called Sybil Attacks. To inhibit Sybil Attacks, it is thought that the restriction of the number of
nodes per user is effective. To realize the restriction on DHT networks, a distributed authentication method
Self-Registration was proposed. However, Self-Registraion is not tolerant of increase of malicious users. In
this paper, we propose SRJE which is a distributed authentication method applied a local reputation using
an original evaluation system for Self-Registration. And then we compare SRJE with Self-Registration

through computer simulation.
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