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Abstract Automatic analysis tools for C programs, based on the formal verification technology, see much
progress now to become industrial strength. Unfortunately, those tools to adapt the bounded model-checking
methods have drawbacks in the scalability. Design by Contract (DbC) might be an approach to remedy the sit-
uation. DbC tools for C programs, however, do not consider function pointers in enough details although such
progarms are many. This paper proposes a new style of DbC to consider the function pointers, and adapts the be-
havioral subtyping rules for the check. The proposed method can detect potential errors, due to function pointers,
precisely.
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1. Design by Contract DE x5

int bal; /* invariant (bal »>= 0)
&& (bal < MAX); */

/*
requires (x > 0);
ensures (bal == \old(bal) + x)
&& (\result == bal) ;
modifies (bal);
*/

int deposit (x) int x;

if ((x > 0) && (bal + x < MAX)) {
bal =+ x; return bal;
} else { return ERR; }
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/*
requires (valid_ptr(comp) && (n >= -10));
ensures (\result > 0);

*/

int delegate (comp, n)

int (* comp) (int a); int n;

{

int x;

if(n > 0) { x = (*comp) (n); }
else { x = (*comp) (0); }
return Xx;

[ 3. BISURA > 2 D DbC (1)
/*

requires {(n > 0);
ensures (\result > 0);
*/

int calc(n) int n; { ... }

int user(m) int m;

{

return delegate(calc,-1);

}
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/* for cowmp

resuire (a »>= 0);
ensures (\result > 0);
*/
int delegate(comp, n)
int (* comp) (int a); int n; { ... }
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/*
requires (n > 0);
ensures (\result > 0);
*/
int foo(n) int n;
{

int (*comp) (int a);

/*
for comp
requires (a > 0);
ensures (\result > 0);
*/
int x;

void *h = dlopen{’x.so’, RTLD_LAZY) ;
comp = (int (*) int) dlsym(h,’'f1’};
x = (*comp) (n);

dlclose (h);

return (x*x + 1);
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/*
requires (n >= 0);
ensures (\result > 0);
*/

int sub(n) int n; { ... }

int caller(n) int n;

{
if (n »= 0) { return sub(n); }
else { return sub(-n); }

}

7. DbC ICED L FIA
/*

requires (n >= 0);
ensures (\result > 0);
and further
requires (n < 0);
ensures (\result < 0);
*/
int sub(n) int n;

{
if (n »>= 0) { return 1; }
else { return -1; }

}
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