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Abstract Recently, embedded systems connected to network have increased; therefore it is needed to strengthen
security. In addition, software component-based development is expected improvement of embedded software in
productivity. We present design of security enhancement for embedded component system, access control and mem-
ory protection. Firstly, Access control controls what a subject access to an object by the access rule. We design and
implement the access control mechanism for embedded component system. The second one is memory protection
mechanisms. We also design the generic memory protection mechanism including the nested memory protection
and the dynamic protection pattern change.
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