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Abstract Electronic authentication with a portable device such as a smart card has been receiving increasing
attention. For portable devices with a poor computation resource, one-way hash functions are used as a cryp-
tography technology for secure authentication. However the computing time of an identification with hashed
data is proportional to the number of the users, and therefore it is not practical for large-scale systems. This
paper introduces a formalization of identification and two kinds of attacks, and analyzes the computing time of
an identification of a user.
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