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Zero-Knowledge Proofs Considering Error
for Secure Fingerprint Authentication

KOJI Kogma t
 Dept. of Information Science, School of Science, the University of Tokyo

Recently, secure biometrics authentications using zero-knowledge are proposed, but they seems to
have problems in terms of accuracy or utility. In our research, we focus on fingerprint authen-
tication and propose the more secure fingerprint authentication protocol. When thinking about
the application of zero-knowledge to biometrics authentication, the identification including errors
makes problems. We solve this difficulty by proposing the zero-knowledge proofs for the problem
considering error. Assuch a problem, we define and employ the novel problem A-MA, which is cus-
tomized for Minutiae method, to improve the accuracy. The numerical verification of our protocol
shows less than 1% of FAR (False Accept Rate) and FRR (False Reject Rate), which is less than
the previous similar researches.
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