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P2P Overlay Network based on UDP Firewall Traversal

TAKAYUKI OKAMOTO,t TAISUKE BOKU,t MITSUHISA SATO!
and OsAMU TATEBEt

An enormous number of PCs at home or office potentially implies a great amount of compu-
tation power when they are out of the work, and there is an opportunity to utilize their power
for a large scale computation. However, these machines usually exist behind the NAT or
firewall and it requires various techniques to access and connect them, such as logical naming
independent from the original IP addresses, efficient routing, or NAT traversing with UPnP or
UDP hole punching. It is troublesome to apply these techniques adequately to each applica-
tion, and this is a hazard in the development of P2P application. In this paper, we propose an
overlay network to connect all attending nodes in logically flat layer independently from their
physical network in order to encourage the easy development of various P2P applications.
In our system, we implement a generic communication library based on UDP hole punching
which is one of the most common NAT traversal techniques, and evaluated the communication
performance on commodity personal broadband router widely used at home. We developed
an original communication layer only with UDP protocol which is basically compatible with
TCP. By the direct communication through NAT box without intermediate relay server, we
confirmed that our method provides a communication performance with only about 20% of
performance degradation compared with TCP communication.
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