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Dynamic Information Flow Control for Preventing Information Leakage

Hmrovuki Kurrra,: Ryota SHiovA,! HDETSUGU IRIE,#* MASAHIRO GOSHIMA!
and SHUICHI SAKAT t

Conventional techniques to prevent information leakage are based on the reliability of programs. However,
it is difficult to guarantee the reliability of a program since it depends on mane aspects such as program’s
vulnerabilities, tamper resistance, programmer’s malice. In this paper, we focus on the information flow of
programs and propose a novel technique to prevent information leakage. The technique dose not depend on
the reliability of programs because the technique tracks and controls the information flows dynamically. In
addition, the technique provides the interface to programmers and prevents excessive restriction to various

functions of programs.
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