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Implementations of Pipelined Fast Packet Filters on x86 Processors
YOSHIYUKI YAMASHITA t and MASATO TSURUft

Packet filters are essential for most areas of recent network equipment.
The filters implemented by software on general-purpose CPUs are flexi-
ble but suffer from poor performance. To solve this problem, the authors
have studied the sottware pipelining techniques for a loop with many con-
ditional branches as the key techniques of fast packet filters and reported
their high effects on Intel Itanium 2 processor. In this paper we show
that the techniques are also effective on Intel x86 processors; software

ipelined programs are two times faster than commercial C compiler

ased optimal programs and 1.7 times faster than non-software pipelined
optimal ones.
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ip filter 1 reject X.X.X.0/24 * * *x *

ip filter 2 pass * X.X.X.0/24 established * *

ip filter 3 pass X.X.X.X/29 X.X.X.X tcp * smtp

ip filter 4 pass X.X.X.0/24 X.X.X.X tcp * 5000-6000
ip filter 5 pass * * udp * domain

ip filter 6 pass X.X.X.X/29 X.X.X.X tcp * pop3

Bﬂl 7 ANIN—NDF] (—EHk, EEEX. XXX I EREI I
EDT FUVAEBAS)

for(int i = 0; i < 7A NIRRT —VE; i+){
SIP = [AH v bD sipl & [1 BEHD/NY —V D sip D bit TR Y] ;

if (SIP == [1 HEHD Y — D sip]){ //(1)
DIP = [AN v D dip] & [i BHDNY—> D dip D bit YA 7];

if(DIP == [1 ZB D/ — D dipl){ //(2)

if ([i FEH DY — > ®D proto] == tcp){ //(3)

if (AN F D spt] >= [ BEHDNY — D spt D TFIRMEI{ //(4)

if(LAHRT y F D spt] <= [1 BHD/Y — VD spt D_LPME1{ //(5)

if (LA y b @D dpt] >= [1 BHDNY —> D dpt DTHHEI{ //(6)

if (AN 9 P @D dpt] <= [L BEHDNY — > D dpt D _LRED{ 1/(T)

FLAGS = [ABRTY D tcp 797+ 74— F]
& LI BHDNY = Dtcp 757+ 74— FDbit vAY];

if (FLAGS == [i BEHO Y =YD tcp 757 - 74—V F1){ //(8)
return [i BHD/ XY — D action]; //2TOLBEHIBIZRII L 71
}
} else if([i BHDSH —> D proto] == #){ //(9)
return [i BEHD /Y —> D actionl; //2TOEBHRBICERIIL -1
}
}
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Lxxx: movq %rsi,%r8 // 0
andg  8(%rbp),%rs // 1
cmpq  0(%rbp),%r8 /72
je Ltxx
LOOPBACK (Lxxx)

Ltxx: cmpb  $6,36(%rbp) // 3
jne Ltfx

Lttx: movqg 16(%rbp),%mmi /4
movq  %mm7,%mm0 // 5
pempgtd %mmO0, %mm1 // 6
pcmpgtd 24 (%rbp) , %mmo /17
por %mm1 , %mmO // 8
movd  %mm0,%r9 // 9
testq %r9,%r9 // 10
je Lttt
LOOPBACK (Lxxx)

Lttt: movzbl 38(%rbp),%r10d // 11
movl  %ri4d,%riid // 12
andl  %r10d,%rild // 13
cmpl  %riid,%r10d // 14
je Laccept
LOOPBACK (Lxxx)

Ltfx: cmpb  $0,36(%rbp) // 15
je Laccept
LOOPBACK (Lxxx)
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Lxxx_ttt: movzbl -2(%rbp),%ri0d //11
movl  %ri4d,%riid //12
andl  %r10d,%riid //13
cmpl  %rilid,%r10d //14
je Laccept
movq  %rsi,%r8 // 0
andq  8(%rbp),%rs /71
cmpq  0(%rbp),%r8 // 2
je Ltxx_ttt
LOOPBACK (Lxxx_fxx)

Ltxx_ttt: cmpb  $6,36(%rbp) // 3
jne Ltfx_ttt
el

Lttx_ttf: movq 16(%rbp),%mmi // 4
movq  %mm7,%mmO //'5
pcmpgtd %mmO, %mm1 // 6
pcmpgtd 24(%rbp) ,%mm0  // 7
por %mm1 , %mmO // 8
movd  %mmO0,%r9 // 9
testq %r9,%r9 //10
je Lttt_ttf

Lttf_ttf: LOOPBACK(Lxxx_ttf)
Lttt_ttf: LOOPBACK(Lxxx_ttt)
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&1 X86 64bit IKIRE — F OETH

ETRE (MC) a = 2.00, ... t=Aa+B
S 200 89917683436 69.73] A4 B
%86 1 crurIn 474 | 1245 | 168.0 | 411.8 | 699.2 | 9.8 | 30.0
64 bit | Xeon, Fhka—F 31.8| 69.2 | 1786 | 3186 | 609.8 | 87| 117
2.66 GHz, Y7+, | 338| 732 |176.0 | 3034 | 577.8 | 81| 175
0SX 10.5.5 V7box7.. | 326| 685 108.6 | 180.9 | 354.8 | 4.7 | 23.7
2 c7urJh 28.4 | 81.4] 1158 |339.8| 7714 | 11.3 | —314
Core 2 Duo, FEMhka—F 20.7 | 65.2|169.0 | 296.4 | 5423 | 7.7 | 16.9
1.83 GHz, JEVY 7Tz | 299 | 7121763 |304.6 | 5437 | 77| 220
Fedora Core 9 | Y7+ =7.. | 30.0| 657 | 1063 | 181.8 | 358.2 | 48| 204
3 cC/uZ3s A 48.1 [ 1239 [ 167.2 | 4095 | 696.1 | 98| 30.2
Core 2 Duo, Fhka—F 31.3| 69.3|1785 (3182 | 6074 | 86| 120
2.00 GHz, JEV7b=.. | 31.5| 686 1785|3176 | 6059 | 86| 12.0
0SX 10.5.5 V7b7x7.. | 322| 67.9|108.0 | 180.8 | 355.0 | 4.7 | 23.1
%86 1 crurZsn 63.2 | 190.1 | 289.5 | 681.4 | 1203.0 | 17.1 | 31.8
32 bit | Xeon, Ffhma—F 42.0 | 92.7 (2061 |321.4| 6853 | 95| 18.0
2.66 GHz, JEV7 x| 420 92.7]|206.1 | 3214 | 6853 | 95| 18.0
0SX 10.5.5 V7b9x7.. | 451 | 978 | 1583 | 267.0 | 5423 | 7.3 | 284
2 c/ursna 38.0 | 113.1 | 228.7 | 598.0 | 1033.2 | 152 | —1.6
Core 2 Duo, Ffha—F 388 | 91.3 2058 (339.1| 651.1] 91| 250
1.83 GHz, JEVZ7 U= | 39.2| 96.7] 2123|3565 | 6458 | 9.0 322
Fedora Core 9 | V7 FV x... 39.2 | 90.4|149.1 [ 262.2 | 5275 | 7.2 | 229
3 c7urz3sa 53.0 | 195.7 | 347.0 | 647.2 | 1502.3 | 21.3 | —20.1
Xeon, Ffhpa—F 388 | 89.5|201.0 |3346| 6298 | 88| 265
2.13 GHz, JEV7 b=, | 388 89.5|201.0 3346 | 6298 | 88| 265
Linux v.2.6 V7F2x7... | 404 90.0|150.2 | 263.7| 5233 | 71| 245
4 c/urzsn 82.8 | 193.7 | 300.6 | 643.0 | 1204.6 | 16.8 | 39.3
Core Duo, i a—F 56.1 | 122.6 | 251.8 | 405.0 | 813.0 | 11.2 | 33.7
1.66 GHz, JEY 7Tz, | 561 | 1226 | 251.8 | 405.0 | 813.0 | 11.2 | 33.7
0SX 10.5.5 Y7+, x7.. | 59.7| 1253|2039 | 3455 | 6665 | 9.0 | 434
5 c7urzh 78.3 | 222.2 | 377.6 | 661.9 | 1099.2 | 149 | 92.1
Pentium 3, FEfpa—F 84.0 | 206.9 | 366.2 | 561.6 | 972.7 | 12.8 | 97.3
850 MHz, JEY 7 hT ... | 84.0| 2069 | 366.2 | 561.6 | 972.7 | 12.8 | 97.3
Fedora Core 5 | V7 + 7 =7... | 86.5 | 164.6 | 289.6 | 464.6 | 819.5 | 10.8 | 78.7
T1A-64 | 1 crarZsa 95.8 | 241.4 | 424.9 | 672.3 | 1186.3 | 15.8 | 104.2
Ttanium 2, FEiha—F 45.6 | 147.6 | 251.9 | 441.4 | 793.3 | 10.9 | 46.8
900 MHz, JEVY 7=, | 46.7 | 1187 | 204.1 | 327.7 | 5945 | 80| 472
Linux v.2.4 V7b7x7.. | 540 | 955 | 172.6 | 281.4 | 4923 | 65| 46.8
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K2 EBEA OV — Bz X 3BTRS E) ok

& | Jukyy C7..|#Eh.[#EV. . [V7. LR Ay DERE
A1 Az A3 A4 Al/A4 A3/A4 Fﬁﬁ (nsec)
x86 | 1. Xeon (2.66G) 9.8 8.7 8.1 4.7 2.1 17 1.8
64 bit | 2. Core 2 (1.83G) 11.2 7.7 7.7 438 2.3 1.6 2.6
3. Core 2 (2.00G) 9.8 8.6 8.6 4.7 2.1 1.8 24
x86 | 1. Xeon (2.66G) 17.1 9.5 9.5 7.3 2.3 1.3 2.7
32 bit | 2. Core 2 (1.83G) 15.2 9.1 9.0 7.2 2.1 1.3 3.9
3. Xeon (2.13G) 21.3 8.8 8.8 7.1 3.0 1.2 3.3
4. Core (1.66G) 16.8 | 11.2| 11.2 8.9 1.9 1.3 5.4
5. Pentium (0.85G) 149 | 128 128 108 14 1.2 12.7
TA-64 | 1. Itanium 2 (0.90G) 158 | 109 8.0 6.5 2.4 1.2 7.2
TA-64 | 3R 9) (PE) 15.8 — 7.9 3.9 4.1 2.0 43
SCHR 9) (EMS) 15.8 — 7.9 5.4 2.9 1.5 6.0
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