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Abstract  Presently, all of the network intrusion detection system (IDS) is based on software implementation and
co-operated with some operating system. However, an expansion of the infection is a big problem after the operating system
has been infected by worms. In this proposal, we design an intrusion detection module named PIDM (Programmable Intrusion
Detecting Module). This module is implemented on an FPGA. PIDM can detect anomaly intervals of system calls and warn for
users, so that the dependability of itself and each other IP connected equipments is guranteed. Furthermore, we achieved low
electric power consumption of PIDM and low CPU load on IP connected equipments.
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