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Abstract Digital multimedia contents can be redistributed without quality degradation; thus, the loss caused
by unauthorized duplication and use is significant for content holders. Data encryption has been mainly used to
protect those contents. Contents data needs to be eventually decrypted to play them. In order to make decryption
processing difficult to reveal. two major techniques. hardware implementation and software obfuscation, have been
popularly used. While hardware implementation lacks the flexibility to deal with new processing methods. software
obfuscation itself is not perfect solution for tamper resistance. This paper describes a software architecture that
aims the reinforcement of tamper resistance by realizing data paths of digital multimedia contents within the kernel.
Such in-kernel data paths prevent the unnecessary access to software programs and data that require protection.
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