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Proposal and Evaluation of Memory Protection Mechanism
For Hard Real-Time Systems

MiTsurU NISHIBE ,t SHINYA HONDA ,tt HIROYUKI TOMIYAMA t
and HIROAKI TAKADA t

Recentry, there is a problem in hard real-time embedded system that the increase of the
development cost and the decrease of the quality and reliability because of increasing software
complexity , the need for memory protection will only increase over time. Memory protection
is necessary both hardware and software (OS) support.

First, it proposed the protection method to improve a past memory protection method,
made the circuit of a past method and the proposed method, and evaluated each area of the
circuit and the delay. Proposal MPU was mounted on 32 bit processor , and ported the kernel
based on pITRON/PX. From the results the proposed protection unit is better than other
method in the protection efficiency , real-time performance and the hardware cost. It made

clear that memory protection is valid in hard real-time system.
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