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Abstract This paper proposes an efficient LSI architecture for deciphering of a new simple public-key cryptosys-
tem to obtain real-time performance in motion picture processing. In the new cryptosystem, the deciphering process
just consists of two multiplication and one addition, and these operations are merged into one multiplication oper-
ation in our design. The cryptosystem uses long bit integers such as 1024bit, so adders with no carry propagation
are adopted. Multiplication is implemented as the repetition of the addition without carry propagation and the
result is post-processed to obtain the usual binary numbers. To reduce the total clock cycles, a pipeline architecture
for the multiplication and the post-processing is introduced, and a loop-unrolling for the multiplication is applied.
With these mechanisms, our LSI can obtain the real-time performance with 81MHz clock.
Key words Public-key cryptosystem, LSI architecture, motion picture processing
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THRFET 5.

2.2 BESEELUHRE

EX m it 1024bit &L, M E0/hEWVHDETD. KEL
B WTHEFTICER LI Z o0 S ry,ro AL, BSX
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MONT (A.B.M)
{
S:=0;
for i = 0 to 1023
{
S’ =S + boA;
Lo := S mod 2;
S =(S+LM)/2
B =B/2
}
ifS2MthenS :=S-M;
}
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mMONT (C;,C2.{,n.M)
{
S:=0;
for i = 0 to 1023
{
S" =54 C1o¢ + Coom:

Lo ;=S mod 2;

S =(S+LM) /2
C=C /2
C=C /2

}
ifS>=MthenS:=S-M;

K8 HKRESTAYRH

D% M T modulo # & 5.

for DR L#%ICIT, BL LT Ci x(+C2axn (mod M) %
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Y, for L—7% (i=0; i<1024; i=i+1) Tk < (i=0; i<1024;
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i=i+4) LEELII LIRS, EDOHICH I CSA/RBA
EALBELTOINBELESKE 256 BN Z LN TERL. £
PROHE TIZ4 DOR L CSA/RBA £V 2— V%K 9 O EE
WRTESICERBELE.

4.2 175144

EFErAAVRBICLVBONIMINRARRRERTHDD
T, BEOZEFICRT-OORLEBELEL 2D, ZOEDHIC
xR Y Y —2EOMBEZTRbRITNER 62V, itk
TIRHELILBENLEL 2. TITHAREEY 2 — L (W
9: L) LBIIC, BUBETRIMEES2—1 (K9 TH)
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MEE Y 2— LT, RIRFBREIC L > T 1024bit DB 2
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RELTA L, EREOMBL RN, (8 —
Ko7 ORIZFNIZEREL 2B

5. LSIMNXELE &b

AR TRBELET X7 7F ¥y — K< EE % Verilog



0 —

B LS! ||— cC1
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10 ES{LOERBRKFE

. 32clock |
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HDL # A Tadt L. #FHcB\\Tik CSA/RBA DK D
GATHRH LI WINRLb 1024bit DREEZEERL LTV 5.
R2E, RHAEKIEY FPREASTA—FLTVWEOT, K
1024bit DEIFEZ AT 2R, ST SERBED VAT LER
LU, TOEMIMET R K1 KRBEROBRETT.
FEICITER Y —vE LT deshell, 74 7Z Vix VDEC EXD
Rohm0.35um 74 77 U 2 Fvic. TR S CSA/RBA
WENOWEE L - BE IR CER»OEEL 2B L
Bhhrot.

11 3ESEERIC KT 2B D E A I I F ¥ —
FTHD. BOICEBLICLERBE LR LIy bEANS.
LELEINDDIE{(,n,6 M} D4 (WFhb 1024bit) Th
5. ENBL KEYHRENENO, 1ICRo7o b & F—DAHMN
BRsEEND. ASIR— b A% 32bit D, F—ANICiT 64clock
(1024bitx4 = 32bitx2-portx64clock) Np%ELLS. £LT
ENB & KEY DB EREN 1,0 &5l & & ICHB{LAAEAE
BEND. AVATATHANSNAESXORSIITETH
Y, MODE t'y ML VU D Z LAFTRETHS. BEIXA
HDANV—Fy MEZhbOE y MRICKWLEIT 5.

K 256bit-CSA D ¥ A 7122\ Tik Rohm0.35um 7t
Z-4.9mmx4.9mm LiFHZ LA T U b ETRV, EBICF v 7%
fERR LT (B12). £ LTHEENSTF v 72AVT, BE{L
SNT-BEBREFTEFBIELR LICETTEI L L2 ERETCR
BL. HERICEVTIE MMS #80 MU200-SXCW FPGA
A— F&AWk, FKX— FiZ VDEC Rohm0.35um 160pin
NWor—YDO LSl OBET A b E1TR I FHDHOT, LSI &
FPGA(Altera) DBAMEIENTTHETH S, 7=, JIE/ LAV
THEBRDY TAY A AMLBOEREITRI ZENTES. E
BT, FPGA T 8L %4772\, LSIITHELT, Y7
A LCBNEBROES HEOQNENTEEI LERL.

10 Pin 103

BE 256 bit
B{EE®KE 81 MHz
R/ A 10.17 ns

a7 Omik 3.6x3.6 mm?

ANT—4 & 8,16,24,32 bit

12 RELELLSI ANy

6. ¥ & &

AT RSA S L BB EINIFRESHRICKHL, 2h
EPPROCERTEALSI7T—%T 7 F v &R L1z KEEY
HERETAYRHE, CSA/RBA ¥4 70 4-2 MR, CLA
MHRoTVS. CSA/RBA by FRICK b TBIEA—EAR
DT, By hOMBIKBHLTWAZ LERLE. £FLTRE
256bit D A7 A% Rohm0.35um 2+ 2 ETLSI{L L.
BX#t L 7= LSI X 81MHz TEBIME L, BBk X417- 640x480 pixel
- 7% T — (24bit) - 30 7 L — A /sec DENEIR (=324Mbps)
EYTNEALIEBTED I LEFERICL > TR L.

S®BIL, T—XT7 7 F xR EBIKHKAL, XV AL—T v}
PECERVRRE L OWESLLSI 2#RH T2 L 2B LTY
5. ¥V TNANEAL LADOESEICOVWTHAR LSI DISAEZE 2
T3,

M i#

AHREEDDICHI ) BEI LA RIS, ZHM2TE
WEBRRAKEXREEREE L AT AFRBOEFERE, B
BEMBRICECRBBLET. 72, Fo 7ROV THRE
RRFRBEER L AT 2R HEHR L5 —28EL, v/
T ARKESHOBNTIT bRz b D THS.
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