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あらまし本稿では，コンピュータシステムが様々なメモリ部品から構成される点に着目し，コンピュータシステ

ム全体としての信頼性を議論する．具体的には，ＳＲＡＭとＤＲＡＭのソフトエラー率の違いに着目し，一般的なコン

ピュータシステムにおいては，信頼`性と性能の間にトレードオフが存在することを解析する．また，信頼性と性能を

両立する「高信頼性キャッシュアーキテクチャ」を提案する高信頼性キャッシュアーキテクチャにおいては，二つの

動作モード，すなわち，信頼性モード及び性能モードを導入する．キャッシュメモリの動作モードを制御することによ

り，コンピュータシステムの信頼性と性能を両立する．計算機実験により，提案する高信頼性キャッシュアーキテク

チャがコンピュータシステムの信頼'性と`性能を両立することを示す．
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AbstractlnthispapeBwediscussle1iabilityofacomputersystemwhichconsistsofvariousICcomponents､WefOcuson 

thediffereｎｃｅｂｅｔｗｅｅｎＳＥＲｓｏｆＳＲＡＭａｎｄＤＲＡＭｍｅｍoriesandanalyzeatradeoffbetweenreliabilityandperfbrmanceof 

acomputersystem・WealsopmposeleliablecacheamhitecturesfOrbothreliabilityandperfOrmance・Weintroducereliabil‐

ityandpelfOrmancemodesfOrreliablecachearchitectures・ControllingtheoperaUonmodeofacomputersystemdeclcases

vulnerabilityofacomputersystemunderacertainperfOrmanceconstraint，Ourexperimentsshowthatswitchingtheoper-

ationmodesofthecachememoriesaffectsperfOrmanceandleliabiIityofacomputersystemandiseffectivefOrtuningits 

perfOrmanceandreliability・

KeywordsSoftError,Reliability,Performance,CacheMemory 

softerrorshavebeenproposedln[3,8,15Lsofterrorsimulation 
withfaultinjectionisdiscussedln[3,7],asofterrorestimation 

[echniqueisdiscussedfOrmicroprocessors，SoftcnPorsimulation 
inlogiccircuitsarealsobeingstudiedanddeveloped[11-141The 
structureofmemorymodulesissｏregularandmonotonousthatitis 
ComparativelyeasytotreattheirsoftelTors､OncetheirSERsaIcob-
tained,thevaluescanbeutilizedasreferences・TheirSERscanbe

obtainedwithfieldandaccelcratedtestsexperimentally[４１These 
SERsofmemorymodulesbecomepessimisticwhentheyareem-
beddedintocomputersystems・ＩｎｏｂｔａｉｎｉｎｇｔｈｅＳＥＲｓｏｆｍｅｍｏＩｙ
ｍｏｄｕlesbyfieldoracceleratedtests,everysingleeventupset(SEU） 
onmemorymodulesisregardedasacriticaleronThisimplicitly 

LHntmduction 

AhardelToriscausedbyapennanentphysicaldefectwhileasoft 
erTorusuallyreferstoatransientdefectwhichiscausedbytheITnal 
neutrons,high-eneIgyneutrons,oraparticles・Mayfirstdiscovered
thatapalticlesemittedfromradioactivesubstancescausedsofteF 

rorsinDRAMmodules[61Thefeaturesizeofintegratedcircuits 
hasreachednano-scaleandthenano-scaletransistorsbecomemore 

softenPorsensitive・SoftenPorestimationandhighly-reliablede‐
signbecomeofutmostconcerninmission-criticalsystemsaswell 

asconsumerproducts，Recently,severaltechniquesfOrestimating 

－９３－ 



assumesthateverysoftenPoronmemorycellsofamodulemake 

acomputersystemfaulty，Incomputersystemswhichbehavedy‐ 
namically,ｍｅｍｏｒｙmodulesareusedtemporallyandspatiallyand 
everysoftelToronthememolymodulesdoesnotnecessarilymake 
thecomputersystemfaulty､Inthissense,thesofterrorsincomputer 
systemsshoulｄｂｅ[reatedinadilferentwayfromthoseinmemoly 
modules・

AccuratesofterTorestimationatsystemlevelisoneoftheissues 
ofulgentconcem，Severalsofterrorvulnerabilityes[ima[iontech‐ 
niqueshavebeenproposed［1,2,5,101Theauthorsofthispaper 
discussedanaccuratesofterrorestimationtechniquewhichcanbe 
adoptedearlyindevelopmentofcomputersystems[lOlItisnec‐ 
essalythatthedynamicbehaviorofcomputersystemsistakeninto 
accountinordertoaccuratelyestimatethereliabilityof[he、．The
timeduringwhichamemorymodulｅｏｒａｌｏｇｉccircuitisutilized 
dependsonthebehaviorofacomputersystemwithaprogramand 
affectsitsreliability・Itishardtodis[inguishthesoftenPorsinmem‐
orywhichareorarenotcriticaltothecomputersystemwithout 
knowingitsbehavio凪Thecomplicatedstmctureofthehierarchi‐
calmemorymoduleswhichareutilizedincomputersystemsmakes 
softtheeITorestimationofthemhaldenlnsuchacomputersys‐ 
tem,itishardtojudgewhichpartofmemonesaleactivetooperate 
thecomputersystemOursofterrorestimationtechniquecomputes 
[henumberofsofterrorsonallmemorymodulesofthecomputer 
systembycycle-accurateinstruction-setsimulation(ISS)withtheir 
dynamicbehaviortakenintoaccount、

ThesoftenForsonelectronicsa1℃get[ingprobableasthetechnol-
ogynodeofICsproceeds・Thereliabilityissuesmus[betakeninto
accountinthemissioncri[icalapplicationsaswellasinconsumer 
products・InthispapeBweanalyzeatmdeolfbetweenreliabilityand
perfOnnanceofcomputersystemsandalsoproposeanovelmem‐ 
oryhierarchyfOrmakingcomputersystemsreliable,Therecentre‐ 
searchonthesinglecventupsets(SEUs)onmemolymodUlesiden‐ 
tifiedthattheSRAMmodulesaregettingmorevulnerablethanthe 
DRAMmodules・Inthesense,thereexistsatradeoffbetweenthe

perfblmanceandthereliabilityofcomputersystemsbecausetheir 
cachememonesaIcmadefromvulnerableSRAMmemoriesand 

contributetotheperfOITnanceimprovement・Ｉｎｏｕｒｍｅｍｏｒｙｈｉｅｒ‐

archy,ａｃachememoryisadaptivelyac[ivatedordeactivatedfOr 

controllingperfOrmanceandleliability・Ｔｈｅｃａｃｈｅｍｅｍｏｒｙｉｓａｃ‐
tivatedinthephasewhelethepelfOrmanceisrCquiredwhileitis 
deactivatedinthephasewhereIcliabilityisrequired､Switching[he 
modeofthecachememoIycontributestocontrollingperfOrmance 
andreliabilityofcomputersystems・Thispaperexperimentallyval‐
idatesthatswitchingthemodeofthecachememoriesaffectsthe 

perfOrmanceandthereliabiliWofcomputersystemsandiseffective 
fOrperfOrmanceandreliabilityofcomputerSystems、

２．PerfbrmanceandReliabilityofComputer 

Systems 

AsoftelTorrate(SER)isoftenutilizedfbrmeasuringandevaluat‐ 
ingvulnerabilityofamemorycomponent､Allpossiblesingleevent 
upsets(SEUs)a1℃consideredcriticaltothememorycomponenton 

measuringitsSERTheSERisdirec[Iyinapplicabletoestimating 
vulnerabilityofcomputersystems，becausetheydynamicallybe‐ 
havetousememorymodulestemporallyandspatially・Thismeans

thatsomeofSEUsonmemolymodulesmakethecomputersystems 
faul[ｙａｎｄｔｈｅｏ[hersnoLInthesense,itispessimistictoadoptthe 
SERsfOrevaluatingreliabilityofcomputersystems,Fromthepoim 
ofexecutingprograms,itisnotanSERbutthenumberofsoftelTors 

occulTedduringaceltainjObthatshouldbetheme[ricfbrestimating 
thereliabilityofcomputersystems・

Severalsofterrorvulnerabilityestimationtechniqueshavebeen 
propose。[1,2,5,lOLTheauthorsofthispaperrecentlyproposeda
methodologyandanalgorithmfOrestimatingreliabilityofcomputer 

systems[l0LTheirestimationmethodologyadoptedcycle-accurate 
simulationtoidentifywhichpartofmemoIyisutilizedspatiallyand 
temporallyduringexecutingprograms・Identifyingthespatialand

[emporalusageofmemorymodulescontributedtomoreaccurate 

estimationofreliabilityofcomputersys[ems,Theproposedmethod 
estimated96.7961essnumberofsofterrorsocculTedduringexecut‐ 
ingaprogramthananalveestimationmethodwhichbasicallycal‐ 
cula[edthereliabilitywiththcproductofSERsanditsruntime・

Inthissection,wereviewthelelationbetweenperfOnnanceand 
reliabiUtyofICs・Ｗｅｅｘａｍｍｅｄｔｈｅｎｕｍｂｅｒｏｆｓｏｆｔｅｒｒｏｒｓduring
theexecutionofaprogramonamicroprocessolLbasedsystemcon-
sistingofanARMprocessor(ARMv4n200MHz),aninstruction 
cachemodule,adatacachemodule，andamammemorymodule・
Thecachelinesizeandthenumberofcache-setsale32-byteand 
32,respectively・WeadoptedtheLeastRecentlyUsed(LRU)pol-
icyasthecachereplacementpolicy､Weevaluatedthereliabilityof 
thecomputersystemwith[ｈｅtｗｏwntepolicies,write-thmughand 
write-backones・Thecell-upsetrates(CUR)ｏｆｂｏｔｈＳＲＡＭａｎｄ

ＤＲＡＭｍｏｄｕｌｅｓａｒｅｓｈｏｗｎｉｎＴＨｂｌｅｌ、WeusedtheceU-upsetrates
shownin[9]astheceU-upsetratesofnon-ECCSRＡＭｓａｎｄｎｏｎ－ 
ＥＣＣＤＲＡＭｓａｎｄａｓｓｕｍｅｄ[hatadoptinganECCcircuitmakesthe 
reliabilityofamemolymodulelOOOtimeshigher． 

表lCeU-upsetra[es．

Figulclshowsvulnerabilityandruntimeofacomputersystem 
whichadoptsnon-ECCL1cachememoryandanon-ECCmain 
memory・Thehorizontalaxisindicatesthenumberofcacheways
whichtranslatesthesizeofthecachememory､Inthismemolycon-
liguration,[heCURofthenon-ECCSRAMislOktimeshigherthan 
[hatofthenon-ECCDRAM,ａｎｄｔｈｅＳＥＲｏｆｔｈｅｎｏｎ－ＥＣＣＳＲＡＭ 

ｒｅｓｕｌtantlydegradedthereliabiUtyofthecomputersystemThe 
vulnerabilityincreasesasthesizeofthecachememoryincreasesas 
showninFigureL 

FiguIc2showsvulnerabilityandｎｍｔｉｍｅｏｆａｃｏｍｐｕｔｅｒｓｙｓｔｅｍ 
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図１VUlnerabilityvscachesize(non-ECCL1,non-ECCmainmemory)．
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whichadoptsanon-ECCLlcachemeｍｏｒｙａｎｄａｎＥＣＣｍａｉｎｍｅｍ‐ 

Cry・Inthismemolyconfigura[ion,ｔｈｅＣＵＲｏｆａｎｏｎ－ＥＣＣＳＲＡＭ

ｉｓｌＭｔｉｍｅｓｈigherthantha[ofanon-ECCDRAMComparingFiｇ－ 

ｕｒｅｌａｎｄｗｉｔｈＦｉｇｕｒｅ２,addinganECCcircuittothemammem‐ 
oryhardlydecreasevulnerabilityofthecomputersystembecause 
vulnerabili(ｙｏｆｎｏｔｔｈｅｍａｍｍｅｍｏＩｙｂｕｔｔｈｅＬｌｃａchememoryis 

dominantinthecomputersystem、
Figulelshowsthatthevulnerabiliｔｙｏｆａｎｏｎ－ＥＣＣＬ１ｃａｃｈｅ 

ｍｅｍｏｒｙｉｓｄｏｍinantinthecomputersystemandconno[ｅｓｔｈａｔ 
ａｄｄｉｎｇａｎＥＣＣｃｉｒｃｕｉｔｔｏｔｈｅL1cachememolywoulddecrease 
vulnerabilityofthecomputersystem，FigurB3showsaddingan 
ECCcircuittoanL1cachememorydecrcasedmuchvulnerabUity・
ＴｈｅＣＵＲｓｏｆｔｈｅＬ１ｃａｃｈｅｍｅｍｏｒｙａｎｄｔｈemalnmemory,conse-
quently,becomesameastheother,thatisLOxlO-8[FIT7bit]・The
totalSERof[hemammemorybecomeslargerthanthatoftheLl 
cachememorybecausethesizeofthemainmemoryislargerthan 
thatoftheL1cachcmemory・Inthismemolyconfiguration,itis
deducedthatthevulnerabiliｔｙｏｆｔｈｅｍａｉｎｍｅｍｏｒｙｗｏｕｌｄｂｅｄｏｍ－ 
inantinthevulnerabilityofthecomputersystem・Ｆｉｇｕｒｅ３ｓｈｏｗｓ
[ha[thevulnerabilityofthecomputersystemdecreasesasincreas‐ 
ingthesizeofthecachememolyincreasestheperfOrmanceofthe 
computersystemHigherperfOHnancedecにasesthevulnerabili[y
ofthemammemorybecausetimethecomputersystemusethemain 
memoryisreduce。

３．CacheMemorySizingArchitecture 

Asdiscussedintheprevioussection，decreasingthesizeofa 
cachememorycontlibutestoincreasingthereliabilityofacom‐ 
putersystemwithsomeperfOImancedegradationlnthissection， 

weproposeareliablecachememoryarchitecturewhichdynaml‐ 
callyswitchesitssize,ｃｏｎｔｒｏｌｓｉｔｓＳＥＲ,andaffirmativelyaccepts 
someperfOnnancedegradationfbrincreasingitsreliability・There‐
liablecachememoryarchitectureisusefUlwhenthedeadlinetime 

atwhichaprogramfinishesisgiven・
Befbrewediscussthereliablecachememoryamhitecture,ｗｅｒｅ‐ 

viewthegeneralcachememoIyarchitectulc・Figure5showsaread
mechanismfbra4-waysetassociativecachememory・Ｔｈｅｃａｃｈｅ
ｍｅｍｏｒｙｂｅｈａｖｅｓｏｎａｒｅａｄａｓfbllows・Givenanaddressfroma

CPUfOrread,theindexaddressofthegivenaddressselectsallthe 
correspondinglinesofallcachcways・ThentheirtagsalCcompared
withthetagofthegivenaddlessfbrexaminingwhetherornotthe 
colTespondingdataitemisonthecachememoly､Inthemeantime， 
thewordsofthelinesareselectedbythcblockofTSetofthegiven 
addIess､Ｔｈｅｄａ[aitemisfinallyoutputtedifitisoｎｔｈｅｃａｃｈｅｍｅｍ‐ 
Cry． 
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図５ReadmechanismfOr4-waysetassociativecachememory．
図３VUlnerabiUtyvscachesize(ECCL1,non-ECCmainmemory)．

Ｆｉｇｕｒｅ６ｓｈｏｗｓａｎＬＲＵ－ｂａｓｅｄｗｒｉｔｅｍｅchanismfOra4-wayset 
associativecachememoly,LRUbitsofeachlmeholdstheindexfOr 

theleastrecentlyusedcacheway・Ｔｈｅｃａｃｈｅｍｅｍｏｒｙｂｅｈａｖｅｓｏｎａ
ｗｎｔｅａｓfOllows・GivenanaddressfromaCPUfOrwrite,theindex

addressofthegivenaddressselectsallthecolT･espondinglinesofall 
cacheways・Thentheirtagsarecomparedwiththetagofthegiven
addlcssfOrexaminingwhetheromotthecorrespondingdataitemis 
onthecachememory､Ifthedataitemisonthecachememory,the 
dateitemisupdatedOtherwise,thelineoftheLRUwayiswntten 
outｔｏａｌｏｗｅｒｍｅｍｏｌｙａｎｄｔｈelineofthedataitemisallocatedｔｏ 

ｔｈｅｌｉｎｅｏｆｔｈｅＬＲＵｗａｙ・ThedataitemfromtheCPUiinallyiｓ
ｗｎｔｔｅｎｏｎｔｈｅｌｉｎｅｏｆｔｈｅＬＲＵｗａｙ． 

Figure4showsvulnerabilityandruntimeofacomputersystem 
whicbadoｐｔｓａｎＥＣＣＬ１ｃａｃｈｅｍｅｍｏｌｙａｎｄａｎＥＣＣｍainmemory・
Inthismemolyconfiguration,theSERofthecachememoryisdom‐ 
inantinthecomputersystemandthevulnerabilityofthecomputer 
systemincreasesasthesizeoftheLlcachememoryincreases． 
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図４ViJlnerabilityvscachesize(ECCL1,ＥＣＣｍａｍｍｅｍｏｌｙ)．

AsshowninFiguresl,2,and4thereexistsatradeoffbetween 

reliabilityandperfOnnanceofacomputersystem,ｉｎｗｈｉｃｈｔｈｅＳＥＲ 
ｏｆａｃａｃｈｅｍｅｍｏｒｙｉｓdominantinthereliabilityofthecomputer 
system・Theexpenmentalexaminationalsoshowsthatcachemem‐

orysizingcontributestoadjustingthercliabilityofthecomputer 
system． 
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図６LRU-basedwritemechanismfOr4_waysetassociativecachememory．
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ReUableCacheMemoIyArchitecture 

AsdiscussedinSection2.,decreasingthesizeofacachememory 
contributestoincreasingthereliabilityofacomputersystemwith 
somepelfOnnancedegradation・Itisrelativelyeasytodynamically
change[hesizeofacachememoryasshowninFigure7・Theeasiest
wayfOrthisisonlytoactivateordeacUvatesomecacheways． 

managesistohaltthecomputersystem． 
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図９Detection-orientedmechanismfbrN-waysetassociativecachemem‐

Cry． 

Ｃ 

Correction-orientedcachearchitect、℃

Thiscachea1℃hitecmreiselToPcolTcction-oriented・Inthiscache

architecture,threeormorecachewaysa1℃regardedasaredundant 
setandtheyretainsamecontentaseachotherasshowninFigurelO， 
ＩｆａｎＳＥＵｏｃｃｕｒｓｏｎａｒｅｄｕｎｄａｎｔｓｅｔｏｆcacheways，ｔｈｅＳＥＵｉｓ 
ｐromptlydetectedandcomrectedbymajoritymlaAcolTcctvalue 
isdecidedbymajorityamongthecoITespondingcacheways． 

図７SimplifiedreadmecbanismfOrN-waysetassociativecachememory．

Therealebasicallythreeapproachestoactivateordeactivate 
cachewaysasfbllows， 

Naivec2cInPaⅡ℃hitectu正

Inthiscachearchitecture,somecachewaysareactivatedundera 

reliabilitymodewhileallofcachewaysaleactivatedunderapeP 

fbnnancemodeasshowninFigure8､Ideallyspeaking,everycache 
waymaychangeintoei[heractiveorinacuvemode､Fromtheview‐ 

pointofhardwaleimplementation,someofcachewaysmaychange 

itsoperationmode． 
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Themeritsanddemeritsofthethreeapproachesaresummarized 
inTnble２． 

表ZThreecachememorya【chitectu1℃S，ConmIsIgnal 
SeIector 

lReliabili[yAreaOverheadPerfOrTnancePower 

図８NaivemechanismfOrN-waysetassociativecachememory．

Detection-orientedCachearchitectm℃ 

Ｔｈｉｓｃａｃｈｅａ【chitectureisemror-detection-oriented、Inthiscache

archi[ecmre,ｔｗｏcachewaysareregardedasaredundantpairand 
theyhavethesamecontentaseachotherasshowninFigure9､Ifan 
SEUoccursonaredundantpairofcacheways,theSEUispromptly 
detectedand[ｈｅＣＰＵｍａｎａｇｅｓｔｈｅＳＥＵ・ＴｈｅｓｉｍｐｌｅｗａｙｔｈｅＣＰＵ

４．ＣａseStudy 

WecaIculatedperfOrmanceandvulnerabilityofcomputersys‐ 
[emsonswitchingtheoperationmodeofcachememory,thatisthe 
perfOrmancemodeorthereliabilitymode・ＷｅｕｓｅｄｔｈｅＧＮＵＣ
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compileranddebuggerfOrARMv4Tarchitec[uretogeneratead‐ 
dressatrace、Vulnerabilityofthecomputersystemwascalculated
withthesimulation-basedsofterrorestimationmethodpresented 

in[10]・WeutilizedCb”だss,thatisadatacompressionprogram，
asabenchmarkprogramfOrthisexperiment､Thetraceofabench-
markprogramislOOmillioninstructionslong・
Weadoptedtheoperationmodeunderwhichacachememoryis 

completelydisabledasthereliabiliWmode・Wealsoadopted[heop‐
erationmodeunderwhichacachememoryisfUllyactivatedasthe 

perfOnnancemode・Ourexperimentwasdoneunderseveralcom-
putersys[emswhichhaveacachememorywhosesizeis2kB,４kＢ’ 
8kＢ，１６kＢ,３２kＢ,６４kＢ,orl28kB 

WeadoptedcellupsetratesｓｈｏｗｎｉｎＴｎｂｌｅｌｉｎＳｅｃｔｉｏｎ２，fOr 
ourexperimenLWeused[hecell-upsetratesshownin[9]ａｓ[he 
cell-upsetratesofnon-ECCSRAＭｓａｎｄｎｏｎ－ＥＣＣＤＲＡＭｓ・We
assumedthatacellupsetrateofanon-ECCmemoryisLOOOtimes 
higherthanthatｏｆａｎＥＣＣｍｅｍｏｒｙ， 
WerantheprogramasthefOllowingprocedure． 

（１）鰯溜ｆｌＩ:H;tRll?:lrw(M1:IF81W髄鵬柵鵬etotho
pc僻aBliRH;:::mmimishe1
Inthisprocedure,theoperationmodeofaprogramisswitchedonce 
ajob 

Figuresll，１２，１３，１４，１５，１６，andl7showvulnerabilityand 
perfOImanceofacomputersystemfOrvarioustimingofswitching 
theopera[ionmodefromthereliabilitymodetotheperfOrmance 
mode・Intheligures,accumulatedareagraphsshowthenumberof

softenPorsoccurTedduringtheexecu[ionoftheprogram,andthe 
linesshowperfOrmanceofthecomputersystemlnthefigures,Ｔｈｅ 
"Switchedcycle，，indicateswhenthecomputersystemswi[chesits 
modefromthereliabilitymodetothepelfbrmancemode・Thefig‐
uresclearlyshowthatthereexistsatmdeolfbetweenreliabilityand 

perfOImanceonthecachememorysizingarchitecture、

５．Conclusion 

lnthispaper,weanalyzedatradeoffbetweenreliabili[ｙａｎｄｐｅｒ‐ 
fOnnanceofcomputersystems、Itwasexperimentallyfbundthat
[hcIeexistsatradeofTbetweenreliabilityandperfOrmanceofcoｍ－ 
ｐｕｔｅｒｓｙｓｔｅｍｓｉｎｗｈｉｃｈａｎＳＥＲｏfacachememoryismorecritical 
thanthatofamaｉｎmemory、

Weproposedthreecachememolyalchitecmres：（i）Naive 
cachearchitecture，（ii）detection-orientedarchitecture，ａｎｄ（iii） 
colTection-orientedcachearchitecture・Eachcachearchitec[ulchas

itsownmeritsanddemelits、Systemdesignersshouldchoose[heir
oneofthemfOrtherequiIementsoftheirproducts・
Weexperimentallyexaminedcorrelationbetweennmtimeand 

vulnerabilityofacomputersystem・Theexperimentalresultsim‐

plythattheoperationmodeunderwhichacachememoryoperates 
shouldbeadaptivelydetennined・UIgentprogramsshouldbeexe‐
cutedundertheperfOmlancemodewhilenon-urgentonesshouldbe 
executedunderthereliabilitymode、Theoperationmodeofapro‐
grammaybeadaptivelyswitchedinaccordancewiththesituation 

aroundthecomputersystemThisaspectisimpor[antinRTOSsys-
tems・Controllingreliabili[ｙａｎｄｐｅｒｆＯＩｍａｎｃｅｂｙａｎＲＴＯＳｉｓｏｎｅｏｆ
ourfUturework・
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図１２VUlnerabilityandperfOnnanceonswitchingnon-cacheto2-wayset
associativecache． 
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図l3VUlnerabilityandperfOrmanceonswitchingnon-cacheto4-wayset
associativecache． 
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