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Abstract We have designed micro processor “SEP-6" for non-contact IC cards, which has a function of high-speed
digital signature calculation by RSA cryptosystem. In developing SEP-6, we aim at a high-speed digital signature
calculation, a private key protection, general-purpose calculation and low power consumption. The feature of this
processor is not to use co-processor for RSA cryptosystem and realizes high-speed digital signature calculaton only
use general-purpose processor. We have already developed SEP-4 and SEP-5 processors. We also develop SEP-6,
which has former processors’ features. In this paper, after implementing SEP-6 on FPGA boards, we evaluate
calculation speed for coding, measure power consumption and compare with SEP-4 and SEP-5 in such properties.
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#1 SEP-4, 5 6 BFHE&
Table 1 Requirements comparison among SEP-4, 5, 6.
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Table 2 Compare number of state steps.
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R 3 KT FOBENE
Table 3 Behaviors in each mode.

R5 HIHRFAQS
Table 5 Instruction set for the RSA cryptosystem calculation.
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Table 4 [Instruction specifications of SIG, SIE.
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Fig.2 Memory Map of Main Memory.
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Fig.3 Architecture of selecting and referring private key.
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6 SEP-6 A7 FEE—F
Table 6 Addressing modes on SEP-6
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Fig.6 Architecture of SEP-6
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Fig.7 Byte offset of MOVB.

#8 SEP-4, 5, 6 DHE
Table 8 Compurison among SEP-4, 5, 6.
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