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Necessity of multi-level protection for developing
new file systems

Kenichi Kourai, Shigeru Chiba and Takashi Masuda

Department of Information Science, Graduate School of Science,
University of Tokyo
7-3-1 Hongo, Bunkyo-ku, Tokyo 113

Abstract

Operating systems that are easy to extend should have a protection mech-
_anism for preventing them from being unstable when they are extended.
" Previous protection mechanisms are workable for this aim, but not effi-

cient. - We propose multi-level protection, which allows users to change

the strength of protection, and we have partially implemented it on the
- NetBSD operating system. The protection mechanism we have imple-
mented makes it easy to develop a new file system; for example, the users
can select stronger protection if the new file system is unstable, but they
" can weaken the strength of the protection and improve the execution
performance as it gets stable. Also, we have actually developed two file
systems with the proposed mechanism to show its usefulness.
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