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Protection Domain Reduction as a Local Security Support
for Open Distributed Systems
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Distributed systems consisting of various sorts of network loaded components potentially require fine-
grained protection domains. To protect the local system from malicious codes, it should locate each com-
ponent to the individual protection domains. However, fine-grained protection is complicated for both the
programmers and the runtime systems. We propose a compiler-based technique which automatically gener-
ates optimized protection domains from a simple description of protection policies. Our domain reduction
and dynamic code generation techniques provide cost-effective protection for distributed systems.
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# guard

system.net_conn() needs NETCONN
system.net_conn.safe()  gains NETCONN
# inborn capability

allow system NETCONN
allow NetSrv NETCONN
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