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Fine-grained Security Domains of Distributed File Systems

Hidehiro Ishii* Yosuke Takano Minoru Kuroiwa
C&C Media Labs, NEC Corporation

Cryptographic file systems had been invented in order to prevent super
users or other unauthorized users from eavesdropping. However, some prob-
lems arise when users try to share encrypted files. One of those problems
is that users have to memorize as many keys as the number of groups they
belong to. In this paper, we first present a solution that encrypts file keys
for individual readers. But with this solution, admitting or expelling a user
into or from a group requires to re-make encrypted keys of every file which
the group is allowed to read. Then we will propose a per-user and per-group
access control method introducing “file key server” which controls file access
on behalf of its owner.
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