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Abstract

Many users utilize helper applications to browse Web contents in various
formats. However, the users are in danger of unauthorized access even
if they only browse the contents, because the helper applications may
process malicious data which is downloaded from Internet. This paper
proposes the mechanism to restrict the access rights of the helper appli-
cations so that they have the least privilege. This mechanism exploits
fine-grained protection domains, which is supported by the SeeMoc op-
erating system we have developed. Experimental results show that the

average overhead for protection is about 0.1 to 1%.
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