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Context Management in Privacy-Aware Operating System
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ftFaculty of Information Science and Engineering, Ritsumeikan University

We have been developing a privacy-aware operating system based on the context-aware tech-
nigues. This operating system prevents user programs from leaking important data (such as personal
information, confidential information, and copyright-protected contents) to other programs. Espe-
cially, the operating system monitors actions of user processes in order to realize the context-aware
mechanism for data protection. When the operating system detects some kinds of context-change, it
controls the execution of system calls. In this paper, the context management and context-aware con-
trol mechanism of system calls are described. Furthermore, the software architecture, implementaion,
amd evaluation are also described.
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