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Speculative Security Checks in Sandboxing Systems

KoicHr ONOUE ,# YOSHIHIRO OYAMA *tt and AKINORI YONEZAWA'tt

Sandboxing systems are useful for secure execution of untrusted applications. Some sand-
boxing systems proposed so far assure security by intercepting system calls invoked by an
application and controlling their execution. A problem in existing systems is the overhead of
security checks performed after system call interceptions. In this paper, we propose a sandbox-
ing system that executes speculative security checks, and describe design and implementation
of the system. The proposed system predicts the future behavior of a sandboxed application
and executes speculative security checks in parallel with the application, thus reducing the
overhead. Future behavior is predicted based on profiles of system calls in past executions.
We have implemented the system on Linux and made a preliminary evaluation.
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