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A Buffer Overflow Detection Method based on Program Annotation

Hideki Yukitomo*  Akira Kinno* Takehiro Nakayama* Atsushi Takeshita*
Previously, a buffer overflow detection method was proposed which tracks the memory areas
affected by input channels from the outside of the program, and disallows such memory addresses to be
executed. However, that is not applicable to programs that dynamically generate program code.
This presentation shows a new buffer overflow detection method and implementation idea
applicable to programs that dynamically generate program code. The proposed method detects buffer
overflows at runtime based on preliminarily added annotations on the source code of the program. The

annotation indicates the memory areas that are not supposed to be affected by input channels from the

outside of the program.
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[* spurious */ char b[4096];
main(){

[* protected */ int x;

[* except */ char buf{4096];
(void *) (run)()=(void *)buf;
funcA(buf,4096);

run();

}
funcA(char* buf,int size){

Char* ptr2;

[* protected */ char* ptr3;
char buf2[4096;

char buf3[4096];
ptr3=buf2;

ptr2=buf3;

fulfill(buf);

funcB(buf2);
for(i=0;i<size;i++,ptr2++,ptr3++)|
*ptr3++="*ptr2++;

}

}
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