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Abstract

Network Intrusion Detection System (NIDS) is widely used to detect ma-
licious messages sent from the Internet. Exsiting NIDS has the problem
that false-positive warnings are generated quite frequently. This paper
proposes a novel sheme of NIDS that inspects messages based on the con-
text of the application-layer protocols. The proposed NIDS interprets
messages according to the grammar defined by the protocol, and under-
stands the state transition from a series of messages in the communication.
This enables us to define NIDS signatures precisely and thus the proposed

NIDS is expected to produce less false-positive warnings.
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