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Server Recovery at the Intrusion Detection

TAKETOSHI SAKURABA,*t SEIICHI DOMYO! and KOICHI SAKURATt

”

“Utsusemi (cicada’s cell),” a recovery-based countermeasure for the buffer overflow attacks
is proposed. It does not only detect the attacks but also immediately recovers the attacked
process to a safe state saved before the attack. The fork mechanism is used for saving the
status of the process, and the detection is done by monitoring the attributes of the location
where the system was called. Implementation, application and performance evaluation are

reported.
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