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Anomaly Detection Technique for Mobile Terminals

Akira Kinno™1, Yuka Ikebe'1, Takehiro Nakayama™?, Atsushi Takeshita™?,
Katsuhiro Suzuki™2, Hirotake Abe 3, and Kazuhiko Kato™2
11 Multimedia Labs, NTT DoCoMo, Inc.
T2 Tsukuba University
3 Japan Science and Technology Agency

We propose an anomaly detection technique, which achieves low overhead. It monitors issuing pattern of system and
function calls, and makes probability models of software behavior by learning. To apply this technique to mobile
terminals, it is necessary to speed up the process and reduce the memory size because of limited resources of mobile
terminals. In this study, we propose the method for reducing overhead of the anomaly detection software by simplifying the

stuck trace. As a result of preliminary experiments, it is recognized that our method can be effective.
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Table 3 (exim)
minimum ms
support 1 2 3

1 94 118 323
2 91 114 320
3 88 112 312
4 87 107 305
S 82 108 301
6 81 108 298
7 89 113 303
8 88 111 300
9 83 109 292
10 82 108 281
Table 4 (Is)
minimum ms
SuppOI’t 1 2 3
1 83 83 99
2 83 81 98
3 80 81 96
4 81 81 97
5 81 81 92
6 79 79 89
7 80 78 89
8 78 79 85
9 74 70 77
10 55 58 74
gcc-3.3.5.tar  tar make  g++
(Fig. 3,Fig. 4)
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Support exim Is
1 479 122
2 474 120
3 450 118
4 442 116
5 422 115
6 421 115
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8 413 115
9 395 114
10 391 113
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