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A Sandbox with Dynamic Policy based on
the Execution Context of the Target Application

Tomohiro Shioya Yoshihiro Oyama Hideya Iwasaki
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We propose a new sandbox system that dynamically changes its behavior based on the application’s execution
context. Our system allows users to give different policies, each of which specifies permitted system calls,
depending on the user functions in which the target application is now executing. With our system, the
target application can be given less privilege than existing, single-policy sandbox systems. We implemented the
proposed sandbox by using LKM (Loadable Kernel Module) of the Linux that hooks the system call issued by
the application process. We also demonstrate the effectiveness of the proposed sandbox via some experiments.
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