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A Study on Distributed Cooperative Attack Monitoring
using Fragmented Network Addresses

TosHIO HIROTSU,'* KENSUKE FUKUDA ,t2 OSAMU AKASHI ,t4
SATOSHI KURIHARA ? and TOSHIHARU SUGAWARA 15

In the Internet, the illegal attack packets are always falling to our network. It is very impor-
tant to observe and model the those attacking traffic for constructing the protection system
from the attacks. In this paper, we describe the concept of a distributed cooperative moni-
toring architecture, which collects attacking packets and build the model of them efficiently
with the cooperation of distributed small-range of monitoring networks. We also report the

result of the preliminary analysis of the collected attack traffic.
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